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Abstract
The smart home is a field that uses smart devices and gadgets to automate tasks and oper-
ations in the house, and it is expected that this study subject will become a focal point 
in future civilizations. The adoption of smart home services faces significant obstacles 
in terms of reliability and stability. The Software Defined Networking (SDN) paradigm 
offers up novel approaches and trends to embrace smart technologies to tackle the issues 
of smart homes. To avoid accidents, we developed a vertical SDN-based multi-level struc-
ture consisting of two controllers with a parent-child connection. It enables smart homes 
to make optimal use of current services while also providing new services to smart homes 
and buildings, opening the path for future smart services. In addition, we created an Appli-
cation Programming Interface (API) for the smart home to make it easier to use current 
services and pave the path for future smart services. We designed numerous jobs depend-
ing on their categorization to give smart services, which is beneficial for smart homes. 
Local topologies, cloud topologies, and cloud-local topologies have all been compared 
in the evaluation section. The performance of POX, NOX, and Flood Light controllers is 
measured using three performance metrics: mean throughput, Round-Trip Time (RTT), 
and packet loss across all three topologies. Our findings revealed that the cloud-local topol-
ogy had the lowest packet loss ratio of 1.4%, while the local and cloud topologies had 1.9% 
and 2.3%, respectively.

Keywords  SDN · Smart home API · Smart services · Smart home framework

1  Introduction

The notion of making items smarter with intelligence is growing fast in the recent era, 
thanks to the rapid innovation and exponential expansion of the Internet of Things 
(IoT). The smart house is now one of the most popular IoT applications. According 
to a report [30], 90 million people throughout the globe will live in smart houses in 
the future. Many writers have defined the smart house in the literature. Smart houses, 
on the other hand, maybe divided into two categories: (1) smart houses and (2) smart 
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buildings. Devices (home appliances), sensors, and a communication network make up 
a smart house. These gadgets can monitor and access the users, who are the residents 
of the house, remotely based on their requirements [5]. Smart buildings, on the other 
hand, place a greater emphasis on the energy system. These energy systems are capable 
of effectively producing and using energy [10]. Both definitions emphasize the signifi-
cance of communication networks in connecting smart devices and sensors, with one 
focusing on people and the house itself and the other on using energy services effec-
tively in buildings. The crucial services that sit in the driver’s seat of the smart home 
are smart automated services. The key services provided by smart homes include smart 
security, energy lighting, entertainment networking, and health services. The develop-
ment of a self-management solution to existing smart home customers’ difficulties with 
automation and smart services is still in its early phases. The growing number of smart 
devices and smart services introduces new challenges, such as complexity. The present 
solutions are insufficient to meet the demands of these services and smart home custom-
ers. Another key issue with smart home networks is the setup of low-level parameters 
necessary for improved service delivery [3]. For example, managing bandwidth among 
various devices and smart services seems to be an easy task in smart houses. This job 
requires an understanding of low-end choices as well as ongoing monitoring of band-
width use by various sorts of services. When enjoying entertainment services in smart 
homes, most consumers do not want to let their security down. A security service that 
minimizes reaction time is known as guard down. As a result, a system that handles 
whole services operating in smart homes rather than individual devices must exist.

Different organizations often supply gadgets with various types of intelligent charac-
teristics and data collecting modules. Different communication protocols and network 
interfaces are used by these devices. To create a cohesive system, the smart home assumes 
that every gadget and sensor in this highly isolated environment will operate together via 
some form of smart service. The authors of [6, 27] developed a centralized architecture 
for managing many types of gadgets in a smart home setting. This approach focuses on 
devices rather than services. To avoid interoperability issues, the smart home design relies 
on services rather than individual devices to solve problems. In the article [21] they used 
SDN and cloud-based technologies to work on auto-configuration and administration of 
residential networks. Although this research is a first step in the right path, it cannot offer a 
service-centric strategy and delivery of various services.

Our goal is to address the issues surrounding smart home services, a potential SDN 
framework paradigm was presented for improved administration of future smart home 
automation services. SDN is a networking design that tries to make networks more adapt-
able. SDN-based architectures are capable of swiftly and readily adapting to changes. It’s 
a relatively new paradigm that allows a centralized console with distinct control and data 
planes to influence traffic (forwarding plane). It can make abstract decisions, allowing us to 
govern any network component via a centralized administration tool. To avert catastrophes, 
we want to build a vertical SDN-based multi-level architecture with two controllers that 
are connect as parents and children. It allows smart homes to make the most of existing 
services while also introducing new services to smart homes and buildings, paving the way 
for future smart services. We also established a smart home API to make existing services 
simpler to use and pave the way for future smart services. We created a variety of profes-
sions based on their classification in order to supply smart services that will benefit smart 
homes. For communication between wired and wireless devices, Open Flow switches and 
routers are employed. Second, studies were carried out in a simulated environment built-in 
Mininet, a discrete event based SDN emulator. For all three topologies, we will use three 
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performance measures to calculate the performance of POX, NOX, and Flood Light con-
trollers: mean throughput, Round-Trip Time (RTT), and packet loss.

The remainder of the paper is laid out as follows:  Section  2 discusses the literature 
review. Section 3 presents the proposed framework. Section 4 contains details about the 
prototype. The experiments and findings are described in Sections 5 and 6 concludes the 
discussion.

2 � Background and literature review

The IoT networks are hampered by security flaws that hackers may exploit to launch attacks 
in a variety of settings, including smart homes, industries, and healthcare systems. To get 
over this stumbling block, researchers [18, 31] have devised a variety of intrusion detec-
tion and prevention technologies (IDPSs). Machine Learning (ML) has emerged as the 
most promising method among all the employed technologies. As a result, most ML-based 
intrusion detection systems concentrate only on finding relevant ML algorithms in order to 
enhance detection accuracy. As a result, the authors investigated the attributes of several 
smart home security assaults, as well as the quality of the features that can be extracted and 
used in machine learning algorithms to effectively identify each of these attacks. Addition-
ally, this study offered effective intrusion prevention measures as well as an SDN-based 
deployment architecture for IDPSs inside residential networks. Different feature sets and 
ML models are used to perform experimental assessments of the suggested solution.

The authors in [20] presented an SDN-based security architecture for smart homes. 
They used a small collection of parameters to classify IoT devices and identify DDoS 
attacks, such as the proportion of ICMP, TCP, and UDP flows, packet size, packet count, 
and IP diversity ratio. They also looked at the KNN, LK-SVM, and RF machine learning 
models. By lowering the training dataset size, choosing an acceptable machine learning 
model, providing stateless and easy-to-calculate features, and raising the polling period 
to decrease overhead on the SDN controller, their suggested solution fulfills the memory, 
latency, and security criteria.

They find that KNN outperforms LK-SVM and RF for the suggested feature set and 
longer polling intervals (i.e., more non-cumulative statistics). KNN also achieves higher 
than 95% accuracy with an average latency of 1.18 milliseconds for 1820 data points and a 
24-second optimum polling period.

To overcome the challenges of smart homes, the SDN paradigm is the most suitable and 
ideal option. In this research [22], a novel architecture for the software defined network 
was suggested to provide a safe smart home environment (SHSec). Used a simulation to 
verify the suggested model’s performance and viability in a real-world setting, including 
connection failures and switching. Also, assessed the suggested model’s performance using 
a variety of metric factors. The simulation findings demonstrate that SHSec management is 
capable of detecting and mitigating assaults, as well as securing the system, ensuring user 
security, and improving the heterogeneous local network. When it comes to forecasting 
harmful occurrences, the suggested model has an accuracy of 89.9% and a sensitivity of 
91.1%.

Edge computing, a novel computing paradigm in which data is processed from edges, 
is the key to the expansion of the IoT and the capacity to gather, analyses, and offer big 
data in the cloud. In the last two years, Edge Computing has gotten a lot of attention as 
one of the top ten strategic technological developments, and it has a lot of revolutionary 
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potentials. The researchers in [9] introduced the concepts, backgrounds, and advantages 
and disadvantages of edge computing in this paper, explained how it works and how it 
is structured hierarchically using artificial intelligence concepts, listed examples of its 
applications in various fields, and finally suggested some improvements and discussed 
the challenges of its application in three representative technological fields. They want to 
explain diverse assessments and viewpoints on artificial intelligence and edge computing.

Tens of IoT devices with a broad range of functional capabilities are installed in each smart 
house. The authors suggested a bandwidth allocation framework based on the potential soft-
ware defined networking (SDN) architecture for improving bandwidth allocation on both 
internal and external Internet traffic. The whole system architecture is divided into two parts: 
SDN Smart Home Cloud and Massive Smart Homes, with the OpenFlow protocol connecting 
them. The researchers [39] tweaked the 3GPP LTE QoS Class Identifier (QCI) to make it more 
adaptable to smart home services. They developed a bandwidth allocation method that takes 
into account fairness, latency, and service priority all at once. With this approach, ISPs may 
efficiently improve Quality of Service (QoS) and user experience by aggregating hundreds of 
categorized smart home services and thereby optimizing bandwidth allocation (QoE).

Smart City (SC) has brought with it a plethora of possibilities as well as new obstacles. 
One of the most significant difficulties with SC networks is network security. Due to the pos-
sibility of a single point of failure, Software-Defined Networking (SDN) is more likely to be 
the target of Distributed Denial of Service (DDoS) attacks. To better protect against DDoS 
assaults, the author in [25] focused on tracing the source and proposed a statistics-based 
traceback system that makes use of the SDN architecture’s capabilities. They calculated the 
eigenvalue and established the anomaly tree by analyzing the variations inflow via the Base 
Station (BS) nodes. The assault route was then pruned using a DDoS detection technique. 
They discovered the best parameters for making the suggested strategy more flexible and 
effective via trials. It was shown that the technique uses fewer network resources and saves 
time than standard ones while maintaining a high degree of DDoS protection accuracy.

Figure 1 shows the various use cases for smart home networks using SDN. Research-
ers are currently concentrating their efforts on integrating SDN with smart home net-
works [23, 38]. The authors [19] presented an SDN-enabled smart home design with the 
potential to link to other platforms through an open interface. For an SDN-based house, 
the researchers [37] designed a data transmission distribution system. SDN engineering 
is required for the transmission capacity assignment system presented in this study. An 
Internet Service Provider (ISP) is responsible for assigning IoT-based devices to each 
smart building and house. ISPs are responsible for streamlining the data transmission 
distribution of inward home network traffic and outside network traffic for the internet 
separately. The authors, on the other hand, did not address the adaptability of using an 
SDN-based architecture in conjunction with sensors and smart devices.

Network Function Virtualization (NFV) is a similar new technology that is used 
to manage networks. It gives network equipment and solutions like security fire-
walls, Generally Deep Packet Inspection (DPI), and Intrusion Detection Systems 
(IDS) a way to function (IDS). These are virtual components that are included into 
hardware systems and are placed in applications as virtual components. The physi-
cal components of wireless networks used in smart buildings and cities may be vir-
tually divided into several pieces for the convenience of operators using NFV. The 
network operators gained various benefits in terms of network resources, schedul-
ing, cache space allocation, and processing space as a result of this split. Although 
NFV technology produces superior outcomes, it also has its own set of restrictions.
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Slicing methods are the new contemporary networking front that guarantees that the needs 
of customers are met [2, 11]. The multiple route environment is used in the home domes-
tic network optimization, which increases the network’s overall performance [12]. A smart 
house is a collection of Internet of Things (IoT) gadgets. Independence, object connection, 
resource management, privacy protection, and data security are the fundamental character-
istics of an IoT platform. The IoT management and control part connects to a disconnected 
network application and provides services for smart devices controlled by the cloud.

One of the most important developing technologies for smart homes is the IoT. In 
many smart IoT applications, routing protocols like DSDV and AODV are utilized to 
communicate between devices [7, 8]. The researchers [16] offered a possible methodol-
ogy and key technologies for developing a people-centric IoT-based civilization. They 
also outlined the major issues and obstacles. Dynamic QoS aware queuing in the smart 
home for heterogeneous traffic was presented by the authors in [35]. The home net-
work users connect to manage the tasks via their own networks to conduct the new 
user centered management architecture. The new services’ usability and accessibility 
have increased as a result [33]. There are two aspects to the home network management 
applications: The first section is concerned with the front end, which is interactive and 

Fig. 1   Taxonomy of SDN in Smart Homes
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runs on the user’s preferred device, such as a PC, laptop, or smartphone. Both SDN and 
NFV models are included in the second section.

In [14, 36] researchers presented a home setup strategy based on SDN technology. This 
method of setting is based on network automation without the use of in-between devices 
and home gateways. They also said that the number of IoT-enabled devices-based apps 
employed in smart homes is quickly expanding.

The authors of [34] highlighted automatically controlled and assistive appliance ser-
vices for improving life quality, which is a popular smart home application. IoT devices 
may collaborate and improve their users’ comfort levels by applying context-specific 
limitations and awareness. People who live in a heterogeneous data integration environ-
ment might find comfort and security in smart homes. Ontologies that enable semantic 
translation of events and establishing attentiveness are used to execute data integration. 
Furthermore, metaphysics-based data semantic structure and application are proposed to 
accommodate the ever-increasing amounts of heterogeneous data in smart home devices. 
Cloud-centric IoT solution [15, 26] that explains how to integrate with their framework 
for different smart home devices that function in the environment. Furthermore, they 
freely discuss the issues and limitations that various communication protocols utilized in 
smart homes face.

The deployment of multi controller environments in current smart home design is 
lacking, despite its importance for fault tolerance and system effectiveness.  As smart 
homes become increasingly integrated and complex, having a single controller may no 
longer suffice to meet the needs of the system. The authors of [17, 32] presents a soft-
ware defined alert management system for smart communities as a solution. However, 
one limitation of this method is that it does not offer a fault-tolerant multi-controller 
design. This means that if one controller fails, the entire system may become non-func-
tional, leading to potential downtime and reduced system reliability. There is a dearth 
of smart home research connected to smart services framework, which might be criti-
cal in advancing the smart house and smart city age. The authors [28, 29] offered a 
distributed control strategy for the controller placement issue, however, it lacks work 
with merely the built-in shortest route. It lacks resilience, which is critical in a multi-
controller scenario.

A smart house is a home with internet-connected gadgets that allow for remote moni-
toring and control of appliances and systems like lighting and heating. Smart home tech-
nology, also known as home automation or domotics (from the Latin “domus” meaning 
“home”), allows homeowners to manage smart equipment through a smart home app on 
their smartphone or other networked device, providing security, comfort, convenience, 
and energy efficiency. Smart home systems and gadgets, which are part of the internet of 
things (IoT), often work together, exchanging consumer use data and automating activities 
depending on the homeowners’ preferences.

Our objective is to provide a vertical SDN-based multi-level architecture with two 
controllers that have a parent-child connection to avoid disasters. It enables smart 
homes to make optimal use of current services while also providing new services to 
smart homes and buildings, opening the path for future smart services. We’ll also create 
an API for the smart home to make it easier to use current services and pave the path 
for future smart services. We will design numerous jobs depending on their catego-
rization to deliver smart services, which will be beneficial to smart homes. To calcu-
late the performance of POX, NOX, and Flood Light controllers, we will utilize three 
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performance metrics: mean throughput, Round-Trip Time (RTT), and packet loss for all 
three topologies.

3 � Proposed framework

We defined the key principle underlying SDN (central control, openness, virtualization) 
and its difficulties and challenges connected to smart homes experienced during the pro-
visioning of new smart services, taking into account earlier existing solutions. Figure  2 
shows the abstract level of the framework.

A Primary SDN Controller (PSC) on the cloud lies on top of the framework and is 
responsible for high-level operations such as dealing with third-party external service pro-
viders that communicate with the cloud controller. It has the ability to detect security risks 
and flaws. It may also improve the overall experience of using that service in the future. 
PSC has a Primary Data Storage (PDS) that serves as both a cache and a database. It is uti-
lized as a cache to speed up the service delivery process and minimize latency.

LSC is the second controller on the local area network that works under PSC and man-
ages local smart service systems of many sorts, such as smart health, energy, security, and 
entertainment. LSC issues directives and proactive rules to the primary open flow switch. 
Under the supervision of PSC, it directly controls different modules such as bandwidth 
management, device status management, and so on. LSC has its own Local Data Storage 
(LDS) database, which stores settings as well as data received from PSC.

Fig. 2   Framework for Smart Home Services
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A built-in SDN controller is connected to the home gateway. One main controller makes 
up the SDN controller system that works as a parent-child connection. The general mod-
ules in the system of framework are in the form of a tree structure to accommodate diverse 
job scheduling and arrangements to the architecture. When an emergency happens, such 
as floods or smoke, the controller detects it and sends signals to the LSC. The controller 
promptly notifies the PSC, who in turn notifies the police. This means that even if our local 
controller is damaged in a fire, the answer will be sent. LSC is a local smart home service 
and module that operates on a LAN network and contains local smart home services and 
modules for security, traffic management, and access control. LSC has a database system 
(LDS) that stores configuration and policies. The Primary Open Flow switch uses proactive 
controls to provide quicker communication and lower latency.

In the data layer, local and cloud controllers that operate as the network’s operating 
system, cutting off the intelligence of devices in networks has been utilized for routing 
and switching reasons. The proposed framework makes use of [1, 13] primary two com-
ponents that offer security functionality while still being lightweight. At different layers 
of SDN-based frameworks, these modules identify and mitigate security issues. Orches-
trator protects the controller of a smart home network against upper-level threats such as 
application-layer malware and viruses, which may be highly dangerous to the controller 
and the whole network. KNOT is in charge of assisting in the analysis of threats that come. 
It’s helpful for packet openers, flow graph creators, and attack mitigation.

For flawless smart home service execution, home gadgets such as smart TVs, ovens, 
sound systems, and other devices must be in a live real-time state [24]. For automated 
smart home services and smart focused framework services, this is critical. The method of 
real-time state management of home network devices is shown in Fig. 3. Connections with 
devices identify any status changes when updating in real time. LSC submits state requests 
to AP regularly. The message is then sent to all connected home devices at that time. The 
home device receives the request and responds to the AP in real time with its current condi-
tion. The link between the home AP and the devices is similar to the Keep-Alive technique. 

Fig. 3   Real Time State Management in Smart Home
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If a device does not respond, it is considered disconnected from the network. Finally, after 
verifying the device database in LDS updates, AP sends each message to the controller.

In order to identify issues in the smart home, there should be a diagnostic system 
that takes into account fault tolerance design. Using several domains relating to smart 
devices is the best method to accomplish this aim. Parent object connection, co-location 
object relationship, co-work object relationship, owner object relationship, and social 
object relationship are some of the relationships between IoT devices described by the 
authors [4]. These domain specific correlations are very useful in identifying faults in 
smart homes. Both consumers and service providers have a tough time locating issues 
in the service domain or network domain. The controller automatically finds flaws in 
the framework to simplify the process and decrease complexity for home users. The 
controllers create the four fundamental relationships after recognising them. Figure  4 
depicts the flow diagram of the Primary SDN controller. The process of recognising 

Fig. 4   Flow Diagram
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Smart Devices begins with Service Packet Analysis (SD). Following this, Relationship 
Creator begins the automating relationship phase. These freshly created connections are 
saved in Status Manager.

The Primary SDN Controller benefits from the Cloud platform, which can address 
all challenges and jobs that the LSC cannot, such as tasks that need very high-power 
resources for various types of services, data-oriented tasks, or processing power for 
third-party service providers. PSC plays a critical role in ensuring that smart services 
work smoothly and to their full potential. It is also capable of providing data solutions.

The proposed framework’s most basic features are implemented using a main Open 
Flow TP-LINK WR1043ND v2.1 switch deployed in the test bed. Figure 5 depicts the 
web interfaces. These interfaces provide the option to customize settings and monitor 
processes. The setup page may be used to adjust the settings, and the status menu can 
be used to monitor them. The ability to implement user rules on a need-to-know basis 
is provided by the access page. Different forms of access rules may be applied simul-
taneously with priority given to the most important. The firewall and other security-
related features are available on the Security page. The Services page contains settings 
for VLAN, bridge, and other networking parameters.

(a) Access Policies (b) Bandwidth Monitoring

(c) Security Policies (d) VLAN Configurations

Fig. 5   Primary Open Flow Switch Interfaces
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4 � Prototype for smart home

We created a smart home prototype, which is essentially an application that allows the net-
work to monitor and manage all linked devices, mostly using computers or smart phones. 
Smart home apps may now control and manage numerous systems in smart homes through 
a local area network or a wide area network. Users may monitor the status of smart homes 
using an application included within the framework architecture. It allows the user to oper-
ate smart services and get alerts. In the application, each smart service has its own control 
interface. The user may make changes to the settings or see the current state, as well as 
receive any service-generated warnings. The application may be accessed both on a com-
puter and on a mobile device. The application’s interface is seen in Fig. 6.

The application’s dashboard displays several information, such as the controller’s con-
dition, the number of switches installed in the smart home, the number of hosts presently 
connected, reserved ports, CPU consumption, RAM utilization, and the overall number of 
connections. The Smart Services page displays all of the smart services that are available. 
It is possible to access and administer each smart services interface. The user may manage 

(a) Dashboard

(b) Smart Kids Service

Fig. 6   Screenshot of Build API
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every part of the service using a smart application, for example, while mom is doing her 
laundry, she can check on her kids who are playing in their play area and take active safety 
precautions such as setting limits and playing cartoons. As a result, the kids are occupied 
with cartoons, and she can wash her clothes in peace. Users may design bulk actions for 
certain scenarios. For example, if a user leaves for work, many actions may be required, 
such as locking the doors, shutting off the lights, activating the security system, and turning 
off the cooling/heating system. Coming home after work necessitates rational behaviour.

In today’s society, we can see how technology influences our everyday lives in terms of 
employment, entertainment, security, and children’s activities, among other things. Differ-
ent types of smart services that employ smart items are one of the primary elements that 
make this feasible. Many duties are automated by these smart services and gadgets. Smart 
service is the use of specialized skills in acts, processes, and performances that are made 
possible by smart goods. Whether it’s during recreation or when studying, children may be 
challenging to manage. Parents desire to conduct their job while keeping an eye on their 
children in these times. The Smart Kids Service was introduced to assist parents and guard-
ians. This application offers an active atmosphere for children in which technology assists 
them in physical activities and keeps them occupied in their studies. This application also 
sends out notifications to parents or guardians anytime anything out of the ordinary occurs 
at a certain time. Smart Infrastructure Service is another significant smart service. For 
improved home care, the application provides timely maintenance warnings, data on infra-
structure status, and material consumed. This service will assist in decreasing the costs 
and damage that are often incurred as a result of poor housekeeping. Some entertainment 
services, such as Hulu, Netflix, and iFlix, have become indispensable in modern living. 
Smart Entertainment Service will integrate with intelligent services in smart homes to give 
high-quality entertainment. To deliver next-generation smart home services, several kinds 
of online services may be combined with the proposed framework. Integrating intelligent 
online services with smart homes is an intriguing concept.

5 � Performance evaluation

The performance assessment of our suggested framework was covered in this part. The 
studies were carried out using the Mininet simulation software. There are two SDN con-
trollers in the proposed ecosystem. One controller serves as a remote controller, often 
known as a main controller, while the other serves as a local controller. We tested various 
performance factors with two alternative SDN topologies: local and cloud-based. Using the 
iPerf command, simulations were run for 15 s to assess network and smart service perfor-
mance. The connection speed has been set to 100Mbps.

First, we evaluated the throughput of our proposed cloud-tree topology to SDN topolo-
gies based on local and cloud resources. In these topologies, we also tested the perfor-
mance of three controllers. Using the pingFull approach, Fig. 7 demonstrates the RTT of 
POX, NOX, and flood light in local, cloud-based, and cloud-local tree hierarchical topolo-
gies. Our cloud-local tree topology produced the best RTT delay in all three POX, NOX, 
and Flood Light controllers, according to the data. When compared to local and cloud-
based topologies, the reaction times of all three controllers in our cloud-Local topology 
are lower: 92 msec for POX, 22 msec for NOX, and 19 msec for Flood Light RTT. POX 
controllers are utilised in small networks, whereas NOX and flood lights are used in com-
plicated and huge networks. Table 1 represent the RTT comparison results.
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The throughput performance of services employing the TCP and UDP protocols is 
shown in Fig. 8. The average throughput for smart services using the UDP protocol was 
97 Mbps, whereas the average throughput for TCP was 88 Mbps.

Experiments are also carried out to demonstrate the framework’s capability in the 
event of a connection breakdown. When a connection failure occurs, the LSD controller 
sets the connection timeout parameter to collect the data and decides whether or not to 
redirect the current streams. The link layer discovery protocol is used to obtain infor-
mation about available connections. Simulations revealed that the average downtime in 
UDP and TCP is 3 and 9 s, respectively. This offers the controller the concept of how to 
manage these types of link down circumstances and make appropriate decisions.

In terms of process rate of packets in messages and replies. Table  2 illustrates the 
results of mean throughput in different toplogies, Fig. 9 shows the mean throughput of 
topologies such as local, cloud-based, and our cloud local tree. The mean throughput of 
our cloud local tree topology is 10.5Mbps, which is slightly higher than the cloud based 
topology.

Fig. 7   RTT Comparison

Table 1   RTT Comparison RTT (msec) in different Topologies

Controllers Local Cloud based Cloud tree

POX 120 142 : 92 msec
NOX 45 25 22 msec
Floodlight 38 22 19 msec
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Following simulations were run to evaluate the bandwidth priority module after acti-
vating the smart kids services. The graph in Fig. 10 depicts bandwidth allocation pri-
orities. The bandwidth allocation priorities change based on the requirements of each 
service. A normal, non-smart device used up to 17Mbps of bandwidth.

Using iPerf, we discovered that a typical device received UDP data on a shared 
bandwidth of 20 Mbps at a rate of 90% until the smart kid’s service was enabled. 
When smart kids services were enabled on the device, however, the internet rate on 
a regular home device dropped to 7 Mbps. We obtained data up to 14 Mbps when 
the smart kids service gadget was given priority. Because all devices must first reg-
ister under services, this aim may be accomplished with the aid of the LDP device 
database. In order to examine the overhead performance of the proposed frame-
work, the memory, processing, and bandwidth performance of the controller were 
monitored. Figure  11 depicts the performance of the proposed framework, which 
comprises processor, bandwidth, and memory. The findings indicated that when 
packet loss increased, the usage rate of the CPU, bandwidth, and memory increased 
linearly.

Fig. 8   TCP/UDP Services Throughput

Table 2   Throughput (Mbps) in different Topologies

Throughput (Mbps) in different Topologies

Topologies Throughput (Mbps) Maximum Throughput with TCP 
flow (Mbps)

Maximum Throughput 
with UDP flow (Mbps)

Local 8.5 97 88
Cloud based 10.9 97 88
Cloud tree 11 97 88
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In all three topologies, Fig.  12 depicts the rate of packet loss when various smart 
services transmit packets at varying speeds and there are pre-existing links between 
sender and recipient. The bandwidth is set at 300Mbps for this experiment, and services 
transfer data at varying speeds. When a controller is engaged in building the pathways 
between transmitter and receiver, the experiment is repeated. Table  3 represents the 
packet loss ratio of all topologies.

For all three controllers, i.e., POX, NOX, and Flood light, Fig. 13 shows a compari-
son of flow installation time vs. the number of switches. When the number of switches 

Fig. 9   Topologies Throughput

Fig. 10   Bandwidth Priority
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is set to 2, the flow installation time for NOX is 80ms, while it is 70ms and 39ms for 
POX and Flood light, respectively. The flow time changes as the number of switches 
increases. When the number of switches reaches 16, the flow installation time for NOX 
and POX is 80 milliseconds, whereas the flow installation time for Flood light is 36 
milliseconds.

Fig. 11   Controller Utilization

Fig. 12   Packet Loss Ratio
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6 � Conclusion and future directions

This article presented a framework for smart services in smart homes based on SDN. The 
multi-level structure, which consists of two controllers, is the primary contribution of this 
study. One is a remote controller that acts as the main controller. This remote controller 
ensures that external and internal services are delivered in a consistent manner. Our sug-
gested framework’s security and performance were also prioritized. With the addition of 
several additional smart home services to the proposed framework, the smart home envi-
ronment will be improved. Mininet is used to assess the performance of the proposed 
framework for evaluation purposes. Smart houses and services are critical to providing 
homeowners with efficient services. One of the key concepts for delivering smart home ser-
vices is software-defined networking (SDN). In this study, we presented a multilayer SDN-
based system for providing internal and external services in a seamless manner. We con-
centrated mostly on services and smart services systems. We want to enhance multi-level 

Table 3   Packet loss rate (%) in 
different Topologies

Packet loss rate (%) in different Topologies

Flow Rate in secs

Topologies 50 200 300
Local 0.4 0.5 0.7
Cloud based 0.28 0.4 1.8
Cloud tree 0.2 0.2 1.9

Fig. 13   Comparison of flow installation time vs. no of switches
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cloud-based apps in the future. We have created an API for smart homes to make it easier 
to provide current and new services. Finally, in this work, a comparison of local, cloud, and 
cloud-local topologies is offered. POX, NOX, and flood light were the SDN controllers.

we employed in our assessment part for all three topologies. Three performance indica-
tors were used to evaluate the system: mean throughput, round trip time, and packet loss. 
For the cloud-local topology, we obtained the lowest packet loss of 1.4%. Future studies 
will involve evaluating the performance of multiple cloud frameworks for smart homes that 
are integrated with AI. Future development will involve the use of an AI-enabled tiered 
cloud infrastructure for smart homes. In some application domains, such as smart health-
care monitoring for patients, the performance of a tiered cloud infrastructure integrated 
with AI algorithms may be assessed. Cyber security is another significant need that may be 
solved in the future.
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