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INTRODUCTION 

 

In recent years, IT experts have witnessed the growth of investments 

throughout the world of technology in various aspects. The era of innovation 

and investment in Information/Communication Technology has become 

increasingly sophisticated, especially in the business and the economic 

sectors. Nowadays, Information Technically is considered one of the areas 

that are most concentrated on, and one of the new technological trends in the 

market is Cloud Computing. The use of such a method of cloud services 

solidifies a positive role in facilitating business processes and simplifying 

information storage methods, as well as saving time/effort while enabling 

companies to reduce expenses allocated to cover the needs of the IT 

Department. However, this choice would roughly elevate the level of threats, 

and thus, lead focus on increasing the security level of controls that is highly 

essential in order to mitigate all risks. Nevertheless, both of the IT Audit and 

IT Risk topics have become crucially necessary in order to obtain a reasonable 

assurance level of risk mitigation by setting up high-level controls aligned 

with the related policies and procedures in any organization.  

Abu Bakar and bin HJ Tasmin in their work [1] indicates, “The 

competition, globalization, and innovation related to technology, services, 

and product types which are offered to the customers in the banking industry 

affect their satisfaction and loyalty, besides it enhances institution’s 

profitability”  . The papers [2,3] concentrated on the utilization of Information 

Technology and its functionality, clarifying that an effective utilization of IT 

could always lead the institutions to strengthen the inner system of work 

process and support the required controls in order to build and maintain new 

governance processes. Weidenmier M. L. and Ramamoorti, s. [4] stated that, 
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“The organizational risk could be increased with information technology; 

therefore, the organizations have to implement the control with a view to 

integrated controls and process linkages on IT”. 

 The large number of factors lately indicates the increasing expansion in 

Information Technology and in turn, desperately needs risk controls focusing 

on the growing demand of reducing risks and controlling IT costs. Recently, 

the control on the IT surroundings should be effective, designed particularly 

for the IT usage by stakeholders. In order to face the challenges in business 

and achieve the goals and objectives in information technology, the high-level 

executives must ensure the most efficient means of using IT (See in [5]). In 

either case, we are witnessing a dramatic era of rapid developments in some 

domains within the IT sector intended to facilitate work processes and 

procedures. For instance, “Cloud computing is known as a type of computing 

that relies on sharing computing resources rather than having local servers or 

personal devices to handle applications. Cloud computing is comparable to 

grid computing, a type of computing where unused processing cycles of all 

computers in a network are harnessed to solve problems too complex for any 

stand-alone machine” (See in [6]). It has now become commonplace for many 

institutions to use the implementation of Cloud Computing services.  

Progressively, organizations become exposed to various operational risks 

related to the use of IT such as virus attacks, unauthorized access to data, 

breakdown of infrastructure, system and infrastructure contingency, and 

performance problems. Therefore, institutions should adopt the processes of 

identifying, analyzing, and evaluating potential IT related operational risks in 

order to prevent themselves from such massive risks (See in [7]). 
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In recognition of the fact that several financial worldwide establishments 

announced operational misfortunes, there has been a developing enthusiasm 

for Operational Risk Management. For instance, UBS (Swiss Multinational 

Investment Bank and Financial Services Company) confronted an operational 

misfortune/loss due to one of its dealer’s deceitful conduct (Fraud), and also, 

Operational Losses were reported in 119 banks in the SIGOR (the Standards 

Implementation Group) totaling approximately €59.6 billion in 2008. In 

either case, the events of operational loss are complicated and vary in 

classifications between the internal and external categories to business 

intrusions caused by system breakdowns (See in [8]).   

It is worth mentioning that the terms “SOX and EUROSOX” are 

considered essential regulations that protect the financial sectors worldwide 

from becoming vulnerable to any losses caused by the Operational Risk in the 

organizations. The European Parliament issued the EUROSOX, which was 

adopted by all EU members, whereas the US Government regulated SOX in 

the early of 2000’s for their local market (See in [9]). 

Furthermore, risks of every type related to roles of business require 

techniques to manage and control its utilization and to mitigate its negative 

effects in order to increase partner satisfaction. As a result, the concept of IT 

Governance was born in order to incorporate reception of control structures 

and best practices to encourage, monitor, and enhance critical IT activities to 

expand business esteem and reduce business risk according to business 

strategy.  

In 1996, ISACA issued the primary adaptation of "The Control Objectives 

for Information and related Technology" (COBIT) which concentrated on  
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Audit, Control, and Management Concepts in the Enterprise. ISACA 

attempted to create COBIT until reaching COBIT 4.1 and then releasing the 

last form in COBIT 5 during early 2012, which concentrated mainly on 

merging the IT Management and the IT Governance concepts (See in [10]). 

 

Figure 1: Evolution of COBIT framework 

Source: prepared by the author  

 

COBIT 5 is a complete, globally accepted framework for governing and 

managing Enterprise Information and Technology (IT) that supports 

enterprise executives and management in their definition and achievement of 

business goals and related IT goals. COBIT 5 describes five principles and 

seven enablers that support enterprises in the development, implementation, 

and continuous monitoring and improvement of good IT-related Governance 

and Management practices (See in [11]). 
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1 TOPICS AND OBJECTIVES 

1.1 The aims of the dissertation 

- The dissertation is focusing on four main subjects (IT Governance, 

Cloud computing, IT Operational risk and COBIT 5), targeting bunch 

of goals, the main aims of this dissertation are as follows: 

- To clarify the major concept related to the IT governance.  

- To prove that adopting IT Governance methodology might enhance the 

value of IT division in any institution.  

- To Measure the level of knowledge and awareness in the “MENA” 

region related to the IT governance concept according to the 

international standards. 

- To quantify the amount of studies in the MENA region related to the IT 

governance methodology. 

- To Illuminate the overall perception of cloud computing. 

- To measure UK’s, Germany’s, & Hungary’s rank in the cloud-

computing domain according to the international BSA scorecard. 

- To measure the awareness level of the Jordanian banks regarding the 

actual size of risks related to the IT division in all aspects. 

- To prove that most of the professionals in the Jordanian banks are 

underestimating the value of capital reservation. 

- To measure the maturity level of the Jordanian banks, regarding 

deploying COBIT 5 framework according to CBJ regulations. 

- To measure the influence of COBIT 5 framework on the entire policies 

and procedures related to most of the departments in any institution. 
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- To estimate the level of correlation between the variables of COBIT 5 

maturity level (as per each related department individually) and the 

annual financial variables of the banks.   

- To estimate the level of correlation between the variables of COBIT 5 

maturity level as per the whole organization and the annual financial 

variables of the banks.   

 

1.2 The main research topics and questions 

 

This dissertation designed in order to illuminate the absolute theory related 

to the IT governance concept, encompassing all of its aspects, according to 

the latest international standards, policies, and procedures adopted recently 

by most of the financial sectors in the local Jordanian and international 

markets. Additionally, it sheds light on the importance of cloud computing 

methodology, covering its general growth and expansion directed to simplify 

the execution practices and management methods related to Information 

Technology environment. Moreover, this dissertation is clarifying one of the 

essential concepts of (IT Operational Risk), that is considered as a crucial role 

in any risk division at any organization by concentrating only on three main 

event types based on Basel II international business standard clarifying its 

impact on the daily operational practices and role of work in any institution.  

After all, the most recent important framework related to IT governance 

(COBIT 5) was included, where i exposed the general effect of this 

framework on the entire financial sector in the region. Such a huge framework 

is used to maximize the work controls and maintain simplicity of the daily 

work processes for all of the related Departments especially the IT division 

in any institution according to the international standards and regulations 
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stated by the authorities such as CBJ (Central Bank of Jordan), specifically in 

our case.  

Several main questions derived from the main content of the whole 

research in order to shed light on the key major objectives obtained: 

1. Does the MENA Region have sufficient contributions of publications 

in the fields of IT Governance, COBIT, IT Audit, and IT risk? 

2. Does the amount of contributions reflect the current value of 

knowledge and awareness adopted recently in the MENA Region 

regarding the IT Governance concept?  

3. How strong is the correlation between the main concept of IT 

Governance and the other suggested related topics (Cloud Computing, 

IT Operational Risk, and COBIT 5)? 

4. What is the main concept of Cloud Computing and how would it 

generally affect the financial sector in any region? 

5. What crucial points should the institutions take into consideration in 

case they are willing to apply Cloud-Computing Methodology and 

what security procedures should they adopt? 

6. Are Germany, the UK, and Hungary considered as leading countries 

in the domain of Cloud Computing, and what legislative authorities 

are responsible for such legalizations and regulations in those 

countries? 

7. Is the Jordanian banking sector fully aware of the volume of risks 

related to the IT sector, which surrounds its internal working policies 

and procedures? 
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8. Do the specialists in the Jordanian banks accurately estimate 

the allocation of capital (reserve) needed to afford the loss generated 

by event types related to IT Operational Risk? 

9. What is the status of the Jordanian banking sector concerning COBIT 

5? 

10. How efficient and sufficient is the COBIT 5 framework concerning 

the improvement of the performance of the Jordanian Banks? 

11. Does the implementation of COBIT 5 framework affect the related 

departments in the entire institution equally? 

12. How valuable are the results of COBIT 5 Framework compared to the 

amount of money invested on implementing such a framework in any 

institution? 

13. Does the maturity level of deploying COBIT 5 framework directly 

affect the profitability variables (ROA, ROE) of the banks in the 

Jordanian financial sector? 

1.3 Research Methodology 

As mentioned previously, this dissertation is focusing on for main topics 

(IT Governance, cloud computing, it operational risk and COBIT 5). I used 

several methodologies in order to conclude the needed understandings and 

targeted goals, as follows: 

1.3.1 IT Governance Methodology 

I have conducted a desk-based research targeting all the papers published 

between the years 2006 and 2016 that relates to IT governance topic or any 

other similar topic in most of the public, private, and governmental sectors in 

the ‘MENA’ region. In addition, I have used methods of content analysis to 
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get accurate results measuring the underlying development in the region 

focusing on IT governance / audit and COBIT frameworks and technologies 

used to mitigate IT operational risks, general and all other different types of 

risks related to it. 

1.3.2 Cloud Computing 

Moreover, I have prepared a comparison study targeting three European 

countries (Germany, Hungary, and U.K.), elucidating the main concepts of 

cloud computing theory, according to the most well-known regulations issued 

by several specialized European authorities. I clarified some major key points 

that must be taken into consideration in case of applying the cloud services in 

any sector. Also based on the ‘BSA’ global cloud-computing scorecard 2016 

(of which Germany and U.K were a part of), I have prepared an assessment 

comparing between them, excluding the Hungarian data procured by 

surveying the specialists in the ‘MNB’ authority, in order to get relevant 

responses on the global ‘BSA’ survey. 

1.3.3 IT Operational Risk 

Furthermore, I have conducted a survey targeting all of the banks in the 

Jordanian sector in order to get some variables such as the “individual losses” 

and “maximum losses”, in order to calculate the needed variables from the 

collected data such as (Mu and Sigma). After all I have used Monte Carlo 

simulation in R code in order to measure the capital reservation of losses 

related to three specific event types correlated to IT (according to Basel II 

business standard). 
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1.3.4 COBIT 5 

Finally, I have prepared a questionnaire targeting all of the Jordanian banks 

in the financial sector. The questionnaire contained One hundred and twenty-

seven questions raised in the survey in order to measure the maturity level of 

the banks regarding adopting COBIT 5 Framework. I used SPSS analyses to 

get the accurate needed results. 

1.4 Structure of the dissertation 

The study is composed of five chapters as follows: 

Chapter1: Describes the subject, aim and the objectives of dissertation, the 

field of research methodology, and the structure of the dissertation. 

 

Chapter2: Includes a literature review related to the aim and objectives of 

the dissertation as follows:  

- IT Governance topic trailed by the following: Internal Controls, 

Auditing/IT Audit, ITAF (Information Technology Assurance 

Framework), CCAIS (Computerized Accounting Information system), 

ITG (Information Technology Governance), and ISG (Information 

Security Governance).  

- Cloud Computing theory and models 

- IT Operational Risk   

- COBIT (Control Objectives for Information and Related Technology) 

Chapter3: Clarifies mainly the conceptual framework, methodologies, 

research variables, research populations, sampling, development and usage of 

questionnaires, and the techniques used for data analysis process is supported 

by the related validity and reliability analysis. 
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Chapter4: Discusses the findings, draws the conclusions of the results, and 

then suggests recommendations regarding useful solutions in the jordanian 

banking sector. 

 

Chapter 5: The last chapter states the main conclusions and novelties of the 

research. 

At the end of the study, appendixes, a list of figures, tables, list of 

publications, and references can be found. 
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2 LITERATURE REVIEW 

2.1 IT Governance 

This section is divided into six main sub-sections clarifying the most recent 

standards related to IT Governance. 

2.1.1 Internal controls definition 

The Committee of Sponsoring Organizations of the Tread Way 

Commission (COSO) has defined the internal control as a process affected by 

an organization's board of directors, management, and other faculties in order 

to provide assurance based on the achievement of objectives in the following 

categories: (See in [12]). 

- Effectiveness and efficiency of operations  

- Reliability of financial reporting  

- Compliance with the applicable laws and regulations  

Laudon and Laudon stated that managers rely on Information Systems in 

respect to the important role of the modern organization (See in [13]). Thus, 

the entire cash should be linked to Information System. The Banking 

Regulation and Supervision Board clarified that the internal control activities 

should be outlined and executed to tackle risks as an essential part of day-to-

day operations in order to empower the monitoring of risks identified within 

a framework of risk assessment, as it should be involving:  

a) Policies and procedures related to the decision-making process 

b) Scope and implementation of risk management 

c) The process of setting and implementing limits and standards concerning 

risks 

d) Controls over the data processing infrastructure 
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e) Financial and managerial reporting 

f) Personnel policy 

g) Identification of responsibilities 

h) Auditing prevention of fraud transactions (See in [14]). 

Additionally, Haddad assured that internal control systems should be 

applicable and easily understood. Incentives and motivations should be given 

to employees who act in compliance with the internal controls defined and 

agreed upon in the organization (See in [15]). 

  Spira stated that the scope of internal audit procedures depends on the 

suitability, effectiveness, and efficiency of the work procedures (See in [16]). 

2.1.2 Auditing / IT Audit 

An audit role is defined as a systematic, documented, and independent 

process for obtaining audit evidence (records, statements of fact, or other 

information which is relevant and verifiable) and evaluating it objectively to 

determine the extent to which the audit criteria (set of policies, procedures, or 

requirements) is fulfilled. Several methodologies in audit may be employed 

to attain the audit purpose (See in [17]). 

Allegrini and D’onza pointed out that operational audit, compliance, and 

other activities such as IT Audit, Fraud Investigation, Risk Assessment, and 

special projects form the total percentage of audit resources needed in the 

process of financial audit (See in [18]). 

To examine the controls, effectiveness, operations, and security of critical 

systems in any organization, IT Audit is used internally so it would also 

identify opportunities for improvement in areas of weakness. Two primary 
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reasons for such attention to IT audit concepts are the increased IT 

dependence and spending for business operations, and the new professional 

requirements of these operations and legislation related to the audit. On the 

other hand, the demand to support key business activities by IT services has 

driven the level of IT spending globally to exceed approximately $3.54 

trillion and Banking and securities, insurance, and healthcare will be the 

fastest-growing segments in 2016 (See in [19]). 

Multiple parties with various objectives could be served by IT audits 

within an organization; therefore, different definitions of IT audit quality have 

occurred. These definitions may include ideas such as completeness related 

to different standards, efficiency, cost, and impact. An important purpose of 

IT audits is to provide management with assurance that an automated process 

or system is meeting its objectives (See in [20]). 

2.1.3 Information Technology Assurance Framework (ITAF) 

The Information Technology Assurance Framework (ITAF) is a 

comprehensive and good-practice-setting reference model that provides 

guidance, tools, and techniques on the planning, design, conduct, and 

reporting of IS audit and assurance assignments. ITAF focuses on ISACA 

material and provides a single source of which Information Security audit and 

assurance professionals can seek guidance from research policies and 

procedures in order to obtain audit and assurance programs and to develop 

effective reports. ITAF 2nd edition was released in November 2013 and the 

3rd edition in September 2014. The Information technology assurance 

framework (ITAF) pointed out that there are three main categories in ITAF 

IS audit and assurance standards:  
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• (1000’s series) General standards of the operation process of IS assurance 

profession which are aligned the guiding principles. 

• (1200’s series) Performance standards which clarify several assignments, 

such as supervision and planning, materiality and risk, supervision and 

assignment management, scoping, audit and assurance evidence, and the 

exercising of professional judgment. 

• (1400’s series) Reporting standards, which address the regular type of 

means in communication and the information communicated. 

- The general standards include Audit Charter, Organizational 

independence, Professional independence, Reasonable expectation, 

Due Professional care, Proficiency, assertions, and criteria. 

- The Performance standards include engagement, planning of risk 

assessment, performance, and supervision, evidence, using the work of 

other experts, irregularity, and illegal acts. 

- The reporting standards include reporting and follow-up activities.  

On the other hand, ITAF Information Security audit and assurance 

guidelines differed by its content from ITAF standards, but it consists of the 

same categories in the two sections of general guidelines and reporting 

guidelines without the addition of “Sampling” in the performance section. 

However, the two main sections of ITAF IS audit and assurance give a 

detailed illustration in demonstrating the guidelines and standards that should 

be pursued during IT audit process to get the maximum support in order to 

achieve a reasonable assurance of risk mitigations for all IT functions, 

processes, procedures, and applications (See in [21]). 
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2.1.4 Computerized Accounting Information Systems (CAIS) 

The Data processed manually in the accounting information systems is a 

weak procedure and it is always subject to errors. Fortunately, the 

technology’s improvements have accelerated the methods of collecting, 

processing, and retrieving data. In addition, computers decrease the likelihood 

amount of errors that could occur when processing data (See in [22]). 

Thus, automated tools begin to occupy the highest positions in the market 

such as Computerized Accounting Information Systems (CAIS), which were 

integrated into the Information Technology systems field, and were mainly 

founded in order to help in improving the firm’s control and related 

management issues in the Economic/Financial area. On the other hand, from 

a strategic point of view, the progress in technology has given us the ability 

to generate accounting information (See in [23]). 

2.1.5 Information Technology Governance (ITG) 

Weill and Ross explained, “Effective IT Governance is the single most 

important predictor of the value an organization generates from IT”. 

Therefore, IT Governance is defined as the practice that helps in all IT 

investment decisions by establishing the accountability framework and 

allocating decision rights. 

To deduce how governance decisions are made, it should be clarified that 

the most visible mechanisms of IT Governance are the organizational 

committees and roles that locate the responsibilities of decision-making 

according to intended archetypes. Assuring that without a better 

understanding of what processes are being implemented, how decisions are 

made, and what the desired outcomes are, IT Governance will never be 

effective enough to cover its role (See in [24]). 
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IT Governance is the responsibility of the directors’ board and executive 

management. They are concerned regarding the IT’s delivery of value added 

to the business and the mitigation of IT risks driven by strategic alignment of 

IT with the business, but by embedding accountability into the enterprise, 

both need to be supported by adequate resources and measured to ensure that 

the intended results are obtained (See in [25]). 

In addition, IT Governance was described as a promising solution to the 

weak IT performance by some studies in the field. This is a well-known 

performance-strengthening tool that creates a control environment over 

business challenges and complexity of technology. Other research clarifies 

that the adoption of IT Governance helps to improve organizational 

accountability as well as increasing the Return on Investments (ROI) for any 

institution (See in [26]). 

2.1.6 Information Security Governance (ISG) 

ISG is an essential element of enterprise governance and consists of the 

organizational structures, leadership, and processes which are involved in the 

protection of informational assets. Therefore, institutions can address the 

issues of information security from a corporate governance perspective 

through what is called ISG, thereby optimizing certain outcomes. In terms of 

strategic alignment, in order to support organizational objectives, Information 

Security governance should enable institutions to align business strategy with 

security in order to support organizational objectives. ISG also supports the 

optimization of security investments in the support of business objectives and 

enables the firm to use security knowledge and infrastructure in the most 

efficient and effective manner possible. Finally, ISG better enables the 
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monitoring and reporting of security processes to ensure the achievement of 

objectives (See in [27]). 

2.2 Cloud Computing 

Several different standpoints regarding the concept of Cloud computing 

clarified by special authorities located in the three previous mentioned regions 

are as follows: 

Financial Conduct Authority (FCA) (United Kingdom)  

“Clouding could be defined as encompassing a range of IT services provided 

in various formats over the internet including private, public, or hybrid cloud 

as well as several domains such as Infrastructure as a Service (IaaS), Platform 

as a Service (PaaS), and Software as a Service (SaaS); Cloud services are 

constantly evolving” (See in [28]). 

Hungarian National Bank (MNB) (Hungary) 

“The computing cloud is a solution that enables network access to shared 

configurable computing resources on demand such as networks, servers, 

storage devices, applications, and services. It can be allocated quickly and 

achieve its goals with minimal management efforts or interaction from the 

service provider, who can serve several customers and allocates the various 

physical and virtual resources dynamically in line with user needs. Either 

way, this service could be used on demand, even on a self-serve basis. It could 

be accessed through the internet or a private network and it has the feature of 

fast reaction to changing capacity needs” (See in [29]). 
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Federal Office for Information Security (Germany)  

“Cloud is understood as offering, using, and billing IT services dynamically 

adapted to the requirements via a network. These services are only offered 

and used by means of defined technical interfaces and logs. The range of the 

services offered within the cloud-computing framework covers the entire 

spectrum of information technology. Among other things, it includes 

infrastructure (e.g. computing power, storage space), platforms, and software; 

still, service could be obtained from public, private or hybrid cloud” (See in 

[30]). 

In general, infrastructures, platforms, or services, which run on a 

distributed network using virtual resources and accessed by several internet 

protocols and network standards, are identified as Cloud-Computing (See in 

[31]). 

Two main concepts of the Cloud that manage similar services, 

applications, and technology on the internet with the functionality of a self-

service utility are clarified as follows:  

- Virtualization: Systems are virtualized by pooling and sharing 

resources in cloud computing. Centralized infrastructure can provide 

systems and storage. The assessment of costs is on a metered basis, 

scaling resources by agility, and enabling a multi-tenancy concept. 

- Abstraction: Applications run on physical systems that are not 

specified. Administration of systems is outsourced to others and access 

by users is ubiquitous. Cloud computing specifies the details of system 

implementation from users and developers, and the data stored in 

locations that are unidentified (See in [32]). 
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The main service models in cloud computing based on the definition of the 

National Institute of Standards and Technology (NIST) are as follows:  

- Infrastructure as a Service (IaaS): the service provider offers virtual 

hardware and the user installs and operates all software on it.  

- Platform as a Service (PaaS): the service provider offers virtual 

hardware and platform software (usually an operating system, database 

software, and web server), while the users install and operates their own 

business applications.  

- Software as a Service (SaaS): the service provider offers a business 

solution operating on the virtual hardware and platform software. This 

is configured and partly operated by the user (e.g. user access 

management) (See in [33-35]). 

The following figure shows the service models of cloud computing:  

Figure 2:  Cloud Computing Service Models (Cloud Computing) (See in [35]). 

Source: prepared by the author. 

To explain Figure 2 simply, an analogy can be drawn to driving your own 

vehicle (Enterprise IT “legacy IT”), versus a rented vehicle (IaaS), versus 

riding a taxicab (PaaS), versus riding a bus (SaaS). The responsibility of 
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driving your own vehicle is all-inclusive, meaning the driver retains the duties 

of fueling, maintenance, driving, and decisions of desired destinations, etc. 

While driving a rented vehicle, the responsibility of repairing of said vehicle 

will not fall on the renter, but on the rental agency; the only duty of the renter 

is to keep an ample amount of fuel in the tank in order to reach any destination 

in mind. The same idea applies in “IaaS” model, the only requirement would 

be some configuration of system settings, maintenance of software, etc., and 

it would be able to be managed easily. 

However, in the “PaaS” model, the analogy would slightly change, as if 

using a taxicab service. The choice of exact destination and direction remains 

applicable, however the decisions of the route, fuel management, and all other 

mechanical details are left to the driver of the taxicab. The same idea applies 

in the “PaaS” model since the customer will only be responsible of the 

application level in the cloud infrastructure and the rest will be managed by 

the service provider. 

Regarding the “SaaS” model, the customer is not responsible for anything 

except for choosing directions and the rest will be completely managed by the 

service provider. As when choosing a bus for commuting to a destination in 

mind, the choice of which bus route and area of destination is the only 

decision needed by the commuter, while all the rest is left to the bus driver 

and predestined route he proceeds to take.  

Whichever option willing to be used, special requirements for the 

outsourced options always apply to different kinds of institutions and 

determined separately by the function’s type (See in [36-37]). 
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Specific terms, with respect to outsourcing, are defined in regulations as 

follows: 

- Critical or important – an operational function is being defined as 

critical or important if it has failures or defects in its performance 

resulting in weakening its compliance with obligations, regulations and 

terms either under its own authorization or any other regulatory 

systems, whether it affects the firm’s financial performance, or the 

continuity of the firm’s relevant services and activities (Senior 

Management Arrangements, Systems and Controls (SYSC 8.1.4R))  

- Material outsourcing – defined as outsourcing of important services in 

which any fault or deficiency of such service can cause doubts of the 

firm’s continuing satisfaction of the threshold conditions or compliance 

with the Principles for Businesses (PRIN)  

- Important operational functions – under the Electronic Money 

Regulations and the Payment Services Regulations, an operational 

function is important if a defect or failure in its performance would 

materially impair: 

- The authorized institution’s compliance with the regulations and any 

requirement of its authorization 

- The authorized institution’s financial performance 

- The authorized institution’s soundness or continuity (See in [38]). 

 

Using Cloud computing may provide more flexibility to the services that 

any firm might receive, allowing for more innovation, and bringing more 

benefits to the firms, their customers, and the market. However, it can create 

new risks affecting the firm’s data security or control level as well as a slighter 

control for customers using the cloud over their providers; those new 
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identified risks need to be well recognized, observed and alleviated (See in 

[39]). 

In other words, it is the institution’s responsibility to identify the risks in 

all phases of the cloud service lifecycle and to implement proportionate 

protection measures. Others see that the cloud provider is responsible for the 

design, description, implementation and effective operations of 

organizational and operational measures (controls) with which the 

requirements are implemented at the cloud provider (See in [40]). 

On the other hand, Georg assured that “Cloud Computing services 

exceeded the territorial borders. Providers nowadays are offering their 

services worldwide where they can target a larger market through global 

intermediaries and external subcontractors.” Therefore, Georg concentrated 

on the contracting practices and conditions regarding cloud computing based 

on the EU private international law rules. He clarified that such international 

laws are protecting consumers taking into consideration the jurisdictional 

point of view and other applicable clauses of law, assuring that access to the 

EU courts for consumers would ensure the mandatory provisions enforcement 

of EU international or other national law (See in [41]). Cloud computing new 

standards and regulations have been raised at an extremely crucial period 

when companies needed solutions to reduce the load of administration and 

cost of operations. Such standards were published by IEC and ISO in 2014 

(ISO/IEC 27018) entitled “Information technology (Security techniques) 

Code of practice for protection of personally identifiable information (PII) in 

public clouds acting as PII processors”. These standards were published in 

order to help Cloud service providers to meet the terms of their contracts’ 

legal aspects when they process their own personal data, by acting as data 
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processor, creating cloud control mechanisms and other controls for clients 

(See in [42]). 

 In addition, the communication ‘Unleashing the potential of Cloud 

Computing in Europe’ was released in 2012 by the European commission to 

accelerate cloud growth throughout Europe. BZ examines eight countries in 

Europe and compares how they use cloud computing in E-Government. The 

results of the study showed a clarification that deployment of a cloud-

computing model is also known as G-Cloud (Governmental Cloud), a 

community or private cloud particularly designed for the use of national 

government. However, no favored cloud service model has emerged; hence, 

all the standard models of cloud service like “Platform”, “Software”, and 

“Infrastructure” as a Service became adopted by most countries. Also, cloud 

computing had been anchored in half of the tested European countries in one 

of their national strategies of ICT (See in [43]). 

2.3 IT Operational Risk 

A few researchers have brought up that the scholastic writing on 

operational risks in the financial sector is commonly conflicting and 

sometimes seems as if it is open to interpretation. A few authors of the late 

90's measured Operational Risk as the remainder that is not taken into 

consideration by credit or market Risk. In any case, this methodology was 

needlessly widespread and not precise enough (See in [44]). 

During the recession of 2008, Operational Risk resulted in economic 

shocks, while presently, the most newsworthy Operational Risk involved 

large data breaches triggered by external attacks. In both examples, it appears 

that a series of process failures occurred compounding the risk such that what 
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appears to be an external event was actually a product of many poor or failed 

internal processes, meaning one risk can lead to another. That phenomena, 

although troublesome to the business, is a form of contagion, and requires an 

approach to ensure containment. Most susceptible to contagion are operations 

that affect customers. New regulation, the importance of consumer support, 

and the increased responsibility of governments in the financial sector have 

led to limitless lawsuits, large fines, and a new climate for reputational danger 

to financial firms. These new risks do not come from market/credit exposure 

directly, but rather occur from the way that firms adopt business and tighten 

customers’ options (See in [45]). 

Operational Risk does not involve a direct capital deployment with the 

opportunity of an investment gain. Losses from Operational Risk are not due 

to bad loans or holding volatile assets. The risk occurs because something 

undesirable resulted in an expense, fine, judgment, or other loss to the firm. 

Furthermore, there is no market/counterparty in Operational Risk, the loss 

cannot be renegotiated, and the payment cannot be prolonged. In fact, 

Operational Risks are often detected long after issues emerge and such issues 

are frequently intertwined and correlated, meaning that one form of 

Operational Risk increases the exposure of more risk (See in [46]). 

Operational Risk is, at its core, a mistake/error, and a hazard. It is 

unfortunate that it has been embedded in how the enterprise functions and are 

often driven by people and IT systems that produce errors. Operational Risk 

is not strictly the product of an internal decision process, rather it is 

manifested through the complex web of employees, products, clients, 

systems, legal judgments, regulation, and fines (See in [47]). 
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Operational Risk is never really anticipated but firms must be prepared for 

it as part of an Enterprise Risk Management Strategy. Perhaps the most 

challenging feature of Operational Risk is that it is not necessarily easy to 

identify once it has happened. Decisions that involve the implicit acceptance 

of Operational Risk may not clearly expose the Operational Risk involved. 

Lastly, the most important reason when focusing on Operational Risk is that 

it remains costly to the enterprise, by directly affecting profitability and 

needed capital (See in [48]). 

The term 'Operational Risk' is characterized as "the risk or hazard results 

from insufficient or unsuccessful inner process/procedures, individuals, and 

systems or from outside events. This definition covers legal risk but does not 

include reputational and strategic risk”. At this point, it is imperative to notice 

that Operational Risks have three measurements: the reason/cause, the 

event/occurrence/incident, and the impact/ consequence/result. The Basel 

Committee of Banking Supervision categorizes Operational Risk depending 

on the incident impact and scope. However, the IT Operational Risk 

definition from Basel II does not mention strategic risks, which is considered 

inaccurate presently (See in [49]). 

So far, little consideration has been given to the Data Innovation section 

in Operational Risks, which is mentioned in every event type in Basel II 

within the sections related to the IT Operational Risk. "Information related to 

IT Operational Risk is any risk affecting the privacy of information resources, 

which can result in the exposure, mistaken use/abuse, or damage of these 

assets. Also, the roles related to the Information technology Operational Risk 

are to mitigate any risk caused by accessibility/availability or to the reliability 

of practical IT assets" (See in [50]). 
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However, it is valid to accept risks in case such risks are included within 

the Risk Appetite Framework, keeping into consideration that Risk 

Management is all about finding a way to solve problems, which indeed 

reduces the impact and probability of risk occurrence to an acceptable level 

of the business aspect. Moreover, most of the listed risks accepted within the 

Risk Appetite Framework for any organization might be considered as the 

cost of doing business. Usually, small and medium enterprises prefer to utilize 

the “Threat-Based Approach” to secure their internal environment as much as 

possible since they cannot afford huge losses caused by risks. That is why 

Acceptable Risk Appetite Framework in SME’s is always smaller than the 

ones in the large institution. Such a methodology has two principal issues, as 

follows:  

- Nearsighted: Centering on only a subset of the total amount of risks 

related to the portfolio - for those with innovation fixes 

- Slowly and Receptive: Resulting in an expansion of device, tools, and 

services; each one is involved in a specific problem; with no essential 

cantered supervision, any IT team looking over the duties and working 

irresponsibly (See in [51]). 

IT faces major clashes in Operational Risk, specified in the usual IT 

concerns ranging from different tool or hardware breakdowns through 

network worms and viruses to issues that are more familiar, for example, 

rejection of service attacks, as well as interruption efforts trying to gain access 

to the wireless network from outside the premises.  

A large number of solutions for such issues would rely on technology, for 

instance implementing a standard assuring that moveable devices run solid 

firewalls and systems specialized with an antivirus tool become effectively 
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used. Such basic policies should remain ready to be utilized. Another standard 

could assure the existence of an obligation to forbid employees from 

installing their own uncontrolled and usually unprotected Wi-Fi nodes inside 

the work environment (See in [52]). 

Some kinds of threats are harder to be controlled on the basis that 

technology cannot give any possible solutions. Solid policies and decent 

management are a key factor in decreasing the number and impact of these 

risks. Managerial staff should be well prepared to gain numerous 

management skills, on account of the assumption that any respectable 

employee is able to become a decent supervisor to become a manager is a 

typical mistake (See in [53]). 

On the other hand, IT activities incorporate the establishment's capacity to 

process and store data in an opportune, solid, and secure way. IT tasks 

(commonly housed in a PC server farms with client associations through 

terminals) have turned out to be unique and may incorporate dispersed 

conditions, coordinated applications, media communications foundation, 

internet network, and a variety of PC working stages. More so, as the 

multifaceted nature of innovation develops, numerous establishments have 

expanded their dependence on merchants, collaborators, and other outsiders 

for an assortment of arrangements and services (See in [54]). 

More to that point, regardless of whether Information systems are 

distributed, centralized internally, or externally outsourced, they are 

considered interdependent and interconnected. Management’s ability of 

understanding and comprehending all of the risks is required in order to 

appropriately execute and deploy the strategic plan of the board, additional to 

the internal policies of the IT in any section. Any activity in the IT department 
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can generate many risks for all of the IT operational elements, therefore, the 

board must guarantee that higher-level management organize IT controls 

throughout the organization's working environment, involving any third-party 

arrangement and any external function usually outsourced. However, IT 

operational management should execute a hierarchical structure built by the 

HR, where proper, various working destinations exist for supporting the 

organization's business activities and exercises. The activities belonging to 

IT, whether centralized or decentralized, should always support functional 

operations, services, and products. Facilitating singular business units by MIS 

needs is one of the management roles. On the other hand, the responsibility 

of any Operational Risk Management concludes in data capturing, transaction 

processing, end user information process requirement, and data classification 

(See in [55]). 

Similarly, powerful IT Management requires information and 

comprehension of the organization's IT condition. The documentation should 

be proper enough to indicate the way the system supports the related business 

processes and procedures. By utilizing technology assets of inventory, the 

higher-level management should perceive interdependencies of these tools 

and should be very aware of their relevance to the related business activities 

(See in [56]). 

Additionally, management should be aware of data flow between and 

across all of the related systems. Any kind of documentation based on the data 

flow, in addition to infrastructure, will simplify choosing the optimal 

application of control and facilitate maintenance/support of information 

systems and assist in the risk identification process.  
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The management of any organization should take into consideration the 

security, infrastructure, and international standards in case any products or 

services are provided from an outside third party or external vendor (See in 

[57]). 

The staff in the IT department also should have significant knowledge in 

the programs related to information security. In addition, in any organization, 

the IT team and the Information security team must protect the related 

processed and stored information. The management of the operations related 

to the IT should have secure controls classified as corrective, preventive, and 

detective controls. Access controls, incident response, and logs should be 

included in all respective logical control. However, in case it is needed, in 

order to recover all operations a general detailed Business Continuity Plan 

(BCP) should be existed addressing all the ordinary as well as extraordinary 

interruptions and disasters (See in [58]). 

Pursuant to that, in order to obtain protected and maintained IT related 

systems, facilities, data, and media should implement an Information Security 

Management (ISM) tool, which should include any privacy programs related 

to the institution. This a requirement for the sake of protecting any identifiable 

personal data, remaining aware of the institution complexities. Yet, the main 

goal of the ISM is to enable the organization in order to meet all of the 

business goals easily by clarifying all of its related risks, as well as offering 

solutions. By this, we can assure mitigation of risks through obtaining several 

security objectives like availability, integrity of data or systems, 

confidentially of data or systems, accountability, and assurance in order to 

achieve our security objective to measure, monitor, and identify all control 

security risks (See in [59]). 
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In the banking and financial services industry, the Basel Accords define 

Operational Risk as that risk coming from “inadequate or failed internal 

processes, people and systems, or from external events”. In order to permit a 

more comprehensive coverage of banking risks, as well as more risk-

sensitivity, Basel II framework was initially published in 2004 intending to 

amend international banking that had controlled the amount of allocation 

(reserve) banks were required to hold in order to guard against the financial 

and operational risks they face. Three balancing and mutually reinforcing 

“pillars” are included; the first one consists of the basic minimum allocation 

requirements, the second one introduces the principle of a structured dialogue 

between banking institutions and supervisors and the last one focuses on 

transparency and market discipline.  

Minimum requirements for allocation are set in “Pillar 1”. Its goal is to 

ensure that banks hold enough allocation to provide a minimum level of 

coverage for their credit risk, market risk, and operational risk. 

“Pillar 2" set up a process of prudential supervision in order to strengthen 

and compliment the first pillar. It consists of the banks’ analysis of all of 

predicted risks, including those already covered by Pillar 1. 

“Pillar 3” concentrates on market discipline, focusing on improving the 

transparency of the bank’s financial records by requiring disclosure of 

information needed by outside parties in order to form an accurate and 

comprehensive view of their capital/allocation adequacy (See in [60]). 

In many ways, Operational Risk is driven by the firm’s operations, not the 

firm’s investments, or other deliberate deployments of capital/allocation to 

seek a profit. In many ways, that is true. This process is not separable from 
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the act of doing business, as it is also embedded in other activities undertaken 

by the enterprise. Operational Risk can also lead to additional regulatory and 

reputational harm, meaning that Operational Risk shows the dangerous 

feature of contagion, giving rise to new/additional risks. This is especially 

true when the Operational Risk in question is left unattended by management 

(See in [61]). 

2.4 Control Objectives for information and related technology, 

(COBIT) 

In 2012, COSO’s internal COBIT 5 was released and a few years later, we 

witnessed initial eagerness only from a few associations. After much 

reluctance, moving forward from COBIT 4.1 to COBIT 5 was finally seen as 

the better move (See in [62]). The consideration remains in a general sense 

on IT procedures and impressively less on the more current features, for 

example, the standards, empowering agents, etc. Moreover, despite the way 

that few COBIT 5 and related productions are as of now accessible and can 

easily be distributed, the current reception rate in associations appears to be 

moving gradually, in any event all around the world (See in [63]). 

This recent adaptation of this framework was released presenting essential 

highlights. One of those highlights is the advancement from COBIT 4.1 

Maturity Model to COBIT 5 Process Capability Model. Therefore, after quite 

a long while of relative silence around COBIT, COBIT 5 was released, with 

a conveyance subtitled “A Business Framework for the governance and 

management of enterprise IT” (See in [64]). As of late, COBIT 5 

demonstrates a basic essential extension development from the management 

of IT (v3) by methods of the governance of IT (v4/4.1) to a business 

framework for the large IT Institutions (See in [65]). ISACA claims that 
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COBIT 5 is an extensive framework for the entire affiliation and has, 

furthermore, joined and combined Val IT and Risk IT into COBIT5. De Haes 

and Van Greenberger clarify that “the enterprise IT Governance is a 

fundamental piece of corporate Governance, which contributes to the 

definition and utilization of procedures, social frameworks, and structure. 

Such a process should be done in association to enable both business and IT 

staff to fulfill their responsibilities and help the business/IT course of action 

(See in [66]). COBIT 5, the advanced equivalent of COBIT 4.1, offers a 

mapping apparatus that is easy to be implemented in order to map the strategic 

objectives of the association toward the related IT goals in order to 

accomplish the required model of governance (See in [67]). 

Either way, finding out the major procedures and systems related to the 

administration overhauling, existing utilization of the COBIT 4.1 process will 

require minor changes, for example, joining existing methods and moving 

practices between various structures and forms (See in [68]). 

 
Figure3: Mapping objectives to IT Related Objectives  

Source: prepared by the author  

At any rate, the depiction in COBIT 5 also helps the usage from an 

operational perspective; COBIT 5 has extended the number of processes from 

32 to 37 and has made a capability between 5 governance structures and 32 

management execution forms.  
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The procedures have been changed and modified, while new processes 

have been introduced as well. The operational procedures (APO, BAI and 

DSS) are connected to the governance forms (EDM), additional to the control 

form of (MEA), underlining the arrangement among governance and 

administration here as well. Furthermore, the framework provides suggested 

metrics per process linking enterprise goals with IT related goals in order to 

be able to measure the performance of a process (See in [69]). Recently, 

ISACA did not change its correspondence outline by using the fundamental 

abbreviation of COBIT lately, yet the remarkable component of 'Control 

goals' has also gone, at any rate in given name and usual shape. Instead of 

that, COBIT 5 uses the term management practice (See in [70]). This is just 

to inform the outside world that another era has come, and the earlier period 

has been outdone! Despite the way that in COBIT 5, the methodology of 

clarifying the procedures specifically in details instead of presenting general 

processes, the IT frames material has been kept clear. The mix of the 

management practices with related activities can be used perfectly to derive 

the control goals and other necessary controls to fulfill the IT auditor 

requirements (See in [71]). 

 
 

Figure 4: COBIT 5 Governance and Management Key Areas (COBIT 5) (See in 

[44]). Source: ISACA articles 
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However, the 5 main process domains are divided into one governance 

domain, additional to four management domains as shown in Figure 4; each 

domain consists of several numbers of processes, which allow it to achieve 

the main required objective(s). The governance of enterprise IT (EDM) 

domain contains five processes within each process presenting the “Evaluate, 

Direct, and Monitor” practices. The management of enterprise IT domains are 

in line with the responsibility areas of Plan, Build, Run, and Monitor (See in 

[72]). The 37 processes in the below Process-Domains are divided as the 

following:  

• Align, Plan, and Organize (APO): thirteen processes 

• Build, Acquire, and Implement (BAI): ten processes 

• Deliver, Service, and Support (DSS): six processes 

• Monitor, Evaluate, and Assess (MEA): three processes 

• Evaluate, Direct, and Monitor (EDM): five processes (See in [73]). 

 
 

Figure 5: The five main processes in COBIT 5 Framework (COBIT 5) 

Source: prepared by the author. 

COBIT 5 is based on five main key principles designed for the governance 

and management of enterprise information technology. The following section 
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gives a semi-detailed overview of those five main key principles used in this 

framework: (See in [74]). 

Principle 1: Meeting Stakeholder Needs 

Enterprises exist to generate additional value for their partners 

(Stakeholders); therefore, the main governance objective for any institution 

is the value in creation to realize benefits at the best possible resource cost 

while reducing the risk.  

Principle 2: Covering the Enterprise End-to-End  

COBIT 5 combines the IT enterprise’s governance into the general 

enterprise governance; therefore, it covers the whole organization, rather than 

just focusing on the IT role. Also, by using the basics effectively to integrate 

other international standards, frameworks and practices are capable to cover 

the whole enterprise end to end for all matters related to IT role.  

Principle 3: Applying a Single Integrated Framework 

Most of the best practices and international standards related to the IT are 

only concerned in IT roles and practices. On the contrary, COBIT is highly 

concerned in other related international frameworks and standards that make 

it a comprehensive framework related to the roles of management and 

governance of enterprise IT.  

Principle 4: Enabling a Holistic Approach 

Valuable management and governance which is effective for enterprise IT 

always require a comprehensive general approach to the IT domain. COBIT 

5 uses enablers for that purpose to assure a comprehensive management and 

governance implementation of enterprise IT. Such enablers are considered as 
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a base that enables the institution to achieve its main goals and objectives. 

Seven main categories of enablers are defined into COBIT 5 framework: 

1. Principles, Policies, and Frameworks 

2. Processes 

3. Organizational Structures 

4. Culture, Ethics, and Behavior 

5. Information 

6. Services, Infrastructure, and Applications 

7. People, Skills, and Competencies 

 

Principle 5: Separating Governance from Management 

COBIT 5 framework clarifies specifically the differences between 

management practices and governance practices. These two domains 

essentially serve a different purpose; each one of them consists of different 

several types of behaviors, activities and requires different structuring in the 

organization. 

 

Figure 6: The 5 main Principles in COBIT 5 Framework (See in [105]). 

Source: prepared by the author.  
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Therefore, governance process assures reaching all of the stakeholders’ 

needs through the following:  

- It assures that options and conditions are evaluated in order to achieve 

agreed and balanced institutional goals and objectives. 

- It sets specified directions and instructions through prioritization and 

decision-making methods. 

- It monitors the compliance and performance of the agreed instructions, 

directions, and goals (See in [75]). 

On the other hand, the management processes are concerned in Planning, 

Building, Running, And Monitoring practices, and activities aligned with the 

instruction set by the governance body mentioned previously to achieve the 

general enterprise goals and objectives (PBRM) (See in [76]). 

As discussed previously, the latest version of COBIT 5 has been built 

based on previous versions of the COBIT framework. IT has expanded on 

past variants of COBIT, Val IT, and Risk IT methods. Nevertheless, when 

executing COBIT 5, the association must figure out which partner interests 

have priority, what their desires are, what the IT capacities & capability to 

fulfill these desires are, and who is responsible for doing as such (See in [77]). 

The majority of the above-mentioned versions would require some additional 

knowledge regarding the basic processes and management systems that 

support the IT main functions and procedures in order to deliver the services 

and performance as expected. Keeping into consideration that in most of the 

cases, upgrading the existing COBIT version to a newer one might require 

major adjustments and a long procedure, since that might need both existing 

processes and moving practices between them or even adding new ones (See 

in [78]). 
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2.4.1. COBIT 5 Processes Descriptions 

Simply, implementing COBIT 5 framework would require linking the 37 

processes among the related departments inside any institution. The 

connections between the processes and the departments should be classified 

based on the description and purpose of each process. Processes should be 

linked to the department/departments based on its internal roles of work, 

policies, and procedures inside the institution. 

 Therefore, the below descriptions of the processes are based on the Pam 

book of the COBIT 5 framework, combined with my own experience in that 

field and reaffirmed by other trustworthy experts. 

APO (13 Processes) 

 

APO01: Manage the IT Management Framework 
Process Owner: Information Technology Department  

Process Description: In this process, the mission and vision of the 

enterprise should be maintained effectively and clarified simply. In addition, 

implementing and maintaining the mechanisms and authorities are important 

in order to be capable of managing the information as well as managing the 

IT usage in any enterprise to support the objectives of governance according 

to the internally agreed upon policies and procedures. 

APO02: Manage Strategy 
Process Owner: Information Technology Department  

Process Description: This process should give a comprehensive overview 

of the present status of business and IT environments, required future 

instructions/directions, as well as required initiatives to move to the preferred 

future environment. The demanded reliable and effective responses might 

need powerful influenced institutional architecture, buildings, blocks, and 
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components with outsourced services and correlated capabilities in order to 

achieve the required strategic goals. 

 

APO03: Manage Enterprise Architecture 
Process Owner: Project Management Department  

Process Description: A gathered set of business processes, applications, 

data, information, and layers of technological architecture would guide the 

establishment of an ordinary architecture for an organization. This may lead 

to the realization of both IT and general strategies, through generating some 

practices and key models to describe targeted strategies and specified 

baselines. On the other hand, this process is involved in specifying necessary 

demands for scientific classification, rules, procedures, guidelines, tools, and 

forms as well as providing strong logical relations between these components, 

while helping to increase agility, improve alignment and quality of 

information, with the addition of cutting cost through some useful methods 

such as building component re-usage. 

APO04: Manage Innovation 
Process Owner: Human Resources Department   

Process Description: This process involves preserving a consciousness 

condition regarding the IT and other related service trends, also classifying 

modernized opportunities, as well as planning to get useful outputs from the 

innovation process aligned with the business needs. It also can improve the 

business using the existing tools and systems, services, or by using the 

enabled business innovation related to IT. 

 

APO05: Manage Portfolio 
Process Owner: Project Management Department   

Process Description: Implementation of the strategic direction set for 

necessary investment, in accordance with the institutional architectural 
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vision, is used in addition to the required characteristics related to the value 

of investment and other correlated groups of services, while still considering 

several of investments, resources, and financial constraints. On the other 

hand, this process is involved in prioritizing and balancing all services and 

programs after the evaluation process is done. Additionally, constraints of 

funding and resources should be managed based on the strategic goals and 

Risk Appetite. Finally, performance monitoring is used for the whole 

portfolio of systems, programs, and services proposing necessary adjustments 

in service performance, and the priority of enterprise changing. 

 

APO06: Manage Budget and Costs 
Process Owner: Financial Department   

Process Description: Implementing this process will affect the following:   

- Mange IT related financial activities in the IT and business functions 

- Manage covering cost 

- Manage budget and the benefits of management. - Manage prioritized 

spending 

- Mange reasonable system for allocating enterprise cost. 

-Consult with related parties to recognize classify and control the expenses 

and revenues according to IT strategic plans 

 

APO07: Manage Human Resources 
Process Owner: Human resource Department   

Process Description: A well-prepared approach should be provided in 

order to ensure best structuring, decisions, and human resources skills, 

keeping into consideration the importance of communicating responsibilities 

and roles as well as plans of growth defining the expected performance for 

measurement matters related to the motivated people. 
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APO08: Manage Relationships 
Process Owner: Information Technology Department 

Process Description: A formalized and transparent relationship between 

the IT and the business should be well managed in order to achieve goals 

agreed upon and aligned with the general strategic goals of the whole 

enterprise, according to the budget constraints and the Risk Appetite. 

Ownership and accountability for some key decisions should be taken 

according to the appropriate terms and procedures. 

APO09: Manage Service Agreements 
Process Owner: Information Technology Department 

Process Description: This process is concerned with the service level 

agreement between the IT division and the related departments in the 

enterprise which takes into consideration the related department expectations 

and ensures the design, identification, publishing, and monitoring of all the 

services and performance indicators related to IT functions. 

 

APO10: Manage Suppliers 
Process Owner: Administration Department 

Process Description: This process attends to the relationship between the 

enterprise and the external service provider. All of the outsourced provided 

services related to IT should meet the exact institution requirements, keeping 

into consideration the importance of managing the contracts and the 

relationship, as well as monitoring and reviewing the performance of 

suppliers to ensure their compliance with the points agreed upon in 

accordance with the contracts. 
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APO11: Manage Quality 
Process Owner: Information Technology Department 

Process Description: This process attends to the defined requirements of 

the quality of the process and the knowledge of communication, including all 

of the related procedures and enterprise outcomes, in addition to monitoring 

and controlling processes as well as any other related practices and processes, 

which ensure efficiency efforts and continuous improvements. 

APO12: Manage Risk 
Process Owner: Risk Department 

Process Description: The process to conduct a survey often and mitigate 

IT-related risk within the acceptable level of Risk Appetite set by the 

executive level of management. 

 

APO13: Manage Security 
Process Owner: Information Security Department 

Process Description: A system for managing the information security 

should be specified, activated to operate, and finally, be monitored. 

 

BAI (10 Processes) 

 

BAI01: Manage Programs and Projects 
Process Owner: Project Management Department 

Process Description: This process clarifies that the project management 

department should be responsible for managing all types of projects and 

programs in the institution aligned with the general strategic goals. In 

addition, this process involves initiation, planning, controlling, executing, and 

closing all kinds of projects, especially the ones related to IT. 
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BAI02: Manage Requirements Definition 
Process Owner: Information Technology Department 

Process Description: This process attends to specifying and analyzing the 

requirements of any solution before getting involved in it. This step is taken 

in order to ensure its alignment with the general strategic enterprise 

requirements related to the defined information, application, infrastructure, 

and business processes, keeping into consideration that the financial overview 

is drawn according to the costs, benefits, and required approvals, while 

working around solutions and related risk analysis. 

BAI03: Manage Solutions Identification and Build 
Process Owner: Information Technology Department 

Process Description: This process will build up and keep up distinguished 

solutions in accordance with the general enterprise requirements, keeping into 

consideration the roles of design and development as well as procurement 

process related to suppliers and vendors. On the other hand, managing 

configuration, managing testing, managing maintenance of business 

processes, data, and services are all essential and vital. 

 

BAI04: Manage Availability and Capacity 
Process Owner: Information Technology Department 

Process Description: This process is concerned with balancing the “as is” 

and "to be" requirements related to the capacity, availability, and performance 

considering the cost-cutting. Such a process should include a detailed current 

situation analysis with a specified future forecasting based on the business 

requirements, impact, and pre-defined risks in order to ensure a logical plan 

of action to meet the exact needs. 
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BAI05: Manage Organizational Change Enablement 
Process Owner: Project Management Department 

Process Description: This process is involved with the successful 

implementation of wide organizational quick-change, while mitigating risk 

through the whole life cycle of any change process defining the exact affected 

parties related to IT and business. 

 

BAI06: Manage Changes 
Process Owner: Information Technology Department 

Process Description: This process attends to any kind of change required 

from the business side on the IT systems. Such a process should include 

standards and procedures that control the whole change process including 

prioritization, impact assessment, authorization, reporting, tracking, 

documentation, and closure processes. 

 

BAI07: Manage Change Acceptance and Transitioning 
Process Owner: Information Technology Department 

Process Description: In this process, arrangements and acceptance for new 

solutions should take place, keeping into consideration the importance of 

planning, data conversion, test acceptance, preparing releases, good 

communication, post implementation review, and production support. 

 

BAI08: Manage Knowledge 
Process Owner: Human resource Department 

Process Description: This process concentrates on the importance of 

having a valid, reliable, and an up-to-date significant knowledge gained by 

the employees to ensure supporting the activities of processes and decision-

making skills, while keeping into consideration the value of planning for the 

processes related to identification, maintenance, usage, and retirement of 

knowledge. 
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BAI09: Manage Assets  
Process Owner: Information Technology Department | Related: Administration department. 

Process Description: This process shares the ownership between the IT and 

the Administration department. The Administration department is responsible 

for managing all of the IT assets according to their work procedures while 

assuring the maximum usage needed with the least possible cost. This should 

be kept in consideration due to the importance of the physical protection for 

those assets, which are classified as critical in order to support important 

services considering its availability, capability, and reliability, ensuring that 

the needed software licenses are valid to the optimal required usage, 

according to the business needs as clarified clearly in the agreements. 

 

BAI10: Manage Configuration 
Process Owner: Information Technology Department 

Process Description: This process clarifies the importance of 

characterizing and maintaining the mature relationships between the 

capabilities and key resources required to deliver enabled services related to 

IT, keeping into consideration the processes of baselines establishing 

information collecting, auditing configuration of information, and finally, 

updating the needed configuration for storage. 

 

DSS (06 Processes) 

 

DSS01: Manage Operations 
Process Owner: Information Technology Department 

Process Description: Organizing and implementing all of the policies and 

procedures related to IT, delivering internal and external services. This should 

be simultaneously aligned with the old procedures and the whole process 

should be monitored effectively. 
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DSS02: Manage Service Requests and Incidents 
Process Owner: Information Technology Department 

Process Description: This process includes incident solutions in order to 

concentrate on the efficiency and timely manners of the responding process 

in case any ticket is recorded on the related IT helpdesk system. On the other 

hand, such a tool should also handle the record of requests and the knowledge 

to restore normal service for any kind of additional diagnosis or investigation 

of the process of escalation and resolving of incidents.   

 

DSS03: Manage Problems 
Process Owner: Information Technology Department 

Process Description: problems should be identified and classified, showing 

the root cause of appearances at hand and providing the suitable preventable 

solutions to require incidents, as well as recommending improvement options 

where and when needed. 

 

DSS04: Manage Continuity 
Process Owner: Risk Department | Related: Information Security Department 

Process Description: A plan should be implemented and designed to enable 

IT and business processes to respond efficiently in case of any disruption and 

incidents occurring, so as to ensure the continuity of the critical business and 

IT processes operation and also to maintain the availability of information at 

an acceptable level based on the enterprise needs. 

 

DSS05: Manage Security Services 
Process Owner: Information Technology Department | Related: Information Security Department. 

Process Description: This process involves the critical enterprise data 

protection and maintaining an acceptable level of information security and 

risk mitigation as per the internal policies related to the security while keeping 

in consideration the importance of keeping up an efficient security role and 
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access privileges related to critical information and data additional to the 

required security monitoring remains. 

 

DSS06: Manage Business Process Controls 
Process Owner: Risk Department 

Process Description: Appropriate controls related to business should be 

defined and maintained to ensure that any in-house or external data business 

processes are relevant and comply with the applicable data control 

requirements, also managing controls to ensure the satisfaction of these 

requirements according to the mentioned information processes. 

 

MEA (03 Processes) 

 

MEA01: Monitor, Evaluate and Assess Performance and 

Conformance 
Process Owner: Project Management Department 

Process Description: All goals of the business procedures/policies and IT 

should be validated, gathered and assessed, in addition to the need of 

monitoring the performance and conformity of agreed upon goals and KPIs, 

keeping into consideration the importance of prompt reporting. 

 

MEA02: Monitor, Evaluate, and Assess the System of Internal 

Control 
Process Owner: Audit Department | Related: Operational risk department 

Process Description: This process focuses on the importance of frequent 

evaluation and monitoring of environmental controls, including all of the 

assessment aspects and autonomous assurance reviews. It also focuses on 

enabling management to verify the deficiencies and inefficiencies related to 

the controls and to any other essential improvement on actions, while 

highlighting the importance of planning, organizing, and maintaining 
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standards needed for the assessment and assurance of the internal activities 

and controls. 

MEA03: Monitor, Evaluate, and Assess Compliance with External 

Requirements 
Process Owner: Compliance Department 

Process Description: Ensuring that IT normal process and supported 

process are compliant with the contractual requirements and laws/rules 

regulated by authorized parties, such as the Central Bank of Jordan and the 

MNB, assuring that all of the internal mandates and requirements are well-

identified and integrated with the overall enterprise compliance to the CBJ 

regulations, for instance. 

 

EDM (05 Processes) 

 

EDM01:  Ensure Governance Framework Setting and Maintenance 
Process Owner: Higher management | Related: General Manager. 

Process Description: This process concentrates on the governance of 

enterprise IT requirements and the way it should be analyzed. It focuses on 

enabling principles, structures, procedures, responsibilities, and authorization 

in order to ensure achieving the goals and missions of the enterprise. 

 

EDM02: Ensure Benefits Delivery 
Process Owner: Higher management | Related: Project Management department

. 

Process Description: This process is involved in optimizing contribution 

to business by IT services, assets, and business processes according to 

acceptable costs and is impacted by the current investments. 
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EDM03: Ensure Risk Optimization 
Process Owner: Higher management | Related: Risk department. 

Process Description: This process highlights the importance of 

understanding the Enterprise Risk tolerance processes and Risk Appetite, in 

addition to the importance of the communication and the significance/impact 

of risks related to the identified and managed usage of IT. 

EDM04: Ensure Resource Optimization 
Process Owner: Higher management | Related: Human Resource department. 

Process Description: This process guarantees the capability of availability 

related to the IT sources such as procedures, resources, and used technologies 

to efficiently support the achievement of optimal objectives related to the 

enterprise. 

EDM05: Ensure Stakeholder Transparency 
Process Owner: Higher management | Related: Information technology department

. 

Process Description: This process attends to the importance of being 

transparent in the performance and conformance measurement related to IT, 

to guarantee the approval of stakeholders concerning the corrective 

actions, agreed goals, and KPIs. 

More clarifications can be found in Appendix (A) including Table 1 

mapping all of the processes to the descriptions linked to their purposes. 

However, at several examination points on the maturity model of the past 

adaptation of the COBIT structure, it was discovered that the new process 

capability approaches result in a change of the appraisal procedure, 

specifically in the formality/meticulousness of the evaluation. With this 

process capability, it became noteworthy that the reason for the procedures is 

actualized, creating a superior arrangement with the presently accepted 
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procedures, for example, ITIL and TOGAF (See in [79]). In COBIT 5, the 

Maturity Model has changed, allocating significantly more value to the 

processes. The task of the new process capability model is equivalent to the 

maturity model, yet the framework structure has differed. In regard to the 

maturity level, six levels of assessment of a procedure are shown, despite the 

fact that the name, the importance, and particularly the attributes for 

evaluating a procedure are not of much significance (See in [80]). Even 

though the two frameworks might appear similar, there are differences in 

scope and intent. The difference of intent between levels is linked to the 

significant focus on the achievement of the IT processes’ purposes, and a 

more formal assessment is brought by the new framework (See in [81]). 

Moreover, COBIT 5 Process Capability Model contains six dimensions, 

which is indicated as follows: (See in [82]) 

Level 0: Incomplete process; the process is not set in place or it cannot 

achieve its targets/goals. At this level, the process has no goal to be 

accomplished. Thus, this level has no characteristics.  

Level 1: Performed process; the process is set up in place and 

accomplishes its own reason of being. This level only received "Process 

Performance" as a process characteristic.  

Level 2: Managed process; the process is executed and followed by a 

sequence of exercises and activities, for example, planning, modifying, and 

monitoring exercises. The results are set up, controlled, and kept up. This 

level has "Performance Management" and "Work Product Management" as 

process characteristics. 
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Level 3: Established process; the earlier level is now executed followed by 

a well-defined process that allows the accomplishments of the process 

outcomes. This level has “Process Definition” and “Process Deployment” as 

process characteristics.  

Level 4: Predictable process; this level executes the processes according 

to a defined boundary that allows the accomplishments of the process 

outcomes. This level has “Process Management” and “Process Control” as 

process characteristics.  

Level 5: Optimizing process; this level executes the processes in the way 

that assure the possibility of accomplishing relevant, current, and projected 

business goals. This level has “Process Innovation” and “Process 

Optimization” as process characteristics in order to achieve a given level of 

capability, this level must be completely accomplished.  

Presently, Control Objectives for Information and related Technology 

(COBIT) has become a standout framework amongst the largest IT 

Governance (ITG) structures accessible and, furthermore, the most 

appropriate for audit as it gives exhaustive direction around IT forms and 

related business objectives (See in [83]).  

Additionally, ISACA concentrates on two main important concepts through 

COBIT 5 Framework; COBIT for assurance and COBIT for risk. Using 

COBIT 5 for information security brings a number of information security-

related capabilities to the enterprise, which can result in a number of 

enterprise benefits such as: (See in [84]) 
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- Reduced complexity and increased cost-effectiveness due to improved 

and easier integration of information security standards, good practices 

and/or sector-specific guidelines, thus increasing user satisfaction with 

information security arrangements and outcomes  

- Improved integration of information security in the enterprise  

- Informed risk decisions and risk awareness  

- Improved prevention, detection, and recovery  

- Reduced impact of information security incidents  

- Enhanced support for innovation and competitiveness  

- Improved management of costs related to the information security 

function  

- Better understanding of information security 

Moreover, Risk Identification, assessment, and evaluation is involved with 

correctly determining the risk faced by the enterprise and providing 

recommendations to senior management on how to maintain risk effectively 

at an acceptable level, including but not limited to:  

- Risk Identification, including emerging risk and risk associated with 

people, processes, technology, architecture, applications, information, 

natural factors and physical threats  

- Assessing the risk levels associated with each threat, including 

anticipated risk likelihood and impact and the effectiveness of current 

and planned controls   

- Calculating the risk levels using both quantitative and qualitative 

metrics and determining the impact of risk on the ability of the business 

to meet its goals and objectives 
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In recent times, organizations have an increasing number of patterns to 

automate their operational and hierarchical activities; thus, the speculation of 

data innovation (IT) keeps on expanding each year. In any case, great 

governance that can guarantee its arrangement and business procedure and 

acknowledged benefits from IT ventures has not been greatly affected by this 

expansion (See in [85]). Accordingly, IT Governance is then required as a 

reason for the nonstop change of the IT administrations. This examination is 

restored when   delivering an instrument CAT5 in order to quantify the 

maturity level of IT Governance, hence facilitating the procedure of change 

within IT administrations. CAT5 depends on COBIT 5 framework and the 

plan used is the Unified Modeling Language. Through phases of data 

framework improvement, this examination results in an application for 

estimating the maturity level of IT Governance that can be utilized in 

surveying existing IT Governance (See in [86]). 
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3. METHODOLOGY 

This chapter presents the research methodologies used in the four main 

sections ( IT Governance, Cloud-Computing, IT Operational risk, and COBIT 

5), through adopting the following: theoretical frameworks, operational 

definitions for the main variables, objectives, designs, research methods, 

research population - sample, research duration, data sources, data collection 

instrument as well as data analysis techniques. 

3.1 Conceptual framework 

The model in the figure below clarifies the dimensions of COBIT 5 

framework affecting the financial performance in the banks sector. 

 
Figure 7: Thesis conceptual relationship. 

Source: Prepared by the author.  
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3.2 Research Topics – Brief Definitions 

3.2.1 IT Operational risk 

Operational risk is known as the risk of a loss resulting from insufficient 

or failed inner processes, people, and systems or from external events. With 

exceptional technological and communications advancements and extent, all 

companies are facing innately greater operational risks. Such companies are 

financial services, which are concerned in both information and knowledge 

intensive, and are critically regulated with customers. Operational risk in 

financial establishments are classically a combination of a range of different 

sorts of risk. 

It includes IT failure, interior, and external frauds, harms to physical 

assets, recruitment issues, and so on. It also includes cases that are an outcome 

of errors in institutional daily work process. Operational environments that 

require tight controls and maintenance tend to be subject to operational risks 

and counted as operational losses. 

Financial establishments that are issue to operational risks consist of retail 

banks, commercial banks, investment banks, brokerage firms, asset 

management companies, and insurance organizations. In this thesis, we 

discuss the operational risk management troubles within the enterprises listed 

in the kinds of financial institutions described event types categorized by 

Basel II. 

In the theses, IT operation risks are evaluated from three specific event 

types; we debate gaps in the previous literature as well as going further than 

to spotlight recent behaviors in the Jordanian bank institutions, focusing on 

the IT operational risk capital reserves related to the IT operational risk. 
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3.2.2 COBIT 5 Framework 

The Information Systems Audit and Control Association (ISACA), and the 

IT Governance Institute (ITGI) created COBIT in early nineties. The first 

edition of COBIT concerning “Audit” was published in 1996; the second 

edition concerning “Controls” in 1998; the third edition concerning 

“Management” in 2000, and the on-line edition became available in 2003. 

The fourth edition of COBIT concerning IT Governance was issued in 

December 2005/7 (See in [87]). Finally, the fifth edition of COBIT 

concerning Governance and management of enterprise IT was issued in 2012; 

COBIT 5 integrates of all previous ISACA IT governance materials in 

COBIT 4, VAL IT, and RISKIT, concentrating on five core principles: (See 

in [88]) 

1) Meeting stakeholder needs 

2) Covering the enterprise end-to-end 

3) Applying a single, integrated framework 

4) Enabling a holistic approach 

5) Separating governance from management (ISACA 2007, 2009c, 2010)  

 

COBIT 5 identifies “37” processes spread over governance and 

management domains. The five governance processes are the board’s 

responsibilities, covering the setting of the governance framework, 

responsibilities in terms of value, risks, and resources and providing 

transparency regarding IT to the stakeholders (See in [89]). 

3.2.3 IT Governance  

Weill and Ross argued, “Effective IT governance is the single most 

important predictor of the value an organization generates from IT”. 
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Therefore, IT governance is defined as the practice that helps in all IT 

investment decisions by establishing the accountability framework and 

allocating decision rights. 

IT Governance was described as a solution to weak IT performance by 

some studies in the field, Also It is well known as a performance-

strengthening tool, which creates a control environment over business 

challenges and complexity of technology. Other research found out that IT 

Governance adoption helps to improve organizational accountability, as well 

as increasing the “ROI” return on investments for any institutions (See in 

[26]). 

3.2.3.1 Val IT Framework 

Val IT was launched in March 2006 via ITGI. Second version of it -Val 

IT2.0- was launched in 2008 (See in [90]). Val IT is identified as the 

first inclusive framework to aid enterprise from the point of view of IT 

governance, with an emphasis on value. So, enabling firms to control their 

investments in IT-enabled changes such that they secure optimal value from 

IT-enabled business investments at a reasonable cost with 

an appropriate level of risk, can be viewed as Val IT’s typical goal.   

The Val IT model is primarily based on three domains: Value 

Governance, Portfolio Management, and investment Management. 

The major focal point of Val IT domains is on delivering enterprise Value, 

through:  

- Managing the typical funding portfolio to optimize value to the business 

enterprise (PM) 
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- Establishing governance strategy, the portfolio of IT- enabled 

investment packages that execute the strategy, and the portfolios of 

resulting IT services, property and different sources (VG)  

- Managing the effects of individual investments programs, including 

business, process, people, technology, and organizational exchange 

enabled by using the enterprise and IT projects that create the need of 

the programs (IM) (See in [91]). 

 

These three domains consist of 22 processes and 69 key management 

practices. Enterprise governance of IT highlights on the need for dynamic 

partnership between IT and business. Same as IT should be responsible for 

delivering the required technical ability. Likewise, business should be 

accountable for locating what technology abilities ought to be exchanged and 

for value transmission from those adjustments and abilities as well. To 

actualize that, COBIT framework that focuses on IT- related responsibilities, 

and Val IT framework that focuses on business- related obligation can be 

abridged.  

 
 

Figure 8: Effective governance through simultaneous use of COBIT and Val IT 

Source: prepared by the author  
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3.2.3.2 Information Technology Management 

The central objective of IT management is to generate value via the use of 

technology. To attain this, enterprise strategies and technology should be 

linked. IT management is distinct from management techniques tied to the 

automation or aid of human decision-making (See in [92]). IT management 

refers to IT related to management activities in any organization. MIS is 

concentrated ordinarily on the business phase, with strong input into the 

technology section of the business/organization. A fundamental center of 

attention of IT management is the value induction made feasible by 

technology (See in [93]). This requires the alignment of technology and 

business strategies while the value creation for an organization includes a 

community of relationships between inner and external environments, 

technology shows a necessary role in improving the inclusive value chain of 

an organization. 

Yet, this augmentation requires enterprise and tech. management to work 

as an inventive, collaborative group rather of an only mechanistic length of 

control (See in [94]). Historically, one set of sources used to be dedicated to 

one precise computing technology, enterprise application, or line of business, 

and managed in a similar fashion. These resources supported a single set of 

necessities and processes and could not effortlessly be optimized or 

reconfigured to actual assist demand (See in [95]). 

This directed technology carrier to construct out and accompaniment their 

product-centric infrastructure and management choices with United 

Infrastructure environments that link servers, storage, networking, security, 

management, and facilities (See in [96]). 

The abilities of having this type of built-in and automated management 

surroundings and environment permit organizations to get 
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their applications up and running faster, with effortless manageability and 

maintenance, and allows IT to alter IT resources (such as servers, storage and 

networking) more rapidly to meet unforeseen enterprise demand (See in 

[97]). 

3.2.4 Cloud Computing 

Cloud computing recently developed computing technology that operates 

virtualization resources to deliver IT services through on-demand approach 

and the Internet technology (See in [98]). 

Marston described cloud computing as “an information technology carrier 

model where computing offering (both hardware and software) are delivered 

on-demand to clients over a community in a self-service style, unbiased of 

tool and location (See in [99]). 

 The Operational model of information systems outsourcing is closely 

equivalent to that of cloud computing’s, each practice tested the functionality 

of useful resource utilization, virtualization, scalability, and agility. 

Furthermore, National institute of necessities and technology (NIST) defined 

cloud computing as a model for enabling suitable on-demand network access 

to a shared pool of configurable computing resources that can be accepted 

manuscript hastily, provisioned and launched with minimal management 

effort or provider interaction. Based on NIST’s classification, private cloud, 

community cloud, public cloud, and hybrid cloud are the four foremost 

patterns of cloud deployment (See in [100]). 

3.3 MATERIAL AND METHODS 

This section describes the overall methodologies that were adopted in this 

thesis. The following discusses research designs and methods, research 
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instruments, data collections, population & sampling, and finally data 

analysis. This chapter is mainly divided into four main sections as follows: 

 

3.3.1 IT Governance 

3.3.1.1 Design and Methods 

A comparison study has been conducted in order to understand the current 

and previous studies targeting the Public, Private and governmental sectors in 

MENA region countries through a desk-based research method performed to 

analyze related articles focusing on IT Governance / Audit and COBIT 

frameworks and technologies used to mitigate operational, management and 

all other different types of risks. 

MENA is an English acronym referring to the “Middle East and North 

Africa” region. The term MENA covers a wide region; it extends from 

Morocco to Iran and includes all Middle Eastern countries (Mashriq and 

Maghreb countries). This geographical acronym is roughly the same 

definition of the “greater Middle East”. 

3.3.1.2 Research Population and Sample 

While sampling hundreds of published articles, books, and conferences 

aiming to find related articles aligned with the goal of the study, the result 

showed 37 out of 150 related articles were found in the final total and are 

listed as the following: 

NO. 
Targeted 

Country 

Targeted 

Sectors 

Targeted 

Framework 

Type of 

Research 

1 
 

Jordan Banking CAIS Empirical 

2 
 

Jordan Banking ITG Empirical 

3 
 

Jordan Telecom COBIT 5 Empirical 
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4 
 

Jordan Industrial ITG Empirical 

5 
 

Jordan Banking COBIT 5 Empirical 

6 
 

Jordan Hospital IS Empirical 

7 
 

Algeria Telecom ITG Empirical 

8 
 

Algeria General ITG Theoretical 

9 
 

Egypt Government ITG Theoretical 

10 
 

Egypt Banking COBIT/ IS Empirical 

11 
 

Lebanon Private ITG Empirical 

12 
 

Palestine Audit Institutions IT Audit Empirical 

13 
 

Palestine General IT Risk/Audit Empirical 

14 
 

Palestine Government ITG Empirical 

15 
 

Saudi Arabia General COBIT/ITG Empirical 

16 
 

Saudi Arabia General ITG Empirical 

17 
 

Saudi Arabia General COBIT Empirical 

18 
 

Saudi Arabia General ISG Empirical 

19 
 

Saudi Arabia Telecom ICT Governance Theoretical 

20 
 

Saudi Arabia General ITG/COBIT Theoretical 

21 
 

Syria Banking COBIT Empirical 

22 
 

Syria Banking ITG Theoretical 

23 
 

Iraq General COBIT Theoretical 

24 
 

UAE General/SME’s IS Audit Empirical 

25 
 

UAE General ITG Theoretical 

26 
 

Saudi Arabia General ITG Empirical 
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27 Jordan General ITG Empirical 

28 
 

Bahrain General ITG Theoretical 

29 
 

Bahrain General ITG Theoretical 

30 
 

Bahrain General ITG Theoretical 

31 
 

Bahrain General ITG Empirical 

32 
 

Iraq/Mosul Health ISG Empirical 

33 
 

Iran Bank COBIT Theoretical 

34 
 

Iran Bank/ 

Governmental 

ITG Empirical 

35 
 

Kuwait General ICT Empirical 

36 
 

Morocco General ITG Empirical 

37 
 

Oman General COBIT Empirical 
 

Table 1: Researches related to ITG- ICTG- ISG –COBIT -IT AUDIT frameworks. 

Source: prepared by the author  

3.3.1.3   Data Collection  

Through my work, data has been collected targeting more than 150 

different articles published in various academic and professional journals, 

periodicals, and conference papers including master’s and PhD theses as well. 

Limited to the information provided through many online platforms, data has 

been filtered according to its scientific values, the relation to the targeted 

concept and the age of the publication, concentrating on the papers related to 

IT governance concept published in valuable magazines between 2006 

through 2017. 
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3.3.1.4 Data Analysis 

As per the interests of researchers focused on some sectors rather than 

others, as well as their contribution studies on IT Governance, COBIT 

framework and other related topics, sections have been divided according to 

sectors in the MENA region including but not limited to some general sectors; 

Banking, Governmental, Telecom, Health, and Industrial. (All of the above 

are shown in [101]) 

3.3.2 Cloud Computing 

3.3.2.1 Design and Methods 

This comparison study used meta-analysis design to elucidate the main 

concepts of cloud computing theory utilizing the most well-known 

regulations issued through a number of legislative authorities in three 

European countries (Germany, Hungary, and the UK) such as: 

1- Financial conduct Authority (FCA), Prudential Regulation Authority 

(PRA), Data Act Protection (DAP), UK Government regulations, Bank of 

England.   

2- Hungarian National Bank (MNB), Hungarian Financial Supervisory 

Authority (HFSA), National Authority for Data Protection & Freedom of 

Information in Hungary. 

3- Federal Office for Information Security (BSI), German Federal Data 

Protection (BDSG) 

Additionally, an assessment has been made based on the BSA Global 

Cloud Computing Scorecard 2016 (of which Germany and UK were a part 

of), excluding the data procured when specialists in the MNB authority 

(Hungary) were surveyed to gain relevant responses based on some main 

sections in the Global BSA survey, 
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The main reasons of sampling those three specific European countries are 

as follows:  

- Germany and the UK are considered two of the top leaders in several 

areas, mainly in economics and regulations in Europe. 

- In the Global Cloud Computing Scorecard classification, Germany has 

ranked in 3rd place and the United Kingdom has ranked in 9th place. 

Such a scorecard was classified by the leading advocate for the global 

software industry. This software is considered the first of its kind, 

ranking out of 24 countries representing 80 % of the global information 

and communications technology market, assessing seven sets of 

indicators: data privacy, cyber security, cybercrime, intellectual 

property, technology interoperability and legal harmonization, free 

trade, and IT infrastructure (See in [102]). 

- UK’s G-Cloud Strategy is the most fully elaborated cloud policy in 

Europe. It adopts a “public cloud first” approach for public procurement 

based on the public sector use of Information and Communications 

Technology (ICT).  

- Germany is considered a great geographical location for cloud 

computing services comparing with others worldwide, as well as its 

restrictive laws that threaten to undermine the spirit of those same laws 

compared to other countries. For instance, by setting geographic 

restrictions on data that are neither needed to protect certain classes of 

data nor supported by law, practices in Germany could slow its own 

potential for any progress in the cloud (See in [103]). 

- Hungary is a country that shows promise growing in the concept of 

clouding where many presiding authorities are concerned, especially 

the National Central Bank (MNB), which focuses on the applicability 
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of Cloud Computing in the financial sector. On the other hand, Hungary 

is one of the few generous countries that openly embraces and 

welcomes international students seeking further knowledge in specific 

degrees and graduate programs at its several universities, which I am 

fortunate to be a PHD scholar at present. 

3.3.2.2  Research Population and Sample 

Out of the available BSA (Global Cloud Computing Scorecard) of 24 

different countries, I have sampled three European countries (Germany, 

Hungary, and the UK) according to their legislative authorities. This 

comparison study was conducted concentrating on the most six essential 

points that must be taken into consideration should one opt to apply Cloud 

computing services in any given sector. Additionally, through my work, 27 

questions were derived based on the previously mentioned BSA Scorecard in 

order to measure the maturity level of readiness between the countries in 

question. 

3.3.2.3 Data Collection 

A large amount of data was collected and analyzed through my work 

according to the following six most important sections that have been 

considered in the comparison study due to their essential influence on cloud 

computing services implementation: 

- Regulatory Considerations & International Standards 

- Risk Management 

- Data Security and Data protection 

- Effective Access to Data & Business Premises 

- Change Management and Continuity Plan 

- Exit plan 
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On the other hand, based on the aforementioned fractional assessment 

(questionnaire) that was derived from the BSA 2016 Global Cloud 

Computing scorecard, some major questions were proposed in order to 

investigate the extent of aptitude, disposition, and inclination of those three 

EU pre mentioned countries in implementing and hosting Cloud computing 

services. Those questions were then divided into seven main fields as follows: 

- Data privacy (8 questions) 

- Security (3 questions)  

- Cybercrimes (3 questions)  

- Intellectual property rights (5 questions) 

- Support for industry – led standards & international harmonization’s of 

rules (4 questions) 

- Promoting free trade (3 questions) 

- IT readiness broadband deployment (1 question) 

3.3.2.4 Data Analysis 

As my work shows, three main legislative authorities have been targeted 

in three European countries and with regulations prioritized, the six most 

important sections were focused on. A comparison study according to those 

regulations in said three European countries has been prepared based on 

those authorities resulting with the six sections mentioned above. 

Appropriate solutions in several categories have been proposed in case 

cloud computing would be required. 

Additionally, through my work, 27 questions were derived based on the 

previously mentioned BSA Scorecard in order to measure the maturity level 

of readiness between the countries in question. Those proposed questions 
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were divided into seven sections then weighted based on their importance 

and impact on cloud services.  

As noticed earlier, each field of the seven listed previously contains several 

questions equaling different weights and subtotaled to equal 100% per 

section, calculated based on the following equations: 

1st Equation: Qw =
lm1∗lm2

Tn
 

Assuming that Qw stands for the Question’s weight, Im1 stands for the 

value of Importance, Im2 stands for the value Impact and finally Tn stands 

for Total number of questions. 

2nd Equation: R =
Qw∗L

100
 

Assuming that R stands for the Ratio, L stands for the Likert scale value 

based on three levels (Yes = “100”, Partial = “50”, No= “0”).  

As a pre -final step, each field has been weighted according to its 

importance and based on the BSA report with a combined sum of 100 % as 

follows:   

- Data Privacy “10%”,  

- Security “10%”,  

- Cybercrime “10%”,  

- Intellectual Property Rights “20%”,  

- Support for industry-led standards “10%”,  

- Promoting Free Trade “10%”,  

- IT Readiness “30%”   
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As the final step, the sum of the above detailed values related to each 

country was calculated to identify the readiness, capability, and maturity level 

for each specific country in that regard. 

3.3.3 IT Operational Risk 

3.3.3.1 Design and Methods 

Cooper and Schindler define research design as the blueprint for the 

collection, measurement, and analysis of data. Some studies adopted the 

cross-sectional descriptive research design. Cross-sectional studies are 

carried out once, which represent a snapshot at one point in time (See in 

[104]). Most of the survey designs provide an in-depth account of events, 

relationships, experiences/processes accruing in that particular instance (See 

in [105]). 

This design was preferably adopted through my study because it offered 

the opportunity to collect data covering the IT operational risks in several 

private banks in the Jordanian financial sector at one point in time. It was also 

adopted as it allowed me to describe the phenomenon as it was, in its 

environment without any manipulation. It also allowed greater flexibility in 

terms of time and money, as well as the tendency to produce a high response 

rate. These reasons justified the use of this design in my study. 

Based on the directions of both of the Central Bank of Jordan (CBJ) & the 

Association of Banks in Jordan (ABJ), a qualitative survey study was 

distributed in order to measure the current maturity of the local financial 

sector regarding the level of awareness related to these three main points as 

follows: 
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- Impact and criticality of risks caused by incidents related to Information 

Technology.   

- Losses classified based on the three main particular event types related 

to IT Operational Risk according to Basel II accord. 

- Annual allocation of a reasonable cash amount (reserves) based on the 

accurate estimation of losses caused by IT Operational risks and 

incidents. 

3.3.3.1.1 Questioner Design  

The Design consists of 6 Main sections as follows: 

Section 1: Abstract specifying the targeted 3 main event types. 

Section 2: Introduction clarifying the current situation of the market in that 

regards explaining the need of this questionnaire. 

Section 3: Collecting General information of the participants limited to the 

following: 

- Gender 

- Job Title 

- Professional Work Experience 

- Name of Working Place 

Section 4: Four Main Questions according to “External Fraud” event type 

Section 5: Four Main Questions according to “Damage to physical Assets” 

event type 

Section 6: Four Main Questions according to “Business disruption and 

systems failure” event type 

The four main questions repeated for each one of the last three sections are 

limited to the following: 
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- What is the lower bound (JD) of a single loss caused by an IT 

Operational risk related to this “Event Type”? 

- What is the annual average or expected frequency (repetition of 

occurrence/Likelihood) of IT operational risks related to this “Event 

Type”? 

- What is the Average or expected amount (JD) of the individual loss 

for such “Event Types” (An Estimation)? 

- What is the expected amount (JD) of the (Worst-Largest Loss) 

annually for such an “Event Type”? 

3.3.3.2 Research Population and Sample  

The sample is the portion or the subset of the research population, is 

selected to participate in a study, which represents the research population 

(See in [112]). My survey targeted all banks in the Jordanian financial sector 

asking several questions regarding three main event types related to the IT 

Operational risk role of work according to the Basel II accord and other 

international standards. 

 

Table2: The targeted banks population in the study (IT Operational risk) 

Source: prepared by the author 

 

# Jordanian Banks 
1 ABC Bank 12 Jordan Kuwait Bank 

2 Al Rajhi Islamic Bank 13 National Bank of Abu Dhabi 

3 Arab Jordan Investment Bank 14 Rafidain Bank 

4 Bank al Etihad 15 Islamic International Arab Bank 

5 Bank of Jordan 16 Societe Generale de Banque / Jordanie 

6 Cairo Amman Bank 17 Standard Chartered 

7 Capital Bank of Jordan 18 The Housing Bank for Trade & Finance 

8 Citibank 19 National bank of Kuwait 

9 Egyptian Arab land bank 20 Jordan Ahli bank 

10 Arab Bank 21 BLOM BANK 

11 Jordan Commercial Bank 22 Bank Audi 

https://www.sc.com/annual-report/2017/media/doc/standard-chartered-annual-report-2017.pdf
https://www.citigroup.com/citi/investor/data/q1704c.pdf
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3.3.3.3 Data Collection 

The questionnaire for the pilot test is like a draft that precedes the final 

report of which the purpose was to get problems out of the instrument so that 

the subject in my main study would not have trouble in completing the 

questionnaire. Therefore, to ensure validity and reliability of my data 

collection instruments, formulated questionnaires were pre-tested before they 

were administered to the respondents. The questionnaires were structured to 

address each of the research objectives.  

Conclusively, for the main questionnaire results, the primary data was 

collected directly from the banks’ administrators, IT systems’ administrators, 

managers, and auditors. The data was collected by use of a closed-ended 

questionnaire with separate sections covering each of the objectives and event 

types. The initial three sections collected the general information related to 

the correspondents. The fourth section collected data on objective one (IT 

Operational risk / event type 1/ External Fraud). The fifth section collected 

data on objective two (IT Operational risk / event type 2/ Damage to Physical 

Assets). The last section collected data on objective two (IT Operational risk 

/ event type 3/ Business Disruption and Systems Failures). 

3.3.3.4 Data Analysis Design  

Twenty-two responses from most of the targeted banks working in Jordan 

were received successfully and analyzed; results have been derived as shown 

in figure 9. Several methods are known to calculate the reserve needed for 

operational risk in the literature as well as in the regulations (see e.g. Basel 

II). I used the so-called Loss Distribution Approach, which is among the 

Advanced Measurement Approach in the Basel terminology. This method, 

among the most developed ones, gives a reserve highly depending on the 
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actual risk the institution has taken (since the Value at Risk is calculated for 

the total claim distribution). In the LDA, the total loss (or claim) distribution 

is modeled by a compound distribution, usually compound Poisson 

distribution, where the individual losses (claims), say. Xi for loss i, are 

independent and identically distributed, usually with positive loss 

distribution. Furthermore, the number of losses, also known as simply 

‘frequency’, is a nonnegative integer valued random variable, say. N, and it 

is together with the individual losses is assumed to form an independent set 

of random variables. Thus, the total claim is clearly  

S = X1 + X2+ … + XN.  

In this case, S is said to follow a compound distribution. If N has id Poisson 

distribution, then S has a compound Poisson distribution.  

The most common choice for the individual loss distribution is the 

lognormal distribution. In operational risk, we often face the problem of small 

sample size from the last years. Hence, it is difficult to use sophisticated 

statistical methods for selection of distributions. The errors of the parameter 

estimations might also be rather large. Thus, as it is usual in the literature and 

in the practice, for such cases one can choose the compound Poisson model 

with lognormal individual loss distributions. Our calculations are also based 

on this choice for the same reasons.  

Hence, based on the descriptive statistics of the survey we calculated the 

parameter estimates of the 3 parameters of the model. Clearly, the Poisson 

parameter is estimated by the average number of losses per a certain period. 

For the lognormal parameters (in what follows, they are referred as Mu and 

Sigma) we used 2 statistics from the survey: the average size of the individual  
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losses and the ‘maximum’ loss they can imagine. The latter one - as usually 

done in practice - is identified by the 95% quintile of the lognormal 

distribution. Based on these two estimations we simply calculated the 

estimation for the two parameters. This was derived from the following 

equations:  

- σ1,2 = Z1−∝ ± √Z1−∝
2 − 2 ln 

q

m
 

- μ1,2 = ln q −  σ ∗ Z1−∝  

- Mean = exp (μ +  
σ2

2
) 

Note that one could of course directly ask for the average individual loss 

and the variance or the standard deviation of the losses in the survey. That 

would be ideal from mathematical point of view since we could directly 

obtain the estimations of the first two moments of the individual loss 

distribution and then –as in the method of moments—just calculate the 

corresponding parameter estimates. However, it is not realistic that even 

experts are able to estimate the second moment based on their experience. It 

is much more realistic that they could estimate a kind of maximum loss.  

Finally, as per the below figures and based on the fitted compound 

distribution, I calculate the Value of Risk (VaR) that will show the reserve 

needed at a certain confidence level. Since there is no formula for the quintile 

of the total loss, I apply Monte Carlo estimation to estimate the VaR. 
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Based on the above survey the following figure has been obtained. 

Figure 9: Results from Survey (IT operational risk) 

Source: prepared by the author  

Figure10: Programming Code for R Functional Language (Monte Carlo method) (IT 

operational risk) Source: prepared by the author  
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3.3.4 COBIT 5 

3.3.4.1 Design and Methods 

My study uses the quantitative approach to an evaluation of the COBIT 5 

framework. Burns and Grove underline that designing a qualitative study 

helps researchers to plan and implement said study in a way that will help 

them obtain the intended results, thus increasing the chances of acquiring the 

information that could be associated with the real situation (See in [106]). The 

use of my questionnaire was designed after some guidance and directions 

from professionals in ABJ (Association of Banks in Jordan) and reviewed by 

experts in CBJ (Central Bank of Jordan) based on some past-related studies 

that are adapted in order to partially meet the focus of this study. Said data is 

then collected directly from the respondents of the online questionnaire. 

3.3.4.2 Research Population and Sample 

Defining the target population, Sekaran clarifies a research population as 

the entire group of people, events, or things of interest that the researcher 

wishes to investigate. (See in [109]). A survey study was distributed on the 

26 local and foreign banks in Jordan. The idea of this survey was supported 

by the Central Bank of Jordan (CBJ) as well as the Association of Banks in 

Jordan (ABJ). Such results are important to measure the current commitment 

value of the Jordanian banks regarding the CBJ regulations related to COBIT 

5 Framework. Moreover, indicators highlight the maturity level in the 

Jordanian banks’ sector regarding such international framework, particularly 

after passing more than 2 years since the first issuance and announcement of 

the CBJ regulations.  
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Jordanian Banks 

1 ABC Bank 13 Jordan Kuwait Bank 

2 Al Rajhi Islamic Bank 14 National Bank of Abu Dhabi 

3 Arab Jordan Investment Bank 15 Rafidain Bank 
4 Bank al Etihad 16 Islamic International Arab Bank 

5 Bank of Jordan 17 Societe Generale de Banque 

Jordanie 

6 Cairo Amman Bank 18 Standard Chartered 

7 Capital Bank of Jordan 19 The Housing Bank for Trade & 

Finance 

8 Citibank 20 National bank of Kuwait 
9 Egyptian Arab land bank 21 Jordan Ahli bank 

10 Arab Bank 22 BLOM BANK 
11 Jordan Commercial Bank 23 Bank Audi 

 

 

 

12 Jordan Islamic Bank 
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Table 3: Sample size of the targeted banks in Jordan 

Source: prepared by the author  

 

The process of selecting a` portion of the population to represent the entire 

population is known as sampling. A sampling process can be done through 

three steps that include identification of the population, identification of the 

sample size and selection of the sample (See in [113]). Simply, in this study 

I ran a survey on the Jordanian banks in the financial sector within the sample 

domain where the demographic criteria apply to regular employees, 

managers, and auditors, to measure their insights on how far their compliance 

is with the implementation of the COBIT 5 framework, where the sample of 

the respondents came to 23 banks. 

3.3.4.3 Data Collection  

My questionnaire was designed to gather information from the respondents 

of general managers, department managers, and audit managers etc. in banks 

operating in the Jordanian market using a questionnaire adapted from prior 

literature. Johnson and Turner clarify that data collection is “a method of 

gathering information from respondents about attitudes, knowledge, and 

beliefs” (See in [107]). Through my questionnaire, a Likert scale is used to 

https://www.sc.com/annual-report/2017/media/doc/standard-chartered-annual-report-2017.pdf
https://www.citigroup.com/citi/investor/data/q1704c.pdf
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obtain the answers to the questions. Likert is a measurement of the metrics 

used to measure trends in the respondents' opinions. It implies a Likert scale 

of a five-degree answer to each interviewed question (ranging from not 

reached, slightly reached, partially reached, largely reached, and fully 

reached) which is represented numerically (1 to 5). To verify the veracity of 

the study tool, I presented the questionnaire to five experts, making the tool 

more accurate and objective as a measurement. The main determination of 

the questionnaire was to verify the following: 

- The bank’s awareness based on the international standards related to 

the IT Governance frameworks.  

- The bank’s compilation and maturity level regarding the CBJ 

regulations related to COBIT 5 framework. 

- The indicators of financial performance in the Jordanian financial sector 

compared to the investments allocated for COBIT 5 Framework. 

 

As known, the general goal of a pilot study is to provide information which 

can contribute to the success of the research as a whole [See in (111)]. The 

pilot study for this research was conducted with 3 respondents. They were 

randomly selected in order to validate the survey instrument. 

Generally, a variety of methods is considered in order to form a research 

basis. In order to reach the objective for any research, the identification of an 

appropriate means of data collection is mandatory (See in [108]). In my 

research, I adopted two main types of data collection sources. The following 

sections explain data collection methods required for the research. 
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- Primary Data  

The data is collected to obtain a sum of the study’s objectives and research 

questions. The primary data is collected to provide the information that would 

produce answers to the research objectives, compared to secondary data that 

is used to develop contextual or confirmatory elements of research (See in 

[110]). In this study, the main instrument of data collection was the 

questionnaire. There are two phases involved in the data collection, the pilot 

phase, and the main study.   

- Secondary Data  

In this research, I used quantitative secondary data, which I obtained from 

journal articles and the annual banks’ financial disclosures additional to the 

ABJ official annual reports.  

3.3.4.4 Data Analysis 

The data collected was analyzed using different statistical techniques, 

which were determined by the research objectives and goals. The data 

analyses of this study were defined into two phases. The first phase is the pilot 

study with just 4 respondents to test the reliability and content validity of the 

instrument designed using Statistical Package for Social Sciences (SPSS) 

software.  

In the main analysis, for data analysis and hypothesis testing, SPSS was 

the software used, including the following analyses: descriptive statistics used 

to summarize and describe the key features of the sample data such as 

frequencies, percentages, means, standard deviations, and ranges. Descriptive 

analysis was carried out to present the raw data into a form that made it easily 

understood and interpreted. To present the response on the major variables 
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under investigation, a descriptive statistic (mean value and standard 

deviation) for all variables of interest were obtained. 

- General Overview 

Earlier on April/2016 the Central Bank of Jordan (CBJ) issued regulations 

concerning COBIT 5 Framework of which several phases and levels have 

been allocated in this project due to a number of milestones dependent on the 

plan included in the primary regulations.  

Such a Project of COBIT 5 Framework implementation targeted the entire 

financial bank’s sector located in Jordan, and as stated previously, the 

framework has been divided into five main key areas (APO, BAI, DSS, MEA, 

and EDM). They are also divided into 37 processes; each process had its own 

goals that should be measured continually. A gap assessment for the status of 

the Jordanian banks was completed comparing the current used practices to 

the global best practices shown in COBIT 5 Framework. Afterwards, a 

starting point of the project was defined as per the situation of each bank 

individually. 

- COBIT Processes and related departments 

In every bank, the (37) COBIT processes were divided on several related 

departments, with each department taking responsibility of managing its own 

related process/processes based on its role of work practices and procedures 

as the following: 
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Table 4: 37 Processes related to the banks Department. (COBIT 5) 

Source: Prepared by the author. 
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The survey contained 127 questions divided into 37 sections, each section 

representing one of the COBIT 5 processes aiming to measure the bank’s 

compliance to the COBIT 5 Framework. All answers were collected and 

analyzed using (SPSS), then (R) Functional language for more certainty and 

accuracy. 

The Processes Capability Model Defines a scale going from 1 to 5. Each 

maturity level is composed of expected objectives divided as per each level 

to assess the process level. To reach a specific level, all attributes and 

objectives should be at fully or at least largely achieved. 

In level 1: The process does not exist or not performed at all 

For level 2 to 5: Attributes for levels 2 to 5 are examined as per ISO/IEC 

15504 

The rating scale involves five implementation levels as follows: 

Level 1 Not Implemented 
The process is not implemented or fails to 

achieve its process purpose 

Level 2 
Slightly 

Implemented 

The implemented process achieves its 

process purpose 

Level 3 
Partially 

implemented 

The performed process is now 

implemented in a managed fashion. 

Level 4 
Largely 

Implemented 

The managed process is now 

implemented using defined process. 

Level 5 
Fully 

Implemented 

The established process is now operating 

within defined limits to achieve its 

process outcomes, 
Table 5 Implementation rating scale (COBIT 5) 

Source: prepared by the author  
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- Questionnaire Design 

The Design consists of 11 Main sections as follows: 

 

Section 1: The title and small abstract.0 

Section 2: Introduction clarifying the current situation of the market in that 

regards explaining the need of this questionnaire. 

Section 3: Collecting Demographic characteristics for the participants limited 

to the following: 

- Gender    

- Academic Qualification 

- List of the Professional Certificates Gained and related to this domain  

- Professional Work Experience 

- Job Title 

- Organization sector 

- Name of Working Place 

Section 4: A Choice from a drop-down list contains all the Jordanian Banks. 

- Section 5: A Choice form a drop-down list contains all of the 

Jordanian insurance companies. 

- Section 6: Contains 44 questions divided into 13 APO processes - 

Likert scale from 1 to 5 

Section7: Contains38 questions divided into (10) BAI processes - Likert scale 

from 1 to 5 

Section 8: Contains 19 questions divided into (6) DSS processes - Likert scale 

from 1 to 5 



85 

 

Section 9: Contains 11 questions divided into (3) MEA processes - Likert 

scale from 1 to 5 

Section 10: Contains15 questions divided into (5) EDM processes - Likert 

scale 1 to 5 

Section 11: Collect some main variable divided into 5 main questions limited 

to the following: 

- The annual budget allocated for information technology department in the 

past two years. 

- Any external or internal security breaches recorded in the organization 

during the last two years.  

- Any security incident occurred, causing loss of sensitive data during the 

previous two years. 

- External or internal frauds or financial robbery was detected on both 

electronic and manual levels in the institution during the past two years. 

- The most three risky security breaches occurred during the past two years.  
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4    RESULTS &RESEARCH FINDINGS 

4.1 IT Governance 

All the results in this section are clarified in my paper [see (114)]. 

4.1.1  Discussion on IT Governance 

Studies on IT governance and related subjects started early in 2006 in 

some Mena countries such as Jordan, Saudi Arabia and Algeria. Balgedom, 

S. [115] clarified that it is important to keep pace to technological 

development to achieve success and compete in such complex expansion in 

the Algerian market. Thus, Hayale et al [116] assured that Jordanian 

domestic banks are implementing effective fraud and error reduction 

controls, but still there is a need to other control systems such as DR, DS, 

and electronic controls. Also, they reveal that IT Governance in Saudi 

Arabia’s public sector have been introduced in some main steps concluded 

by identifying what is meant by ITG and reviewing highlights in COBIT 

and its current state ensuring the future recommendation in that field. 

4.1.2 Results and Findings 

The below table highlights on all of the used material in the research 

focusing on many points especially the year of publishing, subject of the 

material, publishing country and domains that were mainly targeted in our 

study, keeping into consideration that all of the detailed results and findings 

are clarified and explained in Appendix 1. 
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Table 6: Results of the conducted research (2006 -2017) (MENA Region) 

Source: Prepared by the author. 

NO. Authors Year Country Domains Subject  
Type of 

Research 
Findings 

1 
 Appendix A 

(Table 1) Hayale & Abu-Khadra 2006 Jordan Banking CAIS Empirical 

2 
 

Appendix A 

(Table 1) Khadra 2009 Jordan Banking ITG Empirical 

3 
 

Appendix A 

(Table 1) Al- Skafy 2012 Jordan Telecom COBIT 5 Empirical 

4 
 

Appendix A 

(Table 1) Al-Zwyalif 2013 Jordan Industrial ITG Empirical 

5 
 

Appendix A 

(Table 1) Al Ramahi 2014 Jordan Banking COBIT 5 Empirical 

6 
 

Appendix A 

(Table 1) Al-Qudah 2012 Jordan Hospital IS Empirical 

7 
 

Appendix A 

(Table 1) Balgedom 2006 Algeria Telecom ITG Empirical 

8 
 

Appendix A 

(Table 1) Ayshosh & Wadih 2012 Algeria General ITG Theoretical 

9 
 

Appendix A 

(Table 1) Abu Hajar & Amineh 2014 Egypt Government ITG Theoretical 

10 
 

Appendix A 

(Table 1) Alber & mayval 2015 Egypt Banking COBIT/ IS Empirical 

11 
 

Appendix A 

(Table 1) Hejase 2016 Lebanon Private ITG Empirical 

12 
 

Appendix A 

(Table 1) Mahmoud Zgout 2016 Palestine Audit Inst. IT Audit Empirical 

13 
 

Appendix A 

(Table 1) Raeda Abu Etaiwy 2012 Palestine General IT R./Audit Empirical 

14 
 

Appendix A 

(Table 1) Lubbad & Ashour 2014 Palestine Government ITG Empirical 

15 
 

Appendix A 

(Table 1) Abu -Musa 2009  Saudi Ar. General   COBIT/ ITG Empirical 

16 
 

Appendix A 

(Table 1) Abu - Musa 2006  Saudi Ar. General ITG Empirical 

17 
 

Appendix A 

(Table 1) Abu - Musa 2008  Saudi Ar. General COBIT Empirical 

18 
 

Appendix A 

(Table 1) Abu - Musa 2010  Saudi Ar. General ISG Empirical 

19 
 

Appendix A 
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According to the results above, the findings below were gathered into 

sections according to the annual dates of publications: 

(2006-2008) 

- From early 2006, Saudi Arabian researchers had begun publishing 

articles concentrating on the IT Governance theory revealing required facts 

in order to measure the awareness level in that regard.  

- In 2007, two main studies have been carried out in Saudi Arabian and 

Kuwaiti institutions regarding ICT and IT Governance of which both studies 

concentrated on the readiness for deploying an electronic future. Abu Musa, 

A. [117] clarified that the IT Strategy should be aligned with the 

organizational strategy by the help of the IT resources in a responsible matter 

to achieve better governance. 

- Zaied, A & Alrashed, W. [118] focused on the E-readiness of the 

organizations in Kuwait in order to adopt E-services and E- government and 

assured that most of the institution’s infrastructure is ready by that time to 

host any coming E-services. 

- Abu Musa, A. [119] clarified that COBIT is an important framework that 

should be adopted by the Saudi Arabian organizations. Despite the lack of 

trust in the efficiency of applying such processes, Abu Musa assured that the 

IT specialists and executive managers had valued the importance of COBIT 

processes the most. Moreover, he was confident that the banking sector had 

become prevalent with such frameworks more than the other sectors. 

(2009-2011) 

- In comparison between the Saudi Arabian, Iranian, and Jordanian 

published studies in the years 2009- 2011, Jordan lead in the first level of 

understanding and implementing IT Governance in several areas, especially 
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in the banking sector. Ghazanfari, M & Rais, S. [120] clarified that 

governmental banks in Iran lost their desire for hosting E-commerce due to 

the lack of competition in adopting mandatory rules and regulations of ITG 

in different sectors. 

- Yarifard, R. & Gowda, k. [121] clarified that after applying COBIT 

framework in many banks of the region, the revelation showed that most of 

them did not exceed the third maturity level based on the processes’ definition 

in the CMMI. 

- Abu Musa, A.  [122] clarified that the ITG COBIT processes and domains 

are neither audited nor formally conducted at several public Saudi Arabian 

organizations in that time.  

- After some time, Abu Musa clarified that the majority of organizations 

in Saudi Arabia are aware of the importance of the ISG while they remained 

without any written IS policy statements nor clear information security 

strategies, nor plans for disaster recoveries for them including the roles and 

responsibilities of IS that are not communicated clearly or even defined. 

- On the contrary, the Jordanian banks had effective extents in 

awareness/communication, responsibility, accountability, skills and expertise 

within the Jordanian domestic banks with some shortage in fully 

implementing other few dimensions such as plans, goal setting, and 

measurement (See in [123]). 

(2012-2013) 

 - Afterwards, in 2012 and 2013 many studies were conducted targeting 

different sectors in several MENA countries such as Jordan, Oman, Iraq, 

UAE, Saudi Arabia, Algeria, and even Palestine. They focused on IT 

Governance and COBIT framework going through ICT Governance, IS, and 

IS governance (See in [124]). 
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-Salim, M et al [125] focused on the health sector in Mosul, Iraq and 

explored some critical points that influence the role of effective 

implementation of IS Governance in that country due to the lack of DR plans 

and BC plans, written information security policy, and risk assessment 

procedures. 

- Al Skafy, H. & Althebeh, Z. [126] study focused on COBIT 5 framework 

used in Jordanian telecom sector revealing that most of COBIT principles are 

applied in a high degree in a particular telecom company. 

-Bin Abbas, H. $ Bakri, S. [127] clarified that the Saudi Arabian telecom 

sector should be aware that the new ICT Governance approach includes 

essential controls, incorporated knowledge, and management principles.  

-Al Zwyalif, I. [128] clarified that IT Governance affects the value of 

accounting information through its direct effects on the AIS on the Jordanian 

industrial sector. 

-Conversely, many Omani institutions in the public sector have realized 

the importance to provide comprehensive services to its citizens and thereby 

align to E-governance strategies (See in [129]). 

-Ayshosh, R. et al [130] were concerned regarding the IT Governance 

various frameworks and models, measurement and maturity models, and 

implementation tools while they then tried to illustrate how IT Governance 

explains Solow’s productivity paradox. 

-Nicho, M. and Mourad, B [131] explained that structures, processes, and 

relational mechanisms are the three main IT Governance domains in the UAE 

public sector. Under each domain, there are correspondents that the ITIL 

domain provides relevant context in order to categorize the best practices. 
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-Raeda, I. [132] clarified that external auditors in Palestinian institutions 

face many risks. One of the most common risks is known as the Access Risk, 

while the Environmental Risk is the least common one known. 

 

(2014-2015) 

-A large group of researchers in the MENA region focused their studies on 

IT Governance and COBIT framework during 2014 to 2015 with belief of its 

importance in causing the success of any institution, especially after the 

expansion of using such frameworks, particularly after the release of last 

version of COBIT in 2012 (also known as COBIT 5). 

-As Al Ramahi. N et al [133] focused on COBIT 5, he clarified that 

executives must ensure that information technology works with the greatest 

possible efficiency to help achieve strategic goals and objectives in Jordanian 

organizations. 

-Zyoud et al [134] clarified that application level of IT Governance by 

using COBIT framework in Syrian banks reached the fourth maturity level 

according to the PAM book. 

-Lubbad, R. Ashour, Y. [135] elucidated that the mechanics of IT 

Governance reduces risks to trim down the financial electronic manipulation 

while being mindful of application usage. Assuring that in order to improve 

the maturity of Governance, it is a requirement that concentration on the 

essential steps to move forward to the next level are taken. In addition, a 

requirement of an understandable plan and clear strategy for management and 

surveillance of all activities in IT Departments is met. 

-Al Meida, R, Pereira and Da silva, M. [136] indicated that the mechanics 

of IT Governance is reducing these risks to reduce the financial electronic 

manipulation in light of the application of E-Government in the 

governmental units theoretically. 
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-Harikrishnan, S. & Zakareya, A [137] affirmed that the implementation 

of ISO 27001 standards in some Egyptian banks may affect indicators of 

profit as measured by return on capital, as well as the implementation of PCI-

DSS standards may affect asset quality as in Non-performing loan ratio. 

-Griffiths, M. Janahi, & Al-Ammal, H. [138] focused on the IT 

Governance rules and recommendations, and how to improve its maturity 

level in the local markets by processes that have been considered significant 

and necessary for implementing IT Governance framework considerable by 

respondents, concluding in managing all processes. 

-Alber, N. & Nabil, M. [139] affirmed that studies concentrating on ITG 

and COBIT were conducted trying to explore the current situation for a better 

understanding of the current market situation regarding such theories.  

-Madian, A. & Nazeer, M. [140] targeted the banks sector in Latakia, Syria 

and discovered that there is a commitment of using exercised IT Governance 

in the public banks of Latakia that ensures the control on this source trying to 

achieve the aim of these financial organizations. 

-Kadhim, K. & Ahmad, J. [141] from Iraq, clarified that COBIT 

framework can be guided to develop regularly appropriate measures that 

achieve effective use of IT resources, infrastructure, skills, hardware, 

software, and several other components. 

-Alkhaldi, F. & Wraikat, M. [142] examined the public sector in Jordan 

concentrating on ITG exploring that there is a relationship between IT 

Governance and IT Portfolio Management Pillars and organizations should 

take into consideration the importance of IT Governance and its 

accountability pillars, transparency, participation, and predictability in 

enhancing IT Portfolio Management. 
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-Furthermore, there are no significant variations in the Maturity Level 

Index scores between the four regions within the UAE (Abu Dhabi, Dubai, 

Sharjah and other Emirates) with the average of KPI scores between 

manufacturing trading and service sectors (See in [143]). 

 

(2016-2017) 

-Finally, during 2016-2017, several researchers in countries behind the 

online curve overwhelmingly felt responsible and continued to investigate IT 

Governance performance in their market (Lebanon, Bahrain, and Morocco). 

Then by conducting empirical studies on both public and private sectors 

arriving to the conclusion that IT directors and managers are more 

knowledgeable about COBIT, ITIL, ISO 17799, PAM Book, and Balanced 

Score Card approaches in comparison to employees in Lebanese 

organizations. 

-IT structure in Bahrain public institutions requires reevaluation to 

improve the commonly known IT activities, leading to spread a cultural 

accountability by means of precise responsibilities and roles. Some 

organizations in Morocco are beginning to implement IT Governance 

practices and processes but IT frameworks are not applied, yet neither the 

other specific act like Service Level Agreements (SLA’s), Activity Based 

Costing, ROI calculation, or measurements also are not widely practiced, so 

it might need more time and effort to be done.  

-At the Palestinian institutions, IT usage in the completion stage of the 

audit process and reports issuance leads to improve quality of audit 

performance and documentation since this will insure more relevant evidence 

and objective results of audited items (See in [144]). 
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 - Afandi, W.  [145] agreed with Alkhaldi and assured that lately there are 

relationships between IT Governance, IT Portfolio Management, and their 

Pillars (such as accountability, transparency and PMOS, PMPS, PMRB) 

keeping into consideration that the relationship between IT Governance and 

IT Portfolio Management also strongly exists in the Saudi Arabian 

Organizations. 

 

 

 

 

 

 

  

 

 

Figure 11: Publications according to MENA R.     Figure 12: Sectors included in the study 

Source: prepared by the author                          Source: prepared by the author 

Researchers’ interests and their contribution studies on IT Governance and 

COBIT frameworks focused on certain sectors. As clarified in figure12 

above, it is noticeable that the highest percentage, according to the sectors in 

the MENA region, showed that 53% of the studies represented the general 

sectors while the banking sector ranked second with 19%. Respectively, both 

Governmental and Telecom sectors ranked third with 8% for each, with the 

Health sector coming in fourth showing 6%. The remaining 6% were divided 

equally between the audit institutions and the industrial sector.  
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However, due to the largest sample that could be found on websites and 

electronic storage libraries, Figure 11 shows the total number of researches 

targeting various sectors in the MENA region, focused mainly on IT 

governance, and COBIT framework in all aspects.  

It is perceivable that the total number of related articles found was 37 and 

the year 2012 was ranked first place with 21% of that total number. The year 

2015 ranked second place with 18.4% targeting several sectors in MENA 

countries.  

Furthermore, it is noticeable in the figure from 2012 and afterwards that 

the number of publications has been increased by almost three times, perhaps 

due to the release of COBIT 5 framework on 2012 by ISACA institutions. 

COBIT 5 (the governance and management of enterprise IT) was considered 

as a comprehensive framework that helped to spread awareness all over the 

region regarding its importance and motivated institutions in different 

sectors/countries to use such frameworks due to its importance to enhance 

work procedures and risk controls in any institution. 

Continually, Figure 13 below shows that comparing between all of the 

countries in the MENA region, Jordan and Saudi Arabia had the highest 

rankings in contributions of publications related to IT Governance since 2006 

until 2017. While Bahrain took third place contributing with the latest four 

publications, Algeria, Egypt, UAE, Syria, Iraq and Iran submitted the same 

number of publications which they had occupied the fourth rank in equal 

percentages. Unfortunately, the remaining countries resulted in modest 

contributions in the MENA region with the fact of the total absence of some 

of them. 
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Figure 13: Contributions of MENA countries in Published studies related to ITG, IT 

Audit, ISG, and other similar studies. Source: prepared by the author  

 

 

Figure 14: Topics of Publications used in MENA Region 

Source: prepared by the author  
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Figure 14 shows several frameworks that have been targeted by 

researchers in order to investigate the Main ITG implementation in several 

institutions included in the MENA region. The aforementioned figure 

clarified that there are seven frameworks, which have been researched since 

2006. There are uncertainties that the studies have demonstrated which are 

generally on the IT Governance and COBIT frameworks from different 

aspects such as CAIS, ICT Governance, IS audit, IT audit, and IS 

Governance. All the above-mentioned share the same affair by aiming to 

enhance work processes & procedures in order to mitigate risks and 

strengthen controls.  

4.2 CLOUD COMPUTING 

4.2.1 Discussions &Comparison study 

As mentioned previously, legal information mentioned below are 

primarily gathered by regulation documents legislated by some main 

authorized parties in three European Countries. 

1- Financial Conduct Authority (FCA), Prudential Regulation Authority 

(PRA), Data Act Protection (DAP), UK Government regulations, Bank of 

England (United Kingdom) 

2- Hungarian National Bank (MNB), Hungarian Financial Supervisory 

Authority (HFSA), National Authority for Data Protection & Freedom of 

Information in Hungary (Hungary) 

3- Federal Office for Information Security (BSI), and German Federal Data 

Protection (BDSG) (Germany) 
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The most six important sections that have been considered in the 

comparison study due to their essential influence on cloud computing services 

implementation are as follows: (See in [28-31] [38] [146-147]) 

4.2.1.1 Regulatory Considerations & International Standards 

Initially, the British point of view is that institutions should have a 

documented business case to support the decision of outsourcing considering 

any relevant regulatory obligations, as well as probable risks and remain 

certain that the outsourced agreement will not worsen the firm’s operational 

risk. Vital for regulation determination while keeping in mind this 

jurisdictional key point, the contract also should guarantee the auditors and 

regulators’ effective access to data and business premises in case the service 

provider is located out of the U.K. On the other hand, adherence of the 

provider to the international standards is demanded, taking into account the 

importance of external assurance since it might be more relevant regarding 

the well-understood standards and stabilized assessed services in data centers. 

Conversely, competent authorities in Hungary ensure the need of 

regulatory compliance before using the cloud services after assessing the 

detailed tasks in the decision-drafting phase. Besides the necessity of ensuring 

the essential controls and monitoring capabilities by the provider, it furthers 

more focus on complying with the regulations of “Act L of 2103” in electronic 

information security in case the systems are identified as an entity of key 

importance in the financial sector. Apart from this, they concentrate on 

monitoring the changes in the regulations of the EU as well as the Hungarian 

National Bank (MNB) regulations and international EU data privacy 

provisions and practices. 
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Additionally, in Germany, responsible parties see that in combination with 

the previous result, a high degree of trust in the cloud service provider is 

required before agreeing in contract with them. In addition, they consider the 

cloud computing compliance controls catalogue (C5) as the baseline that is 

intended to be an aid for the customer. Such a catalogue besides some 

international standards that should be taken into consideration such as 

ISO/IEC 27001:2013/ CSA3/ AICPA4 / IDW6 ERS FAIT 5 / BSI IT provides 

a better overview for a higher level of security and allowed us to avoid 

redundant audits.  

4.2.1.2 Risk Management 

Risk assessment is one of the serious aspects that firms should focus on. 

In fact, some parties in the UK ensure that firms should have a documented 

risk assessment and identification. Therefore, to generate further steps in 

order to mitigate risks while taking into consideration the main point of 

jurisdictional risk mentioned previously, for the reason of its significant 

impact on business procedures. Keeping in consideration the firm’s 

responsibility in assessing and managing those operational risks and 

monitoring concentration risks, the business recovery overcomes in case the 

outsource provider failed, in addition of breaches notification.  

Comparatively, other parties in Hungary strengthen the concept of the IT 

risk analysis to meet the requirements in cloud service security principles and 

phases of service’s lifecycle. This would be achieved by operating controls 

either by the institution or by the service provider, as what was agreed upon 

by the signed contract, whereas the institution shall manage risks causing 

regulatory noncompliance with risk mitigation actions. This defines the level 

of required assurance according to the risk level of the areas involved. 
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However, Germans have a different perspective in this regard as some of 

the knowledgeable authorities see that policies and instructions for the general 

procedure applicable to the identification, analysis, assessment and handling 

of risks and IT risks. Specifically, they are documented, communicated, and 

provided according to (SA-01). The procedures for the identification, 

analysis, assessment and handling of risks, including the IT risks relevant to 

the cloud service, are done at least once a year in order to take internal and 

external changes and influencing factors into account. In addition, the 

identified risks should be comprehensibly documented, assessed, and 

provided with mitigating safeguards. Finally, top management parameters for 

the Risk Appetite and Risk Tolerances of the cloud provider must be included 

in the policy for the risk management. 

4.2.1.3 Data Security and Data protection 

UK experts believe that a security assessment and a data residency policy 

with the provider should be carried out by a firm, besides the provider’s data 

loss and breach notification processes that should be aligned with the firm’s 

risk appetite and legal / regulatory obligations. 

Although, if public clouding is utilized, then data segregation and data 

sensitivity should be considered, keeping into account the appropriate steps 

to mitigate security risks as well as retaining an acceptable overall security 

exposure in the firm, in which general institutions should comply at the very 

least with the main principles of the DPA (Data Protection Authority). 

Contrarily, Hungarian experts affirm that the institution should identify 

and apply security classification to the planned data in order to be outsourced 

by the cloud service provider in line with the legal regulations and its own 

data protection rules as specified in “NAIH” the Hungarian national authority 
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for data protection and freedom of information. Nonetheless, the data security 

requirements, stored data, and data transmission should be defined between 

the institution and the cloud, the resource and the cloud, and the cloud and 

other external service providers. All of them should be protected from 

unauthorized access and modification, recognizing that security incidents and 

their resolution should be declared, and the provider should support any 

regulated fraud’s investigation. Moreover, institutions should support 

protection against malicious codes, including the installation, regular update, 

and central monitoring of security tools, as well as regular checking of the 

network and devices using an antivirus tool.  

However, the institution is supposed to obtain assurance that the cloud 

service provider adheres to the relevant data protection rules and legal 

regulations (as mentioned previously) and identifies the differences between 

the data protection requirements relevant to the institution and the cloud 

service provider’s data protection commitments, practices, and data reporting 

obligations relying on the contractual conditions.  

Lastly, the assurance of safe handling and processing of personal data, 

banking data, insurance data, and confidential data classified by other 

sectorial laws is absolutely necessary, in compliance with the data protection 

regulation.  

On the other hand, German experts reassure that the security of cloud 

services is an ongoing task so data of the cloud customer should only be 

processed, stored, and backed up outside the contractually agreed locations, 

only with the prior express written consent of the cloud customer. The cloud 

provider must use secure network protocols for the import and export of 

information as well as for the management of the service in order to ensure 
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the integrity, confidentiality, and availability of the transported data. 

Moreover, the requirements for the protection of personal data according to 

BDSG (German Federal Data Protection Act) or the EU Data Protection 

Directive boil down to the following: Legal permission/consent, Direct 

collection, Data minimization, Purpose limitation, Transparency, etc. 

4.2.1.4 Effective Access to Data & Business Premises 

Regulated firms should require effective access for the auditors, regulators, 

and relevant competent authorities to data related to its outsourced activities 

offered by service providers as UK expert parties advise. As such, regulated 

firms detect these notification requirements on accessing data and should be 

reasonable without restrictions on auditors and regulator’s access, since they 

must treat any information disclosed in accordance with the confidentiality 

obligation set out in (FSMA)1. Simultaneously, contracts should enable them 

to contact the service provider directly in case a firm cannot disclose data for 

any reason. In addition, in some cases, contracts must allow business 

premises’ access relevant for the exercise of effective oversight, apart from 

that it is preferable to provide reasonable prior written notice before the time 

of this visit. This is valid except when there is an emergency or crisis situation 

at times when the scope of visit could be limited only to the services that are 

used by the firm’s group. 

 

1The Financial Services and Markets Act is an Act to make provision about the regulation of 

financial services and markets; to provide for the transfer of certain statutory functions relating to 

building societies, friendly societies, industrial and provident societies and certain other mutual 

societies; and for connected purposes. 
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Complementary to the UK, Hungarian experts assure that data stored in 

the cloud should be protected from unauthorized access/modification and its 

availability ensured since sufficient logical data access controls is considered 

as one of the data security requirements within its scope of authority. 

Accordingly, the institution should establish a documented as well as 

approved user and access rights management procedure. Such procedures are 

at least on an equal level with the local procedure used for local systems, 

which should cover the processes for requesting approval, setting up access 

rights, regular review, and revocation. Although, privileged users are 

identified by a multifactor authentication, whereas the comprehensive and up-

to-date record of authorized users and their access rights should be 

documented including user privileges. All the above mentioned should be 

monitored regularly. Similarly, the institution should obtain assurance that its 

resources located in the cloud are protected against unauthorized physical or 

logical access, damage, theft, and protection of the cloud service provider’s 

data centers as much as the Physical access that is combined with 

environmental controls of physical resources (management of cryptographic 

keys).  

German experts concentrate on the necessity of role and rights 

documentation, based on the business and security requirements of the cloud 

provider, as well as the policy for the management of the systems and data 

access authorizations. Such authorizations are responsible for rolling the 

granting and changing processes of data access authorizations for users under 

the responsibility of the cloud provider. At the same level, the perimeter of 

the premises/buildings, critical information, information systems, and other 

network infrastructure should be protected in a physically solid manner by 

means of appropriate security safeguards. In addition, structural, technical, 
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and organizational safeguards should protect sites from unwanted physical 

access or against natural threats such as fire, water, earthquakes, explosions, 

and civil disturbances.  

4.2.1.5 Change Management and Continuity Plan 

 Commonly, risks can be introduced when changes are made to processes 

and procedures. UK expert authorities advise that firms should have a 

comprehensive change management process, establishing what provision has 

been made for making future changes to technology service provisions and 

how the testing of changes will be carried out. On the other hand, a firm 

should have arrangements to ensure that it can continue to function and meet 

its regulatory obligations if outsourced services are interrupted, considering 

the probability and impact of an unexpected disruption along with the 

importance of the documentation of the firm’s strategy, including recovery 

from an event, plans for communicating, and regularly testing.  

However, Hungarian authorities advise institutions to obtain regular 

assurance of the cloud service provider’s compliance with the data security 

and protection requirements, which should be obtained at least annually or 

after any significant changes in the relevant business process, service, 

configuration or legal environment. Knowing that, some institutions might 

rely on independent third parties’ audits or certifications for obtaining such 

kind of assurance.  

German experts affirm the need to comply with the security targets in case 

of new developments and procurement of information systems. In case 

changes are made, the results should be categorized, prioritized, and subjected 

to tests during the development phase on the basis that a risk assessment is 

completed in order to obtain an appropriate authorization prior to making the 
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change available to the production environment. Furthermore, configuration 

of the objects, which might be affected by the change, should be assessed with 

regard to potential impacts not forgetting that emergency changes that should 

also be classified by the change manager who creates the change 

documentation before applying the change to the production environment. 

However, the main value concluded in the top management group who were 

identified as the process owners of the business continuity and contingency 

management also bear the responsibility for the establishment of processes in 

the company, as well as the compliance with the policies. Continually, they 

must ensure that adequate resources are available for an effective process. 

Based on the business impact analysis, a uniform framework for planning the 

business continuity and business plan should be introduced, documented, and 

applied in order to ensure that all plans are consistent  

4.2.1.6 Exit plan 

In the UK, experts clarify that firms need to ensure the capability of exiting 

plans of outsourcing without undue disruption to their provision of services 

or their compliance with regulatory regime. In that term, firms should have 

understandable, documented, and fully tested exit plans as well as termination 

agreement in order to maintain business continuity in case of transition to an 

alternative service provider. They should also consider obligations to ensure 

the outsourcing provider cooperate with the firm for a smooth transition and 

ensure the remote data from the service providers’ systems on exit. Above all, 

it is imperative to monitor concentration risk and consider what actions 

should be taken in case of failure from the outsource provider.  

Comparatively, Hungarian experts suggest that institutions should prepare 

an action plan and an exit strategy in order to mitigate risks, which in turn 
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should stipulate such service conditions allowing a facilitated exit from the 

cloud while providing the stored data in a format that can be interpreted and 

used irrespectively in the cloud service. This ensures and tests the operability 

of the impacted business processes in case the cloud service is discontinued 

with a risk proportionate method and frequency. 

Finally, German experts advise that to maintain business continuity, the 

institutions should simply carry out the following several steps that should be 

defined in the action plan and exit strategy during the exit process:  

• Installation of migration tools;  

• Testing the downloading of the data in a test environment;  

• Downloading the data in the production environment, and taking back 

the service based on the scripts;  

• Validating based on the acceptance criteria; verifying the correctness of 

the data taken back; and closing the migration;  

• Follow-up for fixing errors after migration;  

• After the successful exit from the cloud, deleting the data at the service 

provider, including both live, backup, and archiving environments 

according to the contractual conditions 

 

However, the service provider shall provide assurance (declaration) of 

deleting the data; Terminating the unnecessary IT and communication 

connections with the service provider.  

4.2.2 Matrix: BSA Global Cloud Computing Scorecard (2016) 

4.2.2.1 Discussion 

The below matrix shows the response of the United Kingdom and 

Germany regarding several inquiries collected from the latest BSA survey 

study (2016) and merged with the Hungarian response which I have also 

collected from the Hungarian national bank authority through a survey and 

several meetings with the appropriate authorized personnel. 
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As observed in the table below, the first three sections display nearly 

similar responses among the three countries in various questions. 

Comparatively, noticeable differences occur in “Data Privacy” where data 

controllers are partially free from registration requirements in the UK, along 

with differences occurring in “Cyber Security” and “Intellectual Property 

Rights”, including “Cybercrime” (specifically the Budapest Convention 

consistency), particularly questioning law concerning cloud computing 

services and data transmission, additional to their policies, and criminal 

sanctions of copyrights on internet.  

Questionnaire & Responses: 

Nu Question UK Germany Hungary 

Data Privacy 

1 
Are there laws or regulations governing the collection, use, or other 

processing of personal information? 
YES YES YES 

2 
Is the privacy law compatible with the Privacy Principles in the EU 
Data Protection Directive? 

YES YES YES 

3 
Is the privacy law compatible with the Privacy Principles in the 

APEC Privacy Framework? 
YES YES YES 

4 
Is an independent private right of action available for breaches of 

data privacy? 
Available Available Available 

5 
Is there an effective agency (or regulator) tasked with the 

enforcement of privacy laws? 

Sectorial 

Regulator 

National 

Regulator 

National 

Regulator 

6 Are data controllers free from registration requirements? Partial Not Free Not Free 

7 Are cross-border transfers free from registration requirements? YES YES YES 

8 Is there a breach notification law? Partial Partial Partial 

SECURITY 

9 
Is there a law or regulation that gives electronic signatures clear 

legal weight? 
YES YES YES 

10 
Are ISPs and content service providers free from mandatory 

filtering or censoring? 
YES Partial YES 

11 
Are there laws or enforceable codes containing general security 

requirements for digital data hosting and cloud service providers? 

Limited 

coverage in 
legislation 

Limited coverage 

in 
legislation 

Limited 
coverage 

in 

legislation 

CYBERCRIME 

12 Are cybercrime laws in place? YES YES YES 

13 

What access do law enforcement authorities have to encrypted data 

held or transmitted by data hosting providers, carriers or other 
service providers? 

Unlimited access 
Access with a 

warrant 
Not stated 

14 
Are cybercrime laws consistent with the Budapest Convention on 
Cybercrime? 

YES Partial YES 
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INTELLECTUAL PROPERTY RIGHTS 

15 Is the country a member of the TRIPS Agreement? YES YES YES 

16 Have IP laws been enacted to implement TRIPS? YES YES YES 

17 
Are criminal sanctions available for unauthorized making available 
(posting) of copyright holders’ works on the Internet? 

YES Partial Partial 

18 
Are there laws governing ISP liability for content that infringes 
copyright? 

YES YES YES 

19 
Is there clear legal protection against misappropriation of cloud 

computing services, including effective enforcement? 

Comprehensive 

protection 

Comprehensive 

protection 

Limited 

protection 

Support for Industry-Led Standards & International Harmonization of Rules 

20 
Are there laws, regulations or policies that establish a standard 
setting framework for interoperability and portability of data? 

YES YES YES 

21 
Is there a regulatory body responsible for standards development for 
the country? 

YES YES YES 

22 Are international standards favored over domestic standards? YES YES Partial 

23 
Does the government participate in international standards setting 
process? 

YES YES YES 

PROMOTING FREE TRADE 

24 

Are cloud computing services able to operate free from laws or 

policies that mandate the use of certain products (including, but not 
limited to types of software), services, standards or technologies? 

NO YES YES 

25 

Are cloud computing services able to operate free from laws or 
policies that establish preferences for certain products (including, 

but not limited to types of software), services, standards or 

technologies? 

NO Partial Partial 

26 

Are “cloud computing” services able to operate free from laws that 

discriminate based on the nationality of the vendor, developer or 

service provider? 

YES YES YES 

IT READINESS, BROADBAND DEPLOYMENT 

27 

Are there laws or policies that regulate the establishment of different 

service levels for data transmission based on the nature of data 

transmitted? 

Regulation under 
consideration by 

government and 

extensive public 
debate 

Regulation under 
consideration by 

government and 

extensive public 
debate 

No 

 

Table7: Global Cloud Computing Scorecard (2016) 

Source: prepared by the author  

4.2.2.2 Analysis Results: 

The content of the basic questionnaire above was derived from the BSA 

2016 Annual Global Cloud Computing Scorecard of which some major 

questions were collected to investigate the extent of aptitude, disposition, and 

inclination of those three EU countries for implementing and hosting Cloud 

computing services. 
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Questions have been weighted due to their importance and impact on cloud 

services. They have been divided into seven main fields, each of which 

containing several questions possessing different weights with a summation 

of 100% per section. Each field has its own different weight with a total of 

100% based on COBIT 5 framework as the following:  Data Privacy “17%”, 

Security “21%”, Cybercrime “22%”, Intellectual Property Rights “9%”, 

Support for industry led standards “9%”, Promoting Free Trade “8%”, and IT 

Readiness “14%”. See figures below.   

Figure 15: Cloud computing -Survey Results - 7 main fields 

Source: prepared by the author 
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Figure 16: Percentage of calculations - Cloud Computing  

Source: prepared by the author  

As a result, we can calculate the individual average for each section 

separately for each country aside, as follows: 

- Germany total ratio = (79.315%) 

- Hungary total Ratio = (75.260%) 

- United Kingdom total ratio = (85.125%) 

 

 

Table 8: Important Indicators, IT Readiness (Germany, United Kingdom, Hungary) 

(cloud computing) (See in [23-25]). Source: prepared by the author  

 

General Indicators Germany UK Hungary 

Population (millions) (2014) 83 63 9.8 

Population Density (people per square km) (2014) 232 267 106 

Per Capita GDP (US$ 2014) 47.627 45.603 28,565 

IT Service Exports (2014) (billions of US$) 108.1 120.5 7.3 

IT Readiness Indicators 

Internet Users (millions) (2014)  69 57 7.770 

International Connectivity Score (2014) (Score is out of 10) 5.42 5.90 4.2 

International Internet Bandwidth (2014) (bits per second per 

Internet user) 

145.990 429.830 154,765 

Fixed Broadband Subscriptions (millions) (2014) 29 23 2.8 

Active Mobile Broadband Subscriptions per 100 inhabitants 

(2014) 

64 89 41 

Number of Active Mobile Broadband Subscriptions (millions) 

(2014) 

53 56 4 

Indicators values were collected from the BSA annual report merged with the values collected from the 

authorized parties in Hungary such as (MNB) the National Bank of Hungary 
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The above values show that United Kingdom is still considered as one of 

the leading countries concerning readiness and showing ability of 

implementing such cloud services. Nevertheless, Germany highly competes 

with the others in some major fields such as “Data Privacy” and “Promoting 

Free Trade”, where the country rises above the UK. Furthermore, it is also 

worth mentioning that “Data Privacy” is considered as one of the most 

important requirements for a healthy implementation process of Cloud 

solutions. Finally, due to the previous values, Hungary notably supersedes the 

other two competing countries in that regard, defeating Germany in two other 

fields (“Security” and “Cybercrime”). 

 
 

Figure 17: Population Indicator versus Internet (cloud computing) 

Source: prepared by the author  

 

The chart above (Figure 17) shows the population in the three countries 

mentioned earlier compared to the number of internet users, which represents 

almost one third of the total number of the internet users that are considered 

as fixed broadband subscribers, while nearly two-thirds of the total numbers 

of internet users are considered as mobile internet users of all types. 
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Figure 18: Population Indicator versus GDP (cloud computing) 

Source: prepared by the author  

 

As shown in the chart above (Figure 18), the population of each country 

compared to the population density per each square kilometer provides a 

general perception of the difficulty of delivering internet services according 

to the population sample while also maintaining the security of information 

without preventing penetration. Furthermore, the graph shows the differences 

in the expected growth of the average real GDP per capita compared to the 

total annual export volume for 2014 in IT services, taking into account the 

services of cloud computing, which is considered one of the leading services 

in recent years. 

 
 

Figure 19: International Internet Bandwidth versus Connectivity score  

Source: prepared by the author  
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The chart above (Figure 19) clarifies the total active mobile broadband 

subscription percentage as per each country showing that the United Kingdom 

ranked in first place by having the largest number of active mobile broadband 

subscriptions. Additionally, it had the first rank by adopting the highest 

international internet bandwidth as well as the international connectivity 

score in 2014, which gives us an indication regarding the reason of why the 

UK is considered one of the top leading countries in the matter of regulating 

and implementing such cloud computing services. 

4.3 IT Operational risk 

4.3.1 Discussions &Comparison study 

The previously conducted survey, related to the IT Operational Risk topic, 

targeted 26 banks in the Jordanian financial sector asking several questions 

regarding three main event types related to the operational risk role of work 

according to Basel II and other international standards’ instructions. Twenty-

two banks answered and their responses were received and collected 

successfully, as seen in the prepared figures and results below: 

 
 

Figure 20: Respondents ‘gender                   Figure 21: Respondents’ job titles  

Source: prepared by the author                     Source: prepared by the author  

 

27%

73%

Respondents  
Gender

Female

Male
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As shown above (Figure 20), more than 75% of the respondents were of 

the male gender opposed to 27% of the female gender. Furthermore, 18.2 % 

of the respondents hold a managerial position with 6-10 years of experience. 

Adversely, the largest amount of the respondents represents managers with 

experience of approximately 11-15 years. Finally, this figure assures that 

most of the interested participants were regular employees with experience 

from 3-5 years. 

 
 

Figure 22: Results derived from survey - Log-normal distribution (IT Op. Risk) 
Source: prepared by the author (See in [148]) 
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As observed from Figure 22, some main results have been concluded as the 

following: 

- For the first event type “External Fraud”, the figure highlights that the 

(Average) mean value of the lower bound is derived by a calculation 

completed by all of the banks equaling 985.38 JODs. This clarifies that 

the Jordanian banks do not acknowledge a loss incident less than the 

average of 985.38 JODs. Given that, the standard deviation value comes 

to 1276.04 JODs indicating an estimation showing large differences in 

loss values as the banks have different regulations.  

- Regarding the “Frequency” column, it is defined as the number of 

occurrences repeated in a specific event type where it shows that the 

Mean value (as per the estimation by the specialist overlooking the 

“External Fraud” event type) equals 8.5 with a standard deviation value 

of 6.7, which represents the normal case in most of the Jordanian banks. 

- Regarding the “Individual Loss” column, it is defined as the average 

expected amount of individual losses related to a certain event type. 

Specifically, in our case, we can conclude that the mean value (as per 

the estimation of specialists regarding this specific event type) equals 

3259.18 JODs, while the standard deviation value equals 5446.51 JODs 

which clearly shows a large value of standard deviation; proving a large 

difference in the estimated values related to this section remain.  

- Regarding the “Maximum Loss” column, it is defined as the expected 

amount of the worst / largest loss. In our case, 20761.59 JODs is equal 

to the largest loss related to the “External Fraud” event type.  

- The highest mean value (as per the estimation of specialists) based on 

the expected annual values of lower bound belongs to the “Damaged to 
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Physical Assets” event type with a large standard deviation value equal 

to 4259.58 JODs. 

- The lowest mean value estimated annually for the lower bound is 

related to the “Business Disruption and System Failure” event type. 

This gives a direct indicator that the Jordanian banks concentrate on the 

importance of this specific event type including any other losses or 

incidents related to this event type due to its high sensitivity and impact 

on the daily work process in any institution. 

- Furthermore, the highest mean value estimated for the annual frequency 

segment (as per the estimation of the specialists) belongs to the 

“Business Disruption and System Failure” event type due to its lowest 

values of estimation linked to the “Lower Bound “segment which gives 

more chance to count additional incidences related to this event type. 

-  Vice versa, while keeping in consideration what was indicated in the 

external fraud section, the “Damage to Physical Assets” event type has 

been ranked in the middle range between both previously mentioned 

event types. 

-  Thus, it is evident that all of the estimations of the specialists, regarding 

the “Individual Loss” and “Maximum Loss” segments, are similar in 

values. Despite the minor differences in the maximum loss related to 

the “External Fraud” event type equaling 20761.59 JOD’s, it proves that 

most of the banks grade the losses of this event type as one of the most 

expensive losses based on the large amount of fraud occurring recently 

in the Jordanian market, especially the ones related to the IT operations. 

- Moreover, one of the lowest estimated mean values of the individual 

loss segment relates to the “Damage of the Physical Assets” event type 
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clearly clarifying that such incidences are less harmful and less 

expensive than the others are.  

 

 
 

Figure 23:  Main events types results (IT Operational Risk) 

Source: prepared by the author    
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Figure 24: Jordanian banks net profit after Tax (in Million JODS) 

Source: prepared by the author  

- As shown above in Figure 23, the average amount of Capital (Reserve) 

linked to the “Business Disruption and Systems Failures” event type in 

all of the Jordanian banks has been estimated by specialists totaling the 

amount of “2,033,095” JODs. 

- In order to keep confidentiality for the Jordanian banks, it was 

prevented by the security protocols to expose the specific values of 

reserves related to each bank individually. Therefore, it was allowed 

only to show the total of the estimated values related to all of the 

Jordanian banks. 
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For retaining more acute results, I assumed that the specialists have 

underestimated the values of losses related to the previously mentioned event 

types and based on that, similar calculations were completed using the same 

variables but changing the LAM (Frequency) value with a lower estimation 

on one side and a higher estimation on the other, resulting with the following: 

- By estimating the LAM (frequency) segment with a lower value, the 

reserves slightly change with low effect on the essential calculation; but 

in contrast, the high estimation of the LAM (frequency) segment will 

significantly be affected with a higher value of needed reserves.  

- Consequently, there is a definite risk when underestimating the volume 

of loss caused by such event types since such an act would result in a 

massively negative effect on the business role inside any institution, 

while noting that a high level of awareness is highly needed in that 

topic. 

4.4 COBIT 5 Framework 

As mentioned previously, the conducted survey focused on representing 

the 37 main suppositions derived from the five main processes (APO - BAI 

- DSS – MEA - EDM) and divided into 127 questions measuring the 

Jordanian bank’s compliance to the CBJ regulations related to the COBIT 5 

Framework, as well as its reflection on the financial performance of all the 

Jordanian banks. All answers were collected and analyzed using SPSS tool 

for more certainty and accuracy. Results showed the following: - 
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Figure 25: Bank’s Related Departments throughout COBIT 5’s implementation 

phase. Source: prepared by the author  

 

- Noticeably in the COBIT 5 framework, the Information Technology is one 

of the most involved departments inside any institution during the 

implementation phase. Accordingly, 43% of the processes in COBIT 5 

framework are related to the IT division (as shown above in Figure 25).  

- Additionally, some institutions in the Jordanian banks’ sector considered the 

Project Management Department as the second most involved department due 

to its essential role that would affect the whole work process in any 

organization. Keeping in consideration that the board/higher management 

also holds a larger responsibility according to the Governance processes 

(EDMs) related to the COBIT 5 framework, which is due to its genuine 

relation with the IT Governance committee including all of the related 

executives and stakeholders, headed by the general manager of the firm. 
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Table 10: Survey participant’s information (COBIT 5) 

Source: prepared by the author   

Based on Figure 10 above, the table shows results with some detailed 

information related to the respondents of the 23 banks surveyed, showing that 

the total number of banks in Jordan are 26, divided into local, foreign, and 

Islamic banks. Therefore, it is worth mentioning that all of the banks’ names 

had been encoded and not specified in some parts of the analysis due to the 

privacy agreements with the legislative authorities. 
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4.4.1 Descriptive Analyses for Population's Respondents 

The characteristics of the respondents in the selected population were 

found within the research conducted on 26 Banks operating effectively at the 

level of the Hashemite Kingdom of Jordan, where all the banks operate under 

the umbrella of the Central Bank of Jordan. 

4.4.2 Descriptive Analysis according to the Gender: 

Gender 

  Percentage 

Valid 

Male  65% 

Female  35% 

Total  100% 
 

Table 11: Respondents to gender (COBIT 5) 

Source: Prepared by the author based on SPSS analysis outputs 

The table above describes the respondents' gender; with males representing 

a percentage of 65% that have responded to the questionnaire opposed to the 

number of female respondents with a percentage of 35%.  
 

Figure 26: Respondents to Educational level & Gender (COBIT 5) 

Source: prepared by the author  
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4.4.3 Descriptive Analyses according to the Educational Levels: 

Academic Qualification 

 Percentage 

Valid 

Bachelor’s degree 70% 

Master’s degree 26% 

PhD Degree 4% 

Total 100% 
 

Table 12: Respondents to Academic Qualification (COBIT 5) 

Source: Prepared by the author based on SPSS analysis outputs 

Table 12 describes the number of respondents according to their academic 

qualification with the majority of them representing approximately 70% 

holding bachelor’s degrees, respondents holding a master’s degree with 26%, 

and a PhD Degree with 4%.       

4.4.4 Descriptive Analysis according to the Professional Work 

Experience: 

Professional Work Experience 

 Percentage 

Valid 

11-15 Years 35% 

16-20 Years 17% 

21-25 Years 22% 

3-5 Years 9% 

6-10 Years 17% 

Total 100% 
 

Table 13: Respondents to professional work experience (COBIT 5) 

Source: Prepared by the author based on SPSS analysis outputs 
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Table 13 shows that the largest group of respondents represented 11-15 years 

of professional experience as a group of 35%, followed by a group of 22% 

representing professional experience of 21-25 years. 

 

 

Table 14: Respondents to job title (COBIT 5) 

Source: Prepared by the author based on SPSS analysis outputs 

4.4.5 Descriptive Analysis according to the Job Title: 

Table 14 above shows that the largest number of respondents according to 

the job title belongs to the Risk Department - IT Operational Risk Manager 

representing 29% of the respondents, which indicates that according to the 

researcher's knowledge, the most concerned sect are the managers related to 

the Risk Department. 

 

 

 

 

 

 

 

 

 

 

Job Title 

 Percentage 

Valid 

Audit Department - IT Auditor 17% 

I.T Consultant 4% 

Information Security and QA Unit Head 4% 

Information Security Senior Officer - Risk Dep. 8% 

IS Department – Manager 13% 

IS Executive Manager 4% 

IT Department - Executive Manager 13% 

IT Department - Manager 8% 

Risk Department - IT Operational Risk Manager 29% 

Total 100% 
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Figure27: Respondents Work Experiences, Professions & Positions (COBIT 5) 

Source : Prepared by the author  

 

Figure 27 shows that the most interested respondents that participated in 

such a survey from the banks’ employees were females with an experience 

ranging between 11-15 years of work, followed by males with an experience 

ranging between 16-20 years of work. Recognizing that the percentage of the 

female employees in the Jordanian bank’s sector exceeded 38% according to 

the latest declaration from the ABJ (The Association of Banks in Jordan), it 
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is clear that the above representation of 26% of the interested respondents 

were from the Risk Departments who are in turn responsible for the IT 

Operational Risk Division, followed by the Information Security Department, 

and finally the Information Technology & Audit Departments. 

4.4.6 Descriptive Analyses for Variables Relation ships :  

- The Banks and ROE / ROA 

 
 

Table 15: Financial performance ratios for Jordanian banking sector (2016-2017) 

Source: prepared by the author  
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Figure 28: ROE Compared results according to 2016 – 2017 

Source: prepared by the author  

 Figure 29: ROA Compared results according to 2016 – 2017 

 Source: prepared by the author 
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Figure 30: Net Profit Compared results according to 2016 – 2017 

Source: prepared by the author  

According to the figures above (28,29,30) and based on the CBJ and ABJ 

accurate financial statements, only 8 out of 23 ROEs’ results related to the 

Jordanian banks had increased during 2017. In turn, only 9 out of 23 ROAs’ 

results related to this exact sample increased in 2017, and 11 out of 23 

Jordanian Banks enlarged its Net Profit values in 2017. 

Table 16 below shows the results of the previously conducted survey 

indicating the deployment’s maturity level of the COBIT 5 framework in the 

Jordanian banks’ sector. It clarifies the mean values (Maturity levels) for the 

37 processes divided into 5 main sections (APO, BAI, DSS, MEA, and 

EDM).  
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Table 16: COBIT 5 Processes (AVG, Mean, SD) Table - Jordanian Banks’ Sector. 

(COBIT 5). Source: prepared by the author. 

 

Table 16 above shows the results of the previously conducted survey 

indicating the deployment’s maturity level of the COBIT 5 framework in the 

Jordanian banks’ sector. It clarifies the mean values (Maturity levels) for the 

37 processes divided into 5 main sections (APO, BAI, DSS, MEA, and 

EDM).  
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The right section of the table clarifies the 5 main values of maturity levels 

seperated into the main sections of the COBIT 5 framework according to the 

23 banks responses, as previously mentioned. The table clearly shows that the 

higher value belongs to the APO main process, while the lowest value belongs 

to the MEA main process. Conclusively, in the initial stage of the project the 

majority of the Jordanian banks are concentrating on deploying the APO 

(practical) part of the COBIT 5 framework (Align, Plan, and Orgnize) rather 

than the MEA (control) part of the framework process (Monitor, Evaluate, 

and Assess). 
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Table 17: Responsibility of departments according to COBIT 5 framework  

  Source: prepared by the author  

 
 

      Process Level 
Department 

Level      

# ID Process Name 
Responsible 
Department 

Shared 
Responsibili

ty 
No. 

Participa
nt 
Percenta
ge 

Mean SD 
Av. 

Mea
n 

Av.  
SD 

1 APO10 Manage Suppliers Admin Dep. IT 1 2.70% 3.0 0.501 3.00 0.50 

           

2 MEA02 
Monitor, Evaluate and Assess the 
System of Internal Control AUDIT 

OP Risk 1 2.70% 2.7 0.664 2.70 0.66 
           

3 MEA03 

Monitor, Evaluate and Assess 
Compliance with External 
Requirements Compliance  

N/A 1 2.70% 3.1 0.397 3.10 0.40 

           

4 APO06 Manage Budget and Costs Finance N/A 1 2.70% 3.0 0.439 3.00 0.44 
           

5 

EDM01 
Ensure Governance Framework 
Setting and Maintenance 

Higher 
Management 

GM 

     5 13.51% 

2.8 0.548 

2.92 0.44 
EDM02 Ensure Benefits Delivery PMO 3.0 0.355 

EDM03 Ensure Risk Optimization Risk 3.1 0.392 

EDM04 Ensure Resource Optimization HR 2.8 0.409 

EDM05 Ensure Stakeholder Transparency IT 2.9 0.477 
           

6 

APO04 Manage Innovation HR PMO 

3 8.11% 

2.9 0.428 

3.00 0.46 APO07 Manage Human Resources HR N/A 3.1 0.608 

BAI08 Manage Knowledge HR N/A 3.0 0.357 
           

7 APO13 Manage Security IS N/A 1 2.70% 2.9 0.435 2.90 0.44 
           

8 

APO01 
Manage the IT Management 
Framework IT 

N/A 

15 40.54% 

2.8 0.539 

2.91 0.48 

APO02 Manage Strategy IT N/A 3.2 0.557 

APO08 Manage Relationships IT N/A 3.1 0.410 

APO09 Manage Service Agreements IT N/A 3.1 0.411 

APO11 Manage Quality IT N/A 2.9 0.518 

BAI03 
Manage Solutions Identification 
and Build IT 

N/A 2.9 0.548 

BAI04 Manage Availability and Capacity IT N/A 2.9 0.489 

BAI06 Manage Changes IT N/A 2.7 0.655 

BAI07 
Manage Change Acceptance and 
Transitioning IT 

N/A 3.0 0.402 

BAI09 Manage Assets 
IT 

Admin 
Dep. 

2.9 0.443 

BAI10 Manage Configuration IT N/A 2.7 0.448 

DSS01 Manage Operations IT N/A 2.9 0.432 

DSS02 
Manage Incidents and Service 
Requests IT 

N/A 2.9 0.413 

DSS03 Manage Problems IT N/A 2.7 0.558 

DSS05 Manage Security Services IT IS 3.0 0.388 
           

9 

APO03 Manage Enterprise Architecture PMO N/A 

6 16.22% 

2.8 0.454 

2.92 0.51 

APO05 Manage Portfolio PMO N/A 2.9 0.460 

BAI01 Manage Programs and Projects PMO N/A 3.0 0.529 

BAI02 Manage Requirements Definition PMO N/A 3.1 0.423 

BAI05 
Manage Organizational Change 
Enablement PMO 

N/A 3.0 0.501 

MEA01 
Monitor, Evaluate and Assess 
Performance and Conformance PMO 

N/A 2.7 0.670 
           

10 APO12 Manage Continuity Risk IS 3 8.11% 2.8 0.591 2.90 0.45 
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As shown in Table 17 above, the basic information of relations between 

the 37 processes and the related departments according to its role in deploying 

COBIT 5 framework, clarifying several main issues as follows: 

- The ID and the process name introduce each process individually. 

- The columns “Responsible Department” and “Shared Responsibility” 

define the associated departments linked to the related processes 

according to its roles. 

- The column “Number of Processes” defines the total associated 

processes to each department individually. 

- The column “Participant Percentage” defines the percentage of related 

processes out of 37 processes divided as per the related department. 

- The sectional column “Process Level” defines the mean and standard 

deviation as per each process individually. 

- The column “General Department Level” defines the average mean 

and average standard deviation as per the department level. 

4.4.7 Correlations 

Basic forms of correlation coefficients (Pearson) were calculated to 

examine the strength and direction of the relationship between each set of 

variables. Correlation analysis is used to describe the strength and direction 

of the linear relationship between two variables. The Pearson correlation 

coefficient (r) can take on only values from -1.00 to +1.00. A correlation of 

+1.00 indicates a perfect positive correlation (i.e. as one variable increases, 

so too does the other) and a value of -1.00 indicates a perfect negative 

correlation (i.e. as one variable increases, the other decreases). Conversely, a 

correlation of zero indicates no linear relationship at all. I have tested the 

correlation connection between the independent variable revealed by the 
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COBIT Maturity level of the related departments in the banks (Admin, Audit, 

Compliance, Finance, Higher management, HR, IS, IT, PMO) and the 

dependent variable revealed by the financial performance indicators 

accredited by ABJ ( Association of banks in Jordan) and CBJ (Central bank 

of Jordan) using SPSS.  

Correlations Tables: 

 

 Admin Audit Compliance Finance HM HR IS Risk PMO 

Admin Pearson 

Correlation 
 ,633** ,477* ,636** ,790** ,722** ,620** ,728** ,677** 

Sig. (2-tailed)  ,001 ,021 ,001 ,000 ,000 ,002 ,000 ,000 

N  23 23 23 23 23 23 23 23 

Audit Pearson 

Correlation 
  -,006 ,711** ,812** ,684** ,588** ,890** ,877** 

Sig. (2-tailed)   ,980 ,000 ,000 ,000 ,003 ,000 ,000 

N   23 23 23 23 23 23 23 

Compliance Pearson 

Correlation 
   ,098 ,294 ,271 ,480* ,337 ,249 

Sig. (2-tailed)    ,658 ,173 ,212 ,021 ,116 ,252 

N    23 23 23 23 23 23 

Finance Pearson 
Correlation 

    ,746** ,598** ,416* ,696** ,637** 

Sig. (2-tailed)     ,000 ,003 ,048 ,000 ,001 

N     23 23 23 23 23 

Higher 

Management 

Pearson 

Correlation 
     ,576** ,590** ,841** ,848** 

Sig. (2-tailed)      ,004 ,003 ,000 ,000 

N      23 23 23 23 

HR Pearson 

Correlation 
      ,773** ,733** ,688** 

Sig. (2-tailed)       ,000 ,000 ,000 

N       23 23 23 

IS Pearson 
Correlation 

       ,754** ,749** 

Sig. (2-tailed)        ,000 ,000 

N        23 23 

IT Pearson 

Correlation 
,742** ,770** ,467* ,552** ,729** ,778** ,879** ,904** ,894** 

 Sig. (2-tailed) ,000 ,000 ,025 ,006 ,000 ,000 ,000 ,000 ,000 

 N 23 23 23 23 23 23 23 23 23 
 

Table 18: Correlation between departments (COBIT 5) 

Source: prepared by the author  

The correlation shows that the Admin, Audit, Compliance, Finance, 

Higher management, HR, IS, IT, PMO, and Risk departments are 
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insignificantly correlated with ROA, ROE, and net profit related to the Banks 

Financial Performance in 2017. This is ordinary and expected since COBIT 

5 Framework mainly affects some major set of policies and procedures related 

to IT or other related departments in any institution. Therefore, the revenue 

of implementing such a framework on any institution will not take place in 

the immediate foreground of the financial performance especially in the case 

of individual process application. Yet, it requires sufficient time in order to 

reap the results of applying the whole set of altered procedures that will affect 

the daily work practices of the related departments.  

Keeping in consideration that such an act would lead to generate major 

outputs of work products and KPISs, they would yet to be measured 

depending on the actual performance and deliverables of each related 

department. 

**. Correlation is significant at the 0.01 level (2-tailed). 

*. Correlation is significant at the 0.05 level (2-tailed). 

 

In addition, Table 18 concludes some of the relationship between the 

independent variables based on the IT Department is concluded as follows: 

 

 

IT and admin  

The correlation shows that IT is significantly and positively associated 

with the admin department. The statistical results indicate that there is a 

significant correlation (r) between the variables, (0.742). 
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IT and audit  

The correlation shows that IT is significantly and positively associated 

with the audit department. The statistical results indicate that there is a 

significant correlation (r) between the variables, (0.770).  

IT and compliance 

The correlation shows that IT is significantly and positively associated 

with the compliance department. The statistical results indicate that there is a 

significant correlation (r) between the variables, (0.467).  

IT and finance 

The correlation shows that IT is significantly and positively associated 

with the Finance department. The statistical results indicate that there is a 

significant correlation (r) between the variables, (0.552).  

IT and higher management 

The correlation shows that IT is significantly and positively associated 

with the Higher Management. The statistical results indicate that there is a 

significant correlation (r) between the variables, (0.729).  

IT and HR 

The correlation shows that IT is significantly and positively associated 

with the HR department. The statistical results indicate that there is a 

significant correlation (r) between the variables, (0.778).  
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IT and IS 

The correlation shows that IT is significantly and positively associated 

with the IS department. The statistical results indicate that there is a 

significant correlation (r) between the variables, (0.879).  

IT and PMO 

The correlation shows that IT is significantly and positively associated 

with the Project Management department. The statistical results indicate that 

there is a significant correlation (r) between the variables, (0.894). 

IT and Risk 

The correlation shows that IT is significantly and positively associated 

with the Risk department. The statistical results indicate that there is a 

significant correlation (r) between the variables, (0.904).  

Furthermore, three main tables are included in the analysis part as follows 

(Paired Samples Statistics table, Paired Samples Correlations table, and 

Paired Samples Test table) showing descriptive statistics such as Mean, 

Sample Size, Standard Deviation, and Standard Error for each variable 

entered. Notably, the sample size here is 23 banks. 

The implemented paired T-test can only use cases that have non-missing 

values for both variables while the Paired Samples Correlations shows the 

bivariate Pearson correlation coefficient (with a two-tailed test of 

significance) for each pair of variables entered. 
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Paired Samples Correlations (ROE, ROA, Net Profit) 

Correlations 

 
Admin Audit Compliance Finance 

High - 
Mang. 

HR IS IT PMO 

           

ROA_2017 Pearson 
Correlation 

,197 -,165 ,391 ,155 ,074 
-

,019 
,170 ,150 -,003 

Sig. (2 
tailed) 

,368 ,452 ,065 ,479 ,738 ,931 ,438 ,496 ,990 

N 23 23 23 23 23 23 23 23 23 

ROA_2016 Pearson 
Correlation 

-
,010 

-,031 ,055 ,118 ,063 
-

,154 
,052 ,124 ,098 

Sig. (2-
tailed) 

,964 ,889 ,802 ,593 ,776 ,483 ,814 ,573 ,656 

N 23 23 23 23 23 23 23 23 23 

DIF_ROA Pearson 
Correlation 

,293 -,194 ,484* ,067 ,023 ,174 ,174 ,051 -,132 

Sig. (2-
tailed) 

,174 ,375 ,019 ,761 ,916 ,428 ,426 ,817 ,549 

N 23 23 23 23 23 23 23 23 23 

ROE_2017  Pearson 
Correlation 

,196 -,073 ,304 ,266 ,236 
-

,067 
,130 ,110 ,106 

Sig. (2-
tailed) 

,370 ,741 ,158 ,219 ,278 ,762 ,554 ,618 ,630 

N 23 23 23 23 23 23 23 23 23 

ROE_2016 Pearson 
Correlation 

,094 ,089 ,067 ,320 ,280 
-

,072 
,118 ,177 ,253 

Sig. (2-
tailed) 

,669 ,685 ,763 ,137 ,195 ,745 ,592 ,420 ,245 

N 23 23 23 23 23 23 23 23 23 

DIF_ROE Pearson 
Correlation 

,157 -,273 ,382 -,118 -,098 ,015 ,008 
-

,126 
-,263 

Sig. (2-
tailed) 

,474 ,207 ,072 ,592 ,655 ,946 ,969 ,568 ,225 

N 23 23 23 23 23 23 23 23 23 

Net_Profit_2017 Pearson 
Correlation 

,171 ,190 ,020 ,228 ,264 ,104 ,136 ,204 ,223 

Sig. (2-
tailed) 

,435 ,386 ,929 ,295 ,223 ,636 ,537 ,351 ,306 

N 23 23 23 23 23 23 23 23 23 

Net_Profit_2016 Pearson 
Correlation 

,132 ,219 -,069 ,246 ,275 ,092 ,122 ,201 ,247 

Sig. (2-
tailed) 

,550 ,315 ,756 ,258 ,203 ,675 ,579 ,359 ,257 

N 23 23 23 23 23 23 23 23 23 

DIF_Profit Pearson 
Correlation 

,284 -,021 ,417* ,055 ,107 ,116 ,144 ,138 ,025 

Sig. (2-
tailed) 

,190 ,926 ,048 ,802 ,628 ,597 ,512 ,531 ,909 

N 23 23 23 23 23 23 23 23 23 
 

Table 19: Paired Samples Correlations (ROE, ROA, Net Profit) (COBIT 5) 

Source: prepared by the author  
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The Paired Samples Correlation table highlight the information that 

departments score as significantly positive correlated pointing out that the 

highest correlation found was between the IT Department and Risk 

Department showing a value of (r = .904). 

 

Paired Samples Test (1) 

Paired Departments 

Paired Differences 

t Df Sig Mean 

Std. 

Deviation 

Std. 

Error 

Mean 

95% 

Confidence 

Interval of 

the 

Difference 

Lower Upper 

Pair 

1 

IT - Admin  
,1156 ,3384 ,0706 -,0308 ,2619 1,638 22 .116 

Pair 

2 

IT - Audit  
-,2504 ,4582 ,0955 -,4485 -,0522 -2,621 22 .016 

Pair 

3 

IT - Compliance  
,1953 ,3827 ,0798 ,0298 ,3608 2,447 22 .023 

Pair 

4 

IT - Finance  
,0866 ,3783 ,0789 -,0770 ,2502 1,097 22 .284 

Pair 

5 

IT - High. 

Management -,0076 ,2479 ,0517 -,1148 ,0996 -,148 22 .884 

Pair 

6  

IT – HR 
,0800 ,2302 ,0480 -,0195 ,1796 1,668 22 .110 

Pair 

7 

IT – IS 
-,0439 ,2122 ,0442 -,1356 ,0479 -,991 22 .332 

Pair 

8 

IT – PMO 
-,0117 ,1726 ,0360 -,0863 ,0629 -,325 22 .748 

Pair 

9 

IT – Risk 
,0231 ,1661 ,0346 -,0487 ,0949 ,667 22 .512 

Table 20:  Paired Sample test based on IT Dep. (COBIT 5) 

Source: prepared by the author  
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Paired Samples Test (2) 

# Paired Dep. Sig. (2-tailed) 

Pair 1 Audit - Admin  ,003 

Pair 2 Audit - Compliance ,012 

Pair 3 Audit - Finance ,002 

Pair 4 Audit - High Management ,014 

Pair 5 Audit - HR ,004 

Pair 6 Audit - IT ,016 

Pair 7 Audit - PMO ,003 

Pair 8 Audit - Risk ,007 

Pair 9 Compliance - High Management ,037 

Pair 10 Compliance - IS ,013 

Pair 11 Compliance - IT ,023 

Pair 12 Compliance - Risk ,030 

Pair 13 HR - IS ,043 
 

Table 21: Paired Sample of Most significant T-tests (COBIT 5) 

Source: prepared by the author  

Determinately, there is a significant statistical difference between the 

departments clarifying that the work role obviously differs among paired 

departments. 

The following figure shows the survey results maturity levels related to the 

COBIT 5 Framework. 

 

 

 

 

 

 

 
 

 

Figure 31: COBIT 5 Processes (AVG, Mean, SD) Chart - Jordanian Banks’ Sector  

Source: prepared by the author . 
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Based on Figure 31 above, which is mainly derived from the essential results 

of the survey  tht targerted the banks in the Jordanian market.ome intersting 

results were exposed as the following: 

-  The lowest mean value belongs to the MEA Group of Processes 

showing that most of the banks did not give the needed attention for this 

kind of process or that they might have faced serious dificulties in 

implimenting such a process, knowing that the group of processes are 

mainly owned by the control departments additional to the PMO 

division, even though the SD gives an indicator that there are major 

differences between the banks’ responses dissimilar to each other in this 

regard. 

-  The highest number between all of the average/means calculations 

belongs to the APO group of processes equaling the value of 3, 

clarifying that the majority of banks in Jordan highly comply with these 

types of processes implimentation in all aspects of APO (Align, Plan, 

and Organize) found in the COBIT 5 framework, knowing that the 

largest part of this group of processes are mainly owned by the IT 

Department while the rest are related to the PMO, HR, Finance, IS and 

Administration Departments. 

-  High Standard Deviation values clarify large dissimilarities according 

to the specialists’ responses based on the maturity level of the banks, as 

they have different assumptions regarding the recent achieved levels of 

processes’ implementation. Nevertheless, the above figure clarifies that 

the MEA (Monitor, Evaluate and Assess) group of processes calculated 

the highest value of  SD equaling 0.6 degrees, clarifying that most of 

the banks differ in their responses indicating that they slightly 
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differenciate in their maturity level of implemnting and complying with 

COBIT 5 regulations related to the MEA practices in all aspects. 

-  The APO02 process (Manage Strategy), owned by the IT department, 

retains the highest value of 3.2 degrees average, which might clarify 

that the most mature department during the implementation process of 

COBIT 5 framework would be the IT division in most of the banks 

based on being familiar with such standards since their role of work 

usually should depend on a well managed IT strategy aligned with the 

general strategy of the institution.  

-  The APO03 process (Manage Enterprise Architecture), owned by the 

project management department in some financial institutions, would 

be considered as the lower value of the average. This would be 

convenient in most of the cases since this process is usaually built based 

on the general staretgic plan of the institution, and implementing such 

a process would be complicated most of the time, which would be the 

reason why most of the banks are facing difficulties to deploy such a 

process. 

-  The APO04 process (that manages innovation) has received the lowest 

value of SD indicating that most of the banks’ responses are highly 

similar in that regard, making it the smoothest and most comprehensive 

process concering an implemntation phase. 

-  Finally, it is evident the MEA01 process (Monitor, Evaluate and Assess 

Performance and Conformance) has received the higher value of SD 

which indicates that majority of the banks had different viewpoint 

concerning this process since it measures the performance and 

conformance in the institution which would slightly vary by the bank’s 

standard methods. 
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5. CONCLUSIONS AND RECOMMENDATIONS 

Through this thesis, some theoretical frameworks were adopted to explore 

the importance of the IT Governance concept such as the Cloud Computing 

method, IT Operational Risk Conception and COBIT 5 Framework. In order 

to clarify the conclusion, results were gathered in sections as the following: 

5.1. IT Governance - Conclusion 

After conducting an empirical comparison study in order to analyze the 

scientific content of the previous and current scientific researches targeting 

the public, private, and governmental sectors in the MENA region, I 

concluded the following:  

- The theoretical studies contribution in the MENA region targeting the 

IT Governance sector was concluded by 11 theoretical studies against 

27 empirical studies in that regard. 

- Since early 2006, several studies precisely targeted the IT Governance 

topic, but many researchers in the MENA region also paid early 

attention towards similar topics of this framework. The majority of 

those studies have been conducted empirically focusing on several 

types of sectors such as the banking sector with a percentage of 19% of 

all the targeted studies, additional to 8% representing the percentage of 

participation related to the governmental and telecom sectors.  

- Jordan ranked first due to concentrating on the value of maturity 

interconnected with their awareness level, as well as their aim in 

deploying the IT Governance concept in several areas especially in the 

banking sector with 21% of all participant studies. Saudi Arabia ranked 
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second with 18.4% in all types of research, and Bahrain placed third 

with 10.5% of the total participant studies.   

- Several MENA region researchers concentrated on the IT Governance 

topic and concluded with participant studies equaling 57.8%, with 

26.3% of the participants focused on COBIT articles, while the rest 

were counted with other related topics. 

- A massive absence of participation by several countries such as Tunis, 

Yemen, and Libya occurred due to their economic instability and 

political situation. 

- As a result of insufficient awareness and knowledge in the research 

field, it is extremely important to spread the cultural awareness in the 

MENA region regarding the importance/impact of the role that research 

plays, especially in the field of IT Governance due to its huge effect on 

the development process in any institution. 

- Extra effort should be placed in publishing scientific articles related to 

IT Governance and COBIT Frameworks targeting the Industrial and 

Health sectors in the MENA region. 

- The COBIT 5 Framework is strongly linked to the IT Governance 

framework by reason of concentrating on the value of integrating the 

management and governance utilities in order to the reach to the 

extreme values of adopting IT techniques, policies, and procedures 

aligned with the general strategic plan of any institution. 

- The remaining two subjects (Cloud Computing and IT Operational 

Risk) are partially connected to the IT Governance concepts, 

confirming their importance and sequential necessity for providing 

awareness of multiple types of threats/risks that might surround the IT 
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division giving a chance for preparing a suitable IT environment and 

focusing on needed methods that mitigate risk and strengthen controls. 

5.2. Cloud computing - Conclusion 

By preparing and reviewing the majority of publications and scientific 

articles related to the subject, several points had been focused on in order to 

clarify the importance and accuracy of using the Cloud Computing method, 

since it is considered as an essential and valuable trend in recent years, yet 

most of the users underestimate its risk. The following are the main results: 

- Cloud Computing is divided into several well-known types, such as 

Public Cloud, Private Cloud, and Hybrid Cloud.  

- Public cloud is possibly represented by the “Software as a Service” 

model (SaaS) in which the service provider controls all the elements in 

the cloud model. 

- Hybrid cloud is possibly represented by the “Infrastructure as a 

Service” model (IaaS) and “Platform as a Service” model (PaaS) in 

which the institution and service provider share the responsibility of 

controlling the cloud elements 

- Private cloud is considered as the most secured cloud option since it is 

completely managed by the institution itself.  

- Community cloud is one of the most important and recent competing 

trends in the market, ensuring effectiveness and added security yet has 

not currently achieved one of the key goals of assuring reduction of 

expenses while using cloud services. 

Regarding the Cloud Computing conducted research, I discovered that 

there are some key points that the majority of legislative authorities in several 

countries agreed on in order to help institutions ensure constant and secure 
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work procedures for the use of cloud computing services, specifically the 

outsourced ones, concluding in the following sections: 

      

1. Regulatory Considerations and International Standards of cloud 

computing require these common objectives to be met: 

- Relevant Regulatory obligations peculiar to Cloud computing services, 

focusing on Jurisdiction as where the service provider is located should 

be considered. 

- An assurance of the effective access to Data and Premises by the 

authorized people/controllers, specifically on data related to the 

outsourced activities offered by service providers, should be 

guaranteed. 

- Contracts should guarantee the rights of direct communication with the 

service provider in case beneficiary firms cannot disclose data for any 

reason and ensure access allowance to business premises that are 

relevant to the practice of “Effective Oversight” if needed. 

 

2. Risk Management in cloud computing requires these common 

objectives to be met: 

- Risk Assumption, Risk Avoidance, Risk Retention, Risk Transfer, and 

any other related strategy or related combination of strategies should be 

used and managed properly in similar institutions taking into account 

the Business recovery tactic in case of outsource provider failure, 

without neglecting any notification of breaches in the possible event of 

any unwelcome intruders. 

- The roles of Risk Assessment and Risk Control are two of the most 

critical phases considered to be as an on-going task, which should be 
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applied at least once annually due to its high effect on the success of the 

cloud service lifecycle regardless of which type of cloud service is used. 

 

3. Data Security and Data Protection methods in cloud computing requires 

these common objectives to be met: 

- Security Assessment and a Data Residency policy with the provider 

should be carried out by a firm, however, in case of using public 

clouding, data segregation and data sensitivity should be considered. 

- The identification and appliance of security classification to data that is 

planned to be outsourced to the cloud service provider should be 

prepared accurately by the institution in line with the legal regulations 

with its own data protection rules.  

4. Effective Access to Data and Business Premises in cloud computing 

requires these common objectives to be met: 

- The institution is required to obtain an assurance that the cloud service 

provider adheres to the relevant data protection rules and legal 

regulations that are set by the legislative authorities in various countries 

in order to make new provisions for the regulation of processing of 

information related to individuals, including the obtaining, holding, 

usage, or disclosure of such information. 

 

5. Change Management policy and Continuity Plan in Cloud Computing 

requires these common objectives to be met: 

- A regular assurance of the cloud service provider’s full compliance of 

the data security and protection requirements is required at least 

annually or after any significant changes are made to the relevant 

business process, service, configuration, or legal environment. 
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- In order to maintain well-functioning and healthy related work 

procedures, the Continuity Plan should be reviewed and adopted by 

higher level management in case of any disturbance in work flow, 

unexpected trouble, or failure of the service provider. 

- It is essential for firms to have a comprehensive Change Management 

Policy establishing what provisions must be made for making future 

changes to technology service and methods of testing changes tasked to 

be carried out. 

6. Exit plan in cloud computing  

- It is essential to have a documented and fully tested Exit Plan to ensure 

the capability of exiting outsourcing plans without unexpected 

disruption to the firm’s provision of services or unexpected compliance 

with regulatory regime in case of termination or transition to an 

alternative service provider.   

- Focus should place on the importance of the obligations in the 

termination agreement that ensure the outsourcing provider cooperate 

with the firm for a smooth transition. 

 

Additionally, based on the conducted survey derived from the BSA global 

list, the following was concluded on my behalf: 

- The UK is still considered one of the leading countries concerning 

readiness and ability of implementing such cloud services.  

- Germany highly competes with the other countries in some major fields 

such as” Data Privacy” and “Promoting Free Trade”, where Germany 

rises above the UK in these regards. 

- The “Data Privacy” section is still considered one of the most important 

requirements for a healthy implementation process of Cloud computing 
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solutions, and notably, Hungary defeats the competing countries in that 

regard, also superseding Germany in two other fields (Security and 

Cybercrime). 

- I discovered that Germany ranked third place on the BSA global list, 

while the UK ranked in ninth place, considered as leaders due to their 

infrastructure, flexibility, and readiness for adopting such a concept in 

most of the sectors. Unfortunately, Hungary did not place on this list, 

compared to the first 24 mentioned leading countries worldwide in 

cloud computing domain. 

- On the other hand, I discovered that Hungary also competes on the level 

of regulations, assuring that most of the essential regulations related to 

Cloud Computing usage and methods are available and approved by the 

responsible authorities in Hungary.  

- Public Cloud users should be aware that their information could be 

stored in a shared infrastructure. For this purpose, I propose that cloud 

service providers should contractually agree to bear a financial burden 

in case of fraud occurrence according to their oversight or non-

adherence to the regulations agreed upon, as well as a security 

assessment and data residency policy with the provider always carried 

out by the firm. 

- I propose that different moderated rules should exist in place in order 

to regulate these cloud trends and in my opinion, a partnership be made 

among all European countries to act as an official unified party, which 

would be responsible for the creation of the regulations and standards 

that would suit the EU region. Such regulations would serve a better 

facilitation of cloud computing services due to the EU’s unity, 
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geographical proximity, and possible need to exchange such services 

among the EU countries. 

- A classification and ranking for past/present cloud service providers 

should be completed based on their sufficient compliance to related 

regulations and standards in order to facilitate a process for the 

beneficiary organizations to choose the best match of cloud service 

providers for contracting matters. Also, it is worth mentioning that the 

risk of Jurisdiction location of the service provider is an essential matter 

in this case focusing on the sensitivity of data used by the governmental 

sector rather that the private sector while applying cloud computing. 

- Extreme caution should be taken in the event that data belonging to the 

governmental sector might be used, transmitted, or stored, since such 

data is crucially sensitive and would affect the general safety standard 

in a country. 

- A classification of the data that will be used in cloud services should be 

applied before the implementation phase regardless of what kind of 

cloud model that will be used. 

- Finally, I suggest using a community cloud-computing model that 

groups institutions who share the same classification, business model, 

infrastructure, and community with common concerns, whether 

managed internally or by a third party, and either hosted internally or 

externally. 
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5.3. IT Operational Risk - Conclusion 

The following shows results related to the IT Operational Risk conducted 

survey which targeted all of the Jordanian banks, Knowing that after 

comparing the size and values of the collected data in this Jordanian study 

with a previous Hungarian study in 2012 which targeting most of the 

Hungarian banks, we found that the size of data in Hungary were 4 times 

larger than the Jordanian ones, based on that the following was concluded: 

- Most of the Jordanian banks have gained sufficient awareness 

specifically related to the three important event types with a high 

maturity level in the related work procedures.  

- I concluded that the "Business Disruption and Systems Failures” event 

type requires a capital (reserve) with an estimated total of 2.03 million 

JODs. This event type is considered vital, as it would affect the main 

role of businesses directly, possibly causing a detrimental 

collapse/termination of the daily work processes in case of high 

probabilities of occurrence. 

- The estimation of Capital (Reserve) related to the two event types 

(External Fraud and Damage to Physical Assets) calculate lower than 

the third event type (Business Disruption and Systems Failures). This 

possibly portrayed a history of less harmful outcomes while the 

estimation of occurrence of the first and second event types (Frequency) 

resulted in a lower average than the third event type, in all of the 

Jordanian banks. 

- The estimated net profit during 2017 for the 22 banks targeted in my 

survey totaled approximately 514 million JODs, as per the recent 

declaration of the Association of Banks in Jordan (ABJ). Therefore, 
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when comparing the results of their Allocation (Reserves), it is apparent 

that the specialists in the financial sector are too optimistic regarding 

the financial risks, especially during the years when the economical 

market was on the rise.  

- The volume of needed Allocation (Reserve) related to the three specific 

event types previously mentioned are grossly being underestimated by 

the banks’ specialists.  

- My study reveals that there is a high probability of achieving similar 

results in adjacent countries. Therefore, it is my proposition that such a 

survey should be completed by similar banks in the MENA region to 

ascertain the necessary data that can yield actions required in the 

financial sectors in order to avoid massive losses related to such event 

types. 

- The Jordanian banking sector pays careful attention to event types of IT 

Operational Risk as per the Basel II classification, keeping in 

consideration the differences between such event types. The following 

order of these event types is in accordance to their importance based on 

the concluded results: 

 1st Business Disruption and Systems Failures 

 2nd Damage to Physical Assets 

 3rd External Fraud  

In my opinion, it should be necessary for the Jordanian banks to give 

additional attention towards the expected IT Risk event types, especially the 

“Damage to Physical Assets” and “External Fraud” event types due to their 

critical impact on the business role in any institution. 
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5.4. COBIT 5 – Conclusion 

Based on the conducted Cobit 5 survey which targeted all the Jordanian 

banks and covering the period from (2016-2018) the following were 

concluded: 

- COBIT 5 Framework is considered as a comprehensive practice that 

includes 37 processes affecting more than 60 policies and 140 work 

procedures in any institution.  

- Most of the related policies and procedures are linked to the IT services 

and activities, guaranteeing that nine departments are commonly related 

to the COBIT 5 Framework summarized by the IT, IS, RISK, HR, 

Administration, Compliance, Organizational, Finance, and Audit 

departments, additional to the higher-level management. 

- This framework retains several major roles and responsibilities that 

should be clearly defined using the RACI model. Such a deployment 

requires continual practical improvements with small steps toward 

stabilization and effectiveness, assuring maximum focus on changing 

and improving the people’s behavior by scheduling professional 

training sessions, such as ITIL in order to increase the knowledge base 

of the related stakeholders and increasing their awareness regarding 

COBIT 5 processes, practices, and activities. 

- Tasking such a project for applying the COBIT 5 framework in any 

institution requires commitment and effort from all of the related 

stakeholders/departments. This is dependent on a very detailed plan and 

specified milestones to measure achievements periodically in order to 

assess current situations and immediately correct the direction if 



153 

 

necessary, since losing the road map of such a project might lead to 

some irreparable problems and even more conflicts. 

 

While conducting my research within the period of 2 years after the CBJ 

(Central Bank of Jordan) regulations were declared related to the COBIT 5 

Framework, my research concluded the following: 

- Many significant indicators showed an acceptable level of awareness 

within the Jordanian banks regarding the importance of deploying such 

a framework and standards for the projected longevity of their current 

infrastructure and the health of their institutions. 

- The majority of the Jordanian banks had faced several difficulties in the 

initial stages of the COBIT 5 implementation project. I have derived 

that the relationship between the COBIT 5 processes and financial 

performances of the Jordanian banks portrayed an insignificant 

relationship. This result is not in line with (Alramahi Nidal, Barakat 

Abdallah, Hossam Haddad (2014))  

- It was through my research that a discovery of the total value of the 

COBIT 5 maturity level related to all of the Jordanian banks reached a 

level of 2.9 out of 5. This indicates  

that the majority of these banks are complying with their best efforts in 

the deployment process of the COBIT 5 Framework striving to achieve 

the required maturity level according to the CBJ regulations. 

- The possibility of a positive correlation between the COBIT 5 

Framework and the financial performance indicators related to the 

Jordanian banks is remarkably promising, given sufficient time for the 

results of implementing the related enhanced policies and procedures to 

come to fruition.    
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- My research reveals that the financial performance and profitability 

ratios of the majority of related Jordanian banks still demonstrate some 

bad indicators of “ROA”, “ROE”, and “Net Profits after tax” when 

being compared between the years of 2016 and 2017.  

- Through my research, I have discovered that the most affected 

department while adopting the COBIT 5 Framework was the IT group 

concluding that approximately 40.5% of the practices were directly 

related to this division. 

- Notably, my results of this analysis showed strong correlations between 

the IT and the other involved departments, which indicated that most of 

the affected departments are related to each other sharing several 

concerns and responsibilities during the implementation process of the 

COBIT 5 Framework. 

It is my proposition that this survey should be replicated/conducted 

annually targeting the whole sample of Jordanian banks or in any interested 

comparable countries in the region, in order to assure the increased awareness 

of the maturity level in the importance of deploying and understanding such 

a framework. 

Finally, I strongly propose that the researchers in this field should continue 

studying and examining the COBIT 5 Framework further in several sectors in 

order to increase the value and volume of the academic contribution in that 

regard, clarifying the advantages of merging the concepts of management and 

governance within the IT sector. 

Optimistically, it is my belief that such indicators of awareness regarding 

the IT Governance topic will increase dramatically, especially with the recent 

release of the new COBIT 2019 regulations. 
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10 Appendix (A) 

• To Check IT Operational Risk Survey, please use the below link:  

https://docs.google.com/forms/d/1j0qX6GXpivL8bVEDb-rkuQBPE0ngjjCOm0U8g5fTKC8/edit 

• To check Cobit Survey, Please Use Below link: 

https://docs.google.com/forms/d/1y8Z515Aqg2vJqnWTRaWMnvu5HneiuBfPJ6skvLWPsNQ/edit 

 

•  The below shows the full version of the used table in the IT Governance 

study which was used in order to conclude the above related results. 

Table (1): 
No. Author Year Country  Sector Framework Type of research 

1 Hayale and  Abu 

Khadra 

2006 Jordan Banking CAIS Empirical 

Title  Evaluation of The Effectiveness of Control Systems in Computerized Accounting Information Systems: An Empirical 

Research Applied on Jordanian Banking Sector 

Findings The Jordanian domestic banks are using effective fraud and error reduction controls, there is a need for the application other 

control system, such as: data security, disaster recovery, communication level and electronical controls. 

No. Author Year Country  Sector Framework Type of research 

2 Balgedom 2006 Algeria Telecom IT 

Governance 

Empirical 

Title  The impact of ICT on the strategic management of Economics firms 

Findings The most important focus in the conclusion on the need to keep pace with technological development because of its role in 

the activation of the strategic management of organizations to cope with the pressures of modern complex competitive 

environment and achieve successes and advantages allow them to confrontation and survival. It is what Algerian economic 

institutions must strive for, and in particular Algeria Telecom company MOBILIS 

No. Author Year Country  Sector Framework Type of research 

3 Bakry, S. H., & 

Alfantookh, A. 

2006 Saudi 

Arabia 

Public IT 

Governance 

/ Cobit 

Theoretical 

Title  IT-governance practices: COBIT 

Findings IT governance is introduced in main four steps, 1st the review which identifies what is meant by ITG, then presenting main 

organization concerned with its development. 2nd review highlights COBIT. 3rd current state of Cobit and finally 

recommendations and comments of the future of IT governance developments. 

No. Author Year Country  Sector Framework Type of research 

4 ABU-MUSA, A. A 2007 Saudi 

Arabia 

Public IT 

Governance 

Empirical 

Title  Exploring Information Technology Governance (ITG) in Developing Countries: An Empirical Study 

Findings Ensuring alignment of IT strategy with overall organizational strategy and supporting it as well as using the IT resources in a 

responsible manner, managing their IT- related risks appropriately to get the most of the IT development for business 

success, the entire above is only done by achieving better governance in the Saudi organizations. 

No. Author Year Country  Sector Framework Type of research 

5 Zaied, A. N. H., 

Khairalla, F. A., & 

Al-Rashed, W 

2007 Kuwait Public ICT Empirical 

Title  Assessing e-Readiness in the Arab Countries: Perceptions Towards ICT Environment in Public Organisations in the State of 

Kuwait 

Findings The overall e-Readiness of the public organizations for applying e-Government is only 54%. Ninety percent of the public 

organizations have adopted ambitious plans to deliver their e-Services within the 10 coming years, while others have seen a 

more unstructured development. In addition, 50% of the information technology employees in these organizations agreed that 

the network backbone technologies and infrastructure that connect their organizations to the public network is ready for 

applying the e-Government and they satisfied about the performance of their organization towards applying e-Government. 

 

No. Author Year Country  Sector Framework Type of research 

6 Abu-Musa, A. 2008 Saudi 

Arabia 

Public Cobit Empirical 

Title  Exploring the importance and implementation of COBIT processes in Saudi organizations: An empirical study” 

https://docs.google.com/forms/d/1j0qX6GXpivL8bVEDb-rkuQBPE0ngjjCOm0U8g5fTKC8/edit
https://docs.google.com/forms/d/1y8Z515Aqg2vJqnWTRaWMnvu5HneiuBfPJ6skvLWPsNQ/edit
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Findings Employees in public sector realize COBIT process and domains impertinence, also lower percentage trust that such processes 

are satisfactorily implemented in their organization, keeping into consideration that banks service organizations and financial 

institutions show more concern and application of Cobit processes, also internal auditors, IT specialists and executive 

managers are the most who appreciated the importance of Cobit processes.  

No. Author Year Country  Sector Framework Type of research 

7 Ghazanfari, M., 

Fathian, M., & Rais 

S. M 

2009 Iran Banking / 

Government  

IT 

Governance 

Empirical 

Title  Cobit a suitable frame work for measuring IT Governance in Organizations (Case Study for Governmental Banks Of Iran)  

Findings For IT Governance in Iran, the average maturity level in the governmental banks is (1. 60), which means that Maturity level 

is not high enough regarding the importance of the adaptation of strategies of business with strategies of IT and the effective 

usage of IT that would benefit the institutions and helps to achieve strategic goals, also by losing the competition spirit in the 

banks  industry and the satisfaction by applying just the mandatory rules and regulations, governmental banks desire for 

hosting E-commerce in business as a strategic tool has been vanished . 

No. Author Year Country  Sector Framework Type of research 

8 Khadra et al. 2009 Jordan Banking IT 

Governance 

Empirical 

Title  An Empirical Examination of Maturity Model as Measurement of Information Technology Governance Implementation. 

Findings Local banks in Jordan applied effective awareness and communications, responsibility and accountability, and skills and 

expertise dimensions, on other hand, there is a shortage with others dimensions (tools and automation, “goal setting and 

measurement”, and “policies, plans, and procedures”) 

No. Author Year Country  Sector Framework Type of research 

9 Abu-Musa, A. A. 2009 Saudi 

Arabia 

Public Cobit \ IT 

Governance 

Empirical 

Title  Exploring COBIT processes for ITG in Saudi organizations: an empirical study 

Findings IT is the responsibility of IT departments in Saudi organization to implement ITG COBIT process and domains and such 

process are neither audited nor formally conducted in the organizations. Useful information for senior management 

accountants, auditors, IT managers should be spelled out to clarify the implementation phase and the impact of Cobit on ITG 

in Saudi organizations. 

No. Author Year Country  Sector Framework Type of research 

10  Abu-

Musa, A. 

2010 Saudi 

Arabia 

Public IS 

Governance 

Empirical 

Title  Information security governance in Saudi organizations: an empirical study 

Findings Even if the Saudi organizations majority are aware of the ISG’s importance as a competence factor for the success of IT and 

corporate governance but still most of them do not have any written IS policy statements nor clear information security 

strategies nor plans for disaster recoveries , even roles and responsibilities of IS  are not defined and communicated clearly, 

above all the alignment between ISG and the organization’s overall business strategy is relatively poor also risk assessment 

procedures are not effectively nor adequately implemented, finally performance measurement system or properly functioning 

ISG processes are not found in the majority of Saudi organizations. 

No. Author Year Country  Sector Framework Type of research 

11 Yarifard, R., & 

Gowda, K. N. 

2010 Iran Banking Cobit Theoretical 

Title  Applying CMMI to Determine the Stages of the COBIT Domains in the Banking Sector of Iran 

Findings In most of the banking sectors, after the process of adopting Cobit framework, it appeared that Three Cobit domains 

(Planning and Organizing), (Acquisition and Implementation), and (Delivery and Support) - were at the stage of “Defined 

Processes.  On the other hand the (Monitoring) domain was at the “Repeatable” stage in the Capability Maturity Model 

Integration “CMMI”. 

No. Author Year Country  Sector Framework Type of research 

12 Al-Qudah, et al, 2012 Jordan Hospital IS Empirical 

Title  Impact of Information Technology on Management Control at Al Bashir Public Hospital: A Case Study of Jordan” 

Findings Directors shall execute many training courses to enable the process of control connotation among staff members, and other 

growth segments in the field of information systems and mere latest technology at this topic. 

No. Author Year Country  Sector Framework Type of research 

13 
Ayshosh and Wadih  

2012 Algeria Public IT 

Governance 

Theoretical   

Title  IT governance: a strategic advantage in a knowledge economy 

Findings IT Governance and it's various frameworks and models, measurement and maturity models, and related implementation tools, 

and its roles in ensuring the performance of the organization also tries to describe how IT Governance explains Solow's 

productivity paradox 

No. Author Year Country  Sector Framework Type of research 

14 
Raeda I. abu Etaiwy 

2012 Palestine Public IT Risks 

Audit 

Empirical 

Title  Impact of the use of Information Technology Risks in Organizations Subject to Auditing on External Auditors' Job Quality in 

Gaza Strip 

Findings External auditors usually faces a lot of risks, but one of the most well known risks in organizations is called the “ACCESS 

RISK”, while “Environmental RISK” is the least one usually, the most measures affected by IT are efficiency and skills, on 

the otherhand both new clients' admission and retention of old ones are the least. 

No. Author Year Country  Sector Framework Type of research 
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15 Bin-Abbas, H., & 

Bakry, S. H 

2012 Saudi 

Arabia 

Government/Telecom ICT 

Governance 

Theoretical   / 

compare study 

Title  Assessment of ICT governance in three different Saudi institutions using an integrated approach 

Findings New ICT governance approach includes essential controls, incorporated knowledge management principles, structured 

according to a comprehensive scope and assessment measures including importance weights assessment indicators and 

implementation grades , assessing those three main Saudi institutions providing useful results and focus on problems that 

require attentions and finally presenting views on the control’s importance derived the ICT staff opinions. 

No. Author Year Country  Sector Framework Type of research 

16 Nicho, M., & 

Mourad, B. A. 

2012 UAE Public ITG/ITIL IT 

Governance 

Theoretical 

Title  Success factors for integrated ITIL deployment: An IT governance classification 

Findings Structures, processes, relational mechanisms are the 3 IT Governance domains, under each one of them there are 

correspondent ITIL domain provide relevant context to categorize the best practices. The difference between “process and “ 

relational mechanisms” contexts in ITG were mostly clear in the factor of “people” especially in “Organizational” and 

“communications” factors. 

No. Author Year Country  Sector Framework Type of research 

17 Salim, Othman, & 

Yahya 

2012 Iraq 

/mosusl 

Health ISG Empirical 

Title  An Investigation of ISG Status in Mosul Health Sector 

Findings Several facts regarding the Most of Mosul hospitals in Iraq: 

They are aware of the importance of ISG; they do not have disaster recovery plan or business continuity plan (BCP), neither 

have written information security policy nor security awareness program. There is no effective risk assessment procedures; 

implementation. Majority of Mosul hospitals do not have performance measuring systems or even a suitable working ISG 

processes.  
 

No. Author Year Country  Sector Framework Type of research 

18 Shivashankarappa, 
Smalov, Anba. 

2012 Oman Public Cobit Empirical 

Title  Implementing it governance using COBIT: A case study focusing on critical success factors 

Findings Many public sector enterprises in Oman have realized the importance of integration to provide comprehensive services to its 

citizens and thereby align to e-governance strategies. 

Many Organizations identified the critical success factors and then proposed a novel framework for achieving ITG. 

 

No. Author Year Country  Sector Framework Type of research 

19 Al Skafy et al.  2012 Jordan Telecom Cobit 5 Empirical 

Title  The level of information technology governance in KULACOM-Jordan Company 

Findings Moderate average of ITG is founded in Kulakom Jordan company, (E, D, and M), (BAI) COBIT principles are applied in 

highly degree in the company. The rest of COBIT principles such as: (A, P, O,), (D, S, S), (M, E, A) are applied in moderate 

degree. 

No. Author Year Country  Sector Framework Type of research 

20 Al-Zwyalif 2013 Jordan Industrial IT 

governance 

Empirical 

Title  IT Governance and its Impact on the Usefulness of Accounting Information Reported in Financial Statements 

Findings IT governance affects the usefulness of accounting information and AIS. However, this usefulness is significantly influenced 

by the AIS. IT governance affects the usefulness of accounting information through its direct effects on the AIS. 

No. Author Year Country  Sector Framework Type of research 

21 Al Ramahi et al, 2014 Jordan Banking COBIT 5 Empirical 

Title  Information Technology Governance Control Level in Jordanian Banks Using: Control Objectives for Information and 

Related Technology (COBIT 5) 

Findings Executives must ensure that information technology works with the greatest possible efficiency to help achieve goals and 

objectives. Growing competitive advantage, ensuring compliance and continuity, security and privacy are essential in order 

to achieve effective management for Information Technology related risks as well as maximal benefits in technology 

investment. 

No. Author Year Country  Sector Framework Type of research 

22 Abu Hajar and 

Amineh 

2014 Egypt Government IT 

governance 

Theoretical   

Title  The role of IT governance mechanisms in reducing information security risks to cut Of electronic financial manipulation in 

government units as a result of government system 

Findings The mechanics of IT Governance is reducing these risks to reduce the financial electronic manipulation in light of the 

application of E-Government in the governmental units theoretically 

No. Author Year Country  Sector Framework Type of research 

23 Lubbad, R. R., & 

Ashour, Y 

2014 Palestine Government IT 

Governance 

Empirical 

Title  Towards An Abbreviated Model of IT governance for Palestinian government sector According to COBIT 5 framework 

Findings 13 processes has high significant and necessary for implementing IT governance framework considerable by respondents 

concludes in Managing all process such as (Solutions Identification and Build, Strategy, Security Services, Relationships, 

Security, Assets, Continuity, the IT Management Framework, Problems, Operations, Business Process Controls), then 
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(Monitor, Evaluate and Assess Performance and Conformance), finally Ensure Benefits Delivery. The entire above are to be 

independent of context (international or national) and organizational settings. 

No. Author Year Country  Sector Framework Type of research 

24 Zyoud, Lateef, 

Nsour, Reem 

Mohammad 

2014 Syria Banking Cobit Empirical 

Title  Determining the level of IT governance applicable Commercial Bank of Syria in Lattakia according to aframework (COBIT) 

Findings The level of application of IT governance in the Commercial Bank of Syria Lattakia according to the framework (COBIT) is 

the four dimensions of the average level. 

 

No. Author Year Country  Sector Framework Type of research 

25 Harikrishnan, 

Zakareya, 

2014 Bahrain Public IT 

Governance 

Theoretical 

Title  Bahrain Governance Framework: Towards Efficient Use of IT 

Findings  Bahrain enterprise architecture and governance is long term, continuous effort and is an “living” entity with many parts, it is 

a model of organization’s enterprise and its future direction, enterprise architecture value to business operation should be 

more than simply information technology investment decision management, it is a main tool to reduce the response time for 

impact assessment, tradeoff analysis, reduce time-to-market, strategic plan redirection and tactical reaction, enterprise 

architecture and governance is not the end but a continuous journey. 

 

No. Author Year Country  Sector Framework Type of research 

26 Griffiths, Janahi, & 

Al-Ammal 

2014 Bahrain Public IT 

Governance 

Theoretical 

Title  IT Governance from the theory to Practice: The importance of accountability 

Findings Improving the Governance maturity needs to refocus on what is necessary to move beyond the current level and requires a 

clear strategy or plan for the oversight and management of IT activities. 

IT Governance is mainly related to IT decision-making authority. 

Accountability is an important part in IT Governance. 

Although organizations share more or less the same characteristics, they have different IT Governance maturity levels. 

IT Governance is specific for the organization and is the responsibility of the board and senior executives to give direction 

and control over IT 

No. Author Year Country  Sector Framework Type of research 

27 Alber and mayval 2015 Egypt Banking COBIT / IS Empirical 

Title  The impact of information security on banks in Egypt 

Findings Implementation of ISO 27001 standards may affect profitability indicators as measured by "Return on Capital", while 

implementation of PCI-DSS standard may affect asset quality as measured by "Non-Performing Loan Ratio" 

No. Author Year Country  Sector Framework Type of research 

28 Madian A., NAzeer 

M. 

2015 Syria Banking IT 

Governance 

Theoretical 

Title  IT in Public banks Branches in Latakia City (A Field Study) 

Findings There is commitment of the public banks in Latakia city using exercising of IT governance that ensures the control on this 

resource, as well as, making sure that it enhances achieving wished fit with the strategy and aims of these organizations. 

No. Author Year Country  Sector Framework Type of research 

29 Karima A. Kadhim, 

Ahmad J. Hamoudi 

2015 Iraq Public Cobit Theoretical 

Title  IT governance procedures: A proposed model in the light of Cobit’s framework objectives 

Findings General concept of information technology reflects the group elements interact with each other in order to perform specific 

tasks. And that the adoption of these techniques requires the provision of an appropriate environment to understand the 

hardware and software and provide adequate resources for the information technology, infrastructure and the skills required. 

COBIT framework can be guided to develop appropriate regulatory measures that achieve effective use of those components. 

No. Author Year Country  Sector Framework Type of research 

30 Vijayakumar, U., & 

Ilangovan, D. 

2015 UAE Public / SME’s IS AUDIT Empirical 

Title  A Quantitative Approach to Information Systems Audit in Small and Medium Enterprises 

Findings This study focused on measuring the effectiveness of the IS audit functions in selected small and medium enterprises. The 

variations in KPI scores between (manufacturing, trading and services sectors) sectors in India and UAE for the SMEs. The 

Study found There are no significant variations in the Maturity Level Index scores, between the sectors in India.  in addition, 

There are significant variations in the Maturity Level Index scores, between the sectors in the UAE. Furthermore, There are 

no significant variations in the Maturity Level Index scores, between the four regions (Abu Dhabi, Dubai, Other Emirates and 

Sharjah), in both countries India and UAE. There is no significant interaction between the two factors sector and region, in 

the determination of Maturity Level Index scores, in both the countries. Therefore, the auditor should examine the 

Information System policies and standards followed in an SME. 

 

No. Author Year Country  Sector Framework Type of research 

31 Dr. FIRAS M. 

ALKHALDI 

Dr. MINWER M. 

WRAIKAT 

2015 Jordan Public ITG 

Governance 

Empirical 
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Title  Portfolio Management And IT Governance: An Empirical Investigation using PLS Path Analysis 

Findings There is a direct relationship between IT Governance and IT Portfolio Management Pillars; the Technique to Execute 

Organization Strategy (PMSE), Optimizing Resource Allocation across Projects (PMOS), Projectification of Business 

Strategy (PMPS), and Risk Balance (PMRB). 

Firms should take into considerations the importance of IT governance and its pillars accountability, transparency, 

participation and predictability in enhancing IT Portfolio Management. 

 

No. Author Year Country  Sector Framework Type of research 

32 Janahi, L., Griffiths, 

M., & Al-Ammal, H. 

2015 Bahrian Public ITG Empirical 

Title  A conceptual model for IT Governance: A case study research 

Findings Study enables public sector organizations to adopt an IT Governance model in a simple and dynamic manner. The model 

provides a basic structure of a concept; for instance, this allows organizations to gain a better perspective on IT Governance 

processes and provides a clear focus for decision-making attention. IT Governance model also forms as a basis for further 

research in IT Governance adoption models and bridges the gap between conceptual frameworks, real life and functioning 

governance. 

No. Author Year Country  Sector Framework Type of research 

33 
Hejase et al,  

2016 Lebanon public IT 

governance 

 Empirical 

Title  Information technology governance in Lebanese organizations 

Findings IT middle management represented by IT directors and IT managers are more knowledgeable about COBIT, ITIL, ISO 

17799, PMBok and Balanced Score Card approaches in comparison to employees. IT structure / strategy are aligned with the 

corporate structure / strategy. Implementing IT governance at their organizations will affect their job responsibilities, IT 

investments in their organization are taken in consultation with the board. IT structure/strategy are aligned with the corporate 

structure/strategy. 

 

No. Author Year Country  Sector Framework Type of research 

34 Mahmoud y. Zgout 2016 Palestine Audit institutions IT Audit Empirical 

Title  The Effectiveness of using Information Technology (IT) in Auditing and its impact on improving the quality of Auditing 

service in the Gaza Strip 

Findings IT is important in planning phase, control tests’ execution and process test phases. Important role played by IT in the 

analytical audit implementation phase and balance examination is based on assessment of the client’s ability to continue and 

comparing real results with the planned ones. 

IT usage in completion stage of audit process and report’s issuance leads to improve quality of audit performance and 

documentation since this will assure more relevant evidence and objective result of audited items. 

No. Author Year Country  Sector Framework Type of research 

35 Waleed S. Afandi 2016 Saudi 

Arabia 

Private ITG  Empirical 

Title  INFORMATION TECHNOLOGY GOVERNANCE ROLE IN ENHANCING IT PORTFOLIO MANAGEMENT: A CASE 

STUDY ON SAUDI ARABIA PRIVATE SECTOR 

Findings 1st there is an existence of the relationship between IT Governance and its Pillars: accountability, transparency, participation, 

and predictability. 

2nd there is an existence of the relationship between IT Portfolio Management and its Pillars: a Technique To Execute 

Organization Strategy accountability, transparency,, Optimizing Resource Allocation across Projects (PMOS), 

Projectification of Business Strategy(PMPS),and Risk Balance (PMRB). 

3rd there is a relationship between IT Governance and IT Portfolio Management. 

No. Author Year Country  Sector Framework Type of research 

36 Janahi, L. A. M.  2016 Bahrain Public ITG Theoretical 

Title  The importance of accountability in IT governance practice in the public sector: a case study of the Kingdom of 
Bahrain 

Findings IT structure in public sector organizations needs revisiting to enable to better disseminating of IT activities , therefore lead 

into promoting an accountability culture through definite roles and responsibilities. In addition, the researcher pointed to the 

enacting forces and the importance of IT-related laws in defining internal controls and protecting the organization‘s assets 

from IT related risks. 

No. Author Year Country  Sector Framework Type of research 

37 Nakabi, N., Tadili, 
H., & Semaa, A. 

2017 morocco Public ITG Empirical 

Title  The state of IT Governance in Moroccan Public Sector 

Findings IT governance based on decisive factors namely: (i) setting up an IT leadership authority that must be granted to the CIO 

with a clear definition of his authorities and responsibilities. (ii) Defining organization’s structure in terms of IT functionality 

and IT subordinates and describing limits and separations between Business/IT functions. (iii) Definition of clear decision-

making processes in terms of portfolio management, the necessary IT investments. Decision-making in the public sector is an 

important challenge 

Many organizations are beginning to implement IT Governance practices. We note that IT Governance Structures are 

implemented in the main cases. For IT Governance Processes, we note that IT frameworks are not applied and specific 

processes like Service Level Agreements (SLAs), Activity Based Costing, ROI calculation, and measurements are not widely 

practiced. 
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• The below shows the full version of the table used in the cloud computing 

study which was used in order to conclude the above related results. 

  Table (2)                 (UK) – United Kingdom   (HU) – Hungary    (GER) – Germany 

1 Risk Management  
 

UK 
*Documented Risk assessment, Identification, and steps to mitigate. *Support the decision making by 

identifying good practices including (data and information security management system requirements, cyber 

risks, rules & guidance. Considerateness legal and regulatory risks of providing or using services in different 

jurisdictional. *Assess & manage operational risks of regulated services which are under the firm’s 

responsibility. *Monitor concentration risk & consider actions after outsource provider fail. * Detailed breach’s 

Notification & business recovery arrangements. *Ensure that remediation of breaches is included in the 

contract. 

 
HU 

*The institution’s IT risk analysis covers the options for meeting the requirements in cloud service security 

principles, and phases of service’s lifecycle. *To meet these requirements the institution either operates its own 

controls or stipulates in the contract that the service provider operates the controls and the institution obtains 

assurance of the operation thereof. *The management of the institution ensures that risk mitigating action 

plans are prepared. *The institution shall manage risks causing regulatory noncompliance with risk mitigation 

actions. *The institution defines the level of required assurance according to the risk level of the areas involved 

in order to maximize the assurance obtained focusing on the availability of the required cloud security and the 

existing of audit expertise. 

 
 
 

GER 

*Policies and instructions for the general procedure applicable to the identification, analysis, assessment and 

handling of risks and IT risks in particular are documented, communicated and provided according to SA-01.2 

*The procedures for the identification, analysis, assessment and handling of risks, including the IT risks 

relevant to the cloud service are done at least once a year in order to take internal and external changes and 

influencing factors into account. *Identified risks are comprehensibly documented, assessed and provided with 

mitigating safeguards. *Top management parameters for the risk appetite and risk tolerances of the cloud 

provider are included in the policy for the risk management. *Top management is informed of the status of the 

identified risks and mitigating safeguards at least once every three months and in an appropriate form. 

*pointing on different jurisdictional problem, If the cloud provider is a German (AG) [public limited company] 

or a German (KGaA) [partnership limited to shares], § 91 Para. 2 AktG [German Public Companies Act] is 

applied.  

 

2 International standards 
 

UK 
*Firms may wish to take account of the provider’s adherence to international standards. *Assurance obtained 

from international standards for the delivery of critical or important operational functions or material 

outsourcing could be insufficient on its own, so firms should take account of any external assurance that has 

already been provided when conducting their own due diligence, since external assurance might be more 

relevant to firms consideration regarding  well-understood standards, stabilized assessed services in data 
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center , Uniformed service among the customer base, finally external audit is specific to the service a firm 

proposes to use. 

 
HU 

It is important to continuously monitor the changes in the regulations of the EU affecting cloud computing 

services, practices and best practice recommendations. * It is also essential to keep an eye on the Hungarian 

and EU data privacy provisions and practices—in particular to practices and resolutions concerning cross-

border data transfers or data transfers to third countries. *Institutions are expected to comply with the national 

bank’s previous recommendations on the safety of financial services provided online and on information 

system protection. 

 
 

GER 

The following standards were taken into account: 

•ISO/IEC 27001:2013 

•CSA3 - Cloud Controls Matrix 3.01 (CSA CCM) 

•AICPA4 - Trust Services Principles Criteria 2014 (TSP) 

•ANSSI5 Référentiel Secure Cloud v2.0 (version intermediaire validée du 20/03/2015, not published yet) 

•IDW6 ERS FAIT 5 (draft of a statement on accounting: "Grundsätze ordnungsmäßiger Buchführung bei 

Auslagerung von rechnungslegungsrelevanten Dienstleistungen einschließlich Cloud Computing" [Generally 

accepted accounting principles for the outsourcing of accounting-related services including cloud computing], 

version of 4 November 2014) 

•BSI IT-Grundschutz Catalogues, 14th version 2014 

•BSI SaaS Sicherheitsprofile 2014 [BSI SaaS security profiles 2014] 

 

3 Oversight of service provider 

 
UK 

Institutes retain full accountability for discharging all of their responsibilities under the regulatory system so 

they should be clear about the provided services and where the firm’s V.S the Service provider’s responsibility 

begins and ends. Also, responsibility for the day-to-day and strategic management of the service provider 

should be allocated. * Ensure staff skilled and resourced to test outsourced activities, identify, monitor and 

mitigate against arising risks, and manage an exit a service provider.     

 
 

HU 

*The institution obtains a high level of assurance about the protection of the cloud service provider’s data 

centers, computing and communication devices, and of ensuring the high availability thereof; * assurance 

about the separation of the cloud service provider’s clients and systems depending on the cloud service model 

such as Physical access and environmental controls of physical resources,  

Logical access controls and security settings of the virtualization infrastructure, operating systems, 

middleware, databases and applications * The institution obtains assurance of the service provider’s 

information security governance system, processes and the operating of respective controls * The institution 

obtains assurance of the controlled operation of the service provider’s IT operational processes.  

 
 

GER 

Roles and responsibilities of the cloud provider and the cloud customer, including the duties to cooperate and 

corresponding controls at the cloud customer should be described in the system description and documented 

without putting cloud provider at risk by this documentation.  

In service level agreements *The cloud provider should provide comprehensible and transparent specifications 

regarding its jurisdiction as well as with respect to data storage, processing and backup locations. *The cloud 

provider provides comprehensible and transparent specifications regarding applicable disclosure and 

investigatory powers of government agencies which allow access to data of the cloud customer. *The 

specifications must allow an expert third party to assess the general suitability of the cloud service for the 

customer application. * regarding available and valid certifications and certificates of independent third 

parties, which allow an expert third party to assess the general suitability of the cloud service for the customer. 

 

4 Data security 

 
 
 
 

UK 

A security assessment should be carried out by a firm. * Data residency policy with the provider which sets out 

the jurisdictions in which the firm’s data can be stored processed and managed. * Provider’s data loss & breach 

notification processes are aligned with the firm’s risk appetite and legal or regulatory Obligations. *In case of 

using public clouding consider data segregation. * mitigate security risks. * Data sensitivity how it is 

transmitted stored and encrypted. (agree a data residency policy with the provider upon commencing a  

relationship with them, which sets out the jurisdictions in which the firm’s  
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data can be stored, processed and managed. This policy should be reviewed  

periodically  

 understand the provider’s data loss and breach notification processes and  

ensure they are aligned with the firm’s risk appetite and legal or regulatory  

obligations  

 consider how data will be segregated (if using a public cloud)  

 take appropriate steps to mitigate security risks so that the firm’s overall  

security exposure is acceptable  

 consider data sensitivity and how the data are transmitted, stored and  

Encrypted, where necessary 9 .) 

 
 

HU 

The institution should identify and applies security classification to the data that is planned to be outsourced 

to the cloud service provider in line with the legal regulations and its own data protection rules and then 

defines data security requirements. * Assurance regularly of the cloud service provider’s full compliance with 

data security is required at least annually. * Data transmission between the institution and the cloud, between 

the resources in the cloud, and between the cloud and other external service providers is protected from 

unauthorized access and modification. * The data stored in the cloud is secured from unauthorized access and 

modification, and its availability is ensured. * Management and reporting of security incidents. The institution 

should be immediately informed of security incidents and their resolution; * Fraud investigation. The 

institution expects the service provider to support such investigation, and a regulated fraud investigation 

process; * Protection against malicious codes, including the installation, regular update and central monitoring 

of security tools, as well as regular antivirus checking of the network and devices; 

GER 

*It should be noted that the security of cloud services is an ongoing task. *The cloud provider provides 

comprehensible and transparent specifications regarding its jurisdiction as well as with respect to data storage, 

processing and backup locations, which allow an expert third party to assess the general suitability of the 

cloud service for the customer application. *Data of the cloud customer shall only be processed, stored and 

backed up outside the contractually agreed locations only with the prior express written consent of the cloud 

customer. * The cloud provider uses secure network protocols for the import and export of information as well 

as for the management of the service in order to ensure the integrity, confidentiality and availability of the 

transported data. * Assuring a consistent and comprehensive approach regarding the monitoring, recording, 

assessment, communication and escalation of security incidents. * Policies and instructions with technical and 

organizational safeguards are documented, communicated and provided according to SA-01 in  

order to ensure a fast, effective and proper response  

to all known security incidents 

 

5 Data Protection Act (DPA) 
 

 
 
 

UK 

A firm should comply with the eight principles of the DPA and any associated guidance.  

1. Personal data shall be processed fairly and lawfully and, in particular, shall not be processed unless 

(a) at least one of the conditions in point 2 is met, and 

(b) In the case of sensitive personal data, at least one of the conditions in point 3 is also met. 

2. Personal data shall be obtained only for one or more specified and lawful purposes and shall not be further 

processed in any manner incompatible with that purpose or those purposes. 

3. Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which 

they are processed. 

4. Personal data shall be accurate and, where necessary, kept up to date. 

5. Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that 

purpose or those purposes. 

6. Personal data shall be processed in accordance with the rights of data subjects under this Act. 

7. Appropriate technical and organizational measures shall be taken against unauthorized or unlawful 

processing of personal data and against accidental loss or destruction of, or damage to, personal data. 

8. Personal data shall not be transferred to a country or territory outside the European Economic Area unless 

that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in 

relation to the processing of personal data. 
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HU 

* The institution obtains assurance that the cloud service provider adheres to the relevant data protection rules 

and legal regulations. (implementation) 

 a)  The institution identifies the differences between the data protection requirements relevant to the 

institution and the cloud service provider’s data protection commitments, practices and data reporting 

obligations. When identifying these differences, the institution:  

 Compares the service provider’s data handling and data processing practices with the  

requirements relevant to the institution;  

 Assesses when and how the service provider is obliged to provide data to authorities (e.g.  

based on regulations effective in the service provider’s country), and what notification the  

service provider undertakes to provide when performing such obligations;  

 Assesses when and how the service provider’s subcontractors, other business partners as well  

as data subjects can access the data, and if the institution deems it risky, the institution does not allow the use 

of respective subcontractor or other third party at its discretion.  

b)  The institution applies contractual conditions that manage the differences identified, thereby ensuring full 

compliance.  *The institution ensures the safe handling and processing of personal, banking and insurance 

data, as well as data classified as secret by other sectorial laws, in compliance with the data protection 

regulation. 

 
 
 
 
 
 

GER 

* Legally, regulatory and statutory prescribed requirements, as well as the procedure to comply  

with these requirements and regulations must be identified, documented and updated regularly by the cloud 

provider for the cloud service related to the respective application. * Requirements for the protection of 

personal data (e. g. according to BDSG [German Federal Data Protection Act] or EU Data Protection Directive). 

*Preventing violations against statutory or contractual duties with respect to information security. * data 

protection principles: 

• Legal permission/consent. Processing personal data is prohibited unless the data subject has given 

consent, or the processing is permitted by law. 

• Direct collection. Personal data must be collected directly from the data subject. 

• Data minimization. Only data required for the specific operation can be processed. Processing systems 

must be designed with the aim of collecting, processing and using as little personal data as possible. In 

particular, personal data is to be aliased or rendered anonymous as far as possible. 

• Purpose limitation. Data collected for a specific purpose cannot be used for other purposes. Data must be 

deleted or anonymized as soon as it is no longer necessary for the purpose for which it was collected or 

processed. 

• Transparency. The data controller must provide comprehensive information about the identity of the data 

controller, the purpose of the collection/processing/use of the data and the categories of recipients. 

• Access. A data subject must be given access to his personal data stored by the data controller. 

• Accuracy. Personal data must be accurate. Incorrect data must be corrected. 

• Data security. Technical and organizational measures must be taken against unauthorized or unlawful 

processing of personal data and against accidental loss/destruction/damage of personal data. 

 

6 Effective access to data 

 
UK 

Firms should require effective access to data related to the outsourced activities for regulated firms, their 

auditors, regulators and relevant competent authorities. *Ensure notification requirements on accessing data 

are reasonable. * No restrictions on the number of requests to access or receive data by auditors or regulators. 

*Ensure that regulators will treat any information disclosed in accordance with the confidentiality obligation 

set out in (FSMA). * Contract enables regulator or auditor to contact service provider directly in case firm 

cannot disclose data for any reason. *Ensure jurisdictions allowance of stored data access for UK regulators. 

 
 

HU 

* The data stored in the cloud is protected from unauthorized access and modification, and its availability is 

ensured. * establishing sufficient logical data access controls is considered one of the data security 

requirements within its scope of authority. * The institution restricts access to the cloud service to the necessary 
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and sufficient level in line with the relevant business requirements, by using suitable identification, 

authentication and authorization solutions. * a) The institution establishes a documented and approved user 

and access rights management  

procedure, which is at least at an equal level with the procedure used for local systems in order to  

control access to the cloud service;  

b)  The user and access rights management procedure cover the processes for requesting, approval,  

setting up access rights, regular review and revocation;  

c)  Privileged users are identified by multi-factor authentication, their activities related to the service  

are logged, the logs are regularly reviewed, and the institution is also entitled to review;  

d)  The institution defines conflicting roles and accesses in connection with the cloud service;  

e)  The institution has comprehensive and up-to-date records of authorized users and their access  

rights, including privileged, technical and external / remote users, which can be compared with  

the actual system settings;  

f)  User and access rights management activities are regularly monitored (who requested,  

Authorized, set, reviewed or revoked what right for whom). 

 * Assesses when and how the service provider’s subcontractors, other business partners as well  

as data subjects can access the data, and if the institution deems it risky, the institution does not allow the use 

of respective subcontractor or other third party at its discretion. 

 
 

 
GER 

* A role and rights concept based on the business and security requirements of the cloud provider as well  

as a policy for the management of system and data access authorizations are documented, communicated and 

provided according to SA-01 and address the following areas: 

• Granting and change (provisioning) of data access authorizations on the basis of the "least-privilege 

principle") and as is necessary for performing the required tasks ("need-to-know principle"), 

• Separation of functions between operative and controlling functions (also referred to as "separation of 

duties"), 

• Separation of functions in the administration of roles, approval and granting of data access authorizations, 

• Regular review of granted authorizations, 

• Withdrawal of authorizations (de-provisioning) in case of changes to the employment relationship, 

• Requirements for the approval and documentation of the management of system and data access 

authorizations. 

* System access authorizations for users under the responsibility of the cloud provider (internal and external 

employees) are granted in a formal procedure.  

* Granting and change of data access authorizations for users under the responsibility of the cloud provider 

comply with the policy for the management of system and data access authorizations. 

-  Data access authorizations comply with the "least- 

Privilege principle"). 

- Formal approval is given by an authorized person, before the data access authorizations are set up 

- Technically assigned data access authorizations which do not exceed the formal approval. 

* Data access authorizations of users under the cloud provider's responsibility (internal and external 

employees) are withdrawn in the case of changes to the employment relationship (dismissal, transfer, longer 

period of absence/sabbatical/parental leave) promptly, Data access authorizations of users under the cloud 

provider's responsibility (internal and external employees) are reviewed at least once a year in order to adjust 

them promptly to changes to the  

employment relationship 

 

 

7 Access to business premises 
 

UK 
For some firms’ contracts must allow business premises’ access, which are relevant for the exercise of effective 

oversight. * This does not necessarily require access to all business premises; Data centers might have limit 

access to it. * Provide reasonable prior written notice of this visit, except when there is an emergency or crisis 

situation. * Internal assigned auditor could undertake the visit. *scope of visit could be limited only to the 

services that are used by the firm’ group. *If the regulator deems it necessary and required under applicable 
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legal and regulatory requirements to make a visit and outsource provider should cooperate in working hours 

or in short not in case of emergency  

 
 

HU 

* The institution obtains assurance that its resources (processing and storage capacities) located in the cloud are 

protected against unauthorized physical or logical access, damage and theft. * The institution obtains a high 

level of assurance about the protection of the cloud service provider’s data centers, computing and 

communication devices, and of ensuring the high availability thereof; * The assurance covers at least the 

following, depending on the cloud service model: 1.  Physical access and environmental controls of physical 

resources; * The technical separation of resources belonging to different clients, with special attention  

to management interfaces (e.g. web-based administrative interfaces, application  

programming interfaces – APIs);  

5.  Management of cryptographic keys, including the use of HSM (Hardware Security  

Module). 

 
GER 

The perimeter of premises or buildings which house sensitive or critical information, information systems or 

other network infrastructure are protected in a physically solid manner and by means of appropriate security 

safeguards 

* Access to the premises or buildings which house sensitive or critical information, information systems or 

other network infrastructure is secured and monitored by means of physical site access controls in order to 

avoid unauthorized site access. 

* Structural, technical and organizational safeguards are taken to protect premises or buildings which house 

sensitive or critical information, information systems or other network infrastructure against fire, water, 

earthquakes, explosions, civil disturbances and other forms of natural threats and threats caused by humans. 

 

8 Change Management 
UK Risks can be introduced when changes are made to processes and procedures. *Firms should have a 

comprehensive change management process. *establishing what provision has been made for making future 

changes to technology service provision. *establishing how the testing of changes will be carried out. 

 
HU 

The institution obtains assurance regularly of the cloud service provider’s full compliance with data  

security and protection requirements – at least annually, or after significant changes in the relevant business 

process, service, configuration or legal environment. The institution also relies on independent third parties’ 

audits or certifications for obtaining assurance. 

The institution obtains assurance of the controlled operation of the service provider’s IT operational processes / 

Change and version management; configuration management; 

 
 
 
 
 
 

GER 

Complying with the security targets in case of new developments and procurement of information systems as 

well as changes 

The procedures for the identification, analysis, assessment and handling of risks, including the IT risks 

relevant to the cloud service are done at least once a year in order to take internal and external changes and 

influencing factors into account. 

Policies and instructions with technical and organizational safeguards for the proper management of changes 

to information systems for the development or operation of the cloud service, including middleware, 

databases, operating systems and network components are documented, communicated and 
provided according to SA-01 
The principal of a change performs a risk assessment beforehand. All configuration objects which 
might be affected by the change are assessed with regard to potential impacts. The result of the 
risk assessment is documented appropriately and comprehensively.  
All changes are categorized on the basis of a risk assessment (e. g. as insignificant, significant or 
far- 
reaching impacts) in order to obtain an appropriate authorization prior to making the change 
available to the production environment. 
All changes are prioritized on the basis of a risk assessment (e. g. as low, normal, high, 
emergency) in order to obtain an appropriate authorization prior to making the change available 
to the production environment. 
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All changes to the cloud service are subjected to tests (e. g. for integration, regression, security 
and user acceptance) during the development and before they are made available to the 

production environment.  

The tests are carried out by adequately qualified personnel of the cloud provider. According to the service 

level agreement (SLA), changes are also tested by the customers (tenants) suitable for this. Personnel of the 

cloud provider. According to the service level agreement (SLA), changes are also tested by the customers 

(tenants) suitable for this. 

Before a change is released to the production environment, it must be reviewed by an authorized body or a 

corresponding committee whether the planned tests have been completed successfully and the required 

approvals are granted. 

Emergency changes are to be classified as such by the change manager who creates the change documentation 

before applying the change to the production environment. 

Change management procedures include role-based authorizations in order to ensure an appropriate 

separation of duties regarding the development, release and migration of changes between the environments. 

 

9 Continuity and business planning 
 

UK 
Firm should have arrangements to ensure that it can continue to function and meet its regulatory obligations if 

outsourced services are interrupted. *Likelihood and Impact of an unexpected disruption should be 

considered. * document Firms strategy, including recovery from an event, plans for communicating and 

regularly testing. * put in place arrangements to ensure the regulator has access to data in case of disruption. 

 
 

HU 

When a business need for cloud services is identified, the institution examines the viability of using a cloud 

service in view of the business needs, costs and risks of cloud services, security requirements and legal 

requirements. Preparation for decision and planning shall be done as follows. 

The institution assesses, already in the decision drafting phase, the detailed tasks to achieve compliance with 

each relevant legal regulation3. By using cloud services, the responsibility for operating in compliance with 

regulations remains with the institution, therefore the institution assesses beforehand how it can meet its 

obligations, and how the cloud service provider ensures the necessary controls and monitoring capabilities. 

Before using cloud services, the institution ensures that full regulatory compliance can be achieved for the 

cloud services. 

A declaration, contractual obligation, or liability insurance by the service provider (a medium level of 

assurance);  

 Audit reports issued by third parties that were engaged by the service provider, and certificates to 

international standards (a medium or high level of assurance 5);  

 Tests or certifications performed directly by the institution or by accredited certification entities that were 

engaged by the institution (a medium or high level of assurance 6 ). 

 
GER 

The top management is specified as the process owner of the business continuity and contingency 

management and bears the responsibility for the establishment of the process in the company and compliance 

with the policies. They must ensure that adequate resources are made available for an effective process. 

Policies and instructions for determining impacts of possible malfunctions of the cloud service or company are 

documented, communicated and provided according to SA-01. 

Based on the business impact analysis, a uniform framework for planning the business continuity and business 

plan is introduced, documented and applied in order to ensure that all plans are consistent. 

The business impact analysis as well as the business continuity plans and contingency plans are verified, 

updated and tested at regular intervals (at least once a year) or after essential organizational or environment-

related changes. 

 

10 Exit plan 
 

UK 
Firms need to ensure that they are able to exit outsourcing plans without undue disruption to their provision 

of services or compliance with regulatory. * understood, documented and fully tested exit plans. * maintain 

business continuity even if transition to an alternative service provider. *obligations to ensure outsourcing 

provider cooperate with firm for smooth transition. * how to remove data from the service provider’s systems 

on exit. * monitor concentration risk and consider what action it would take if the outsource provider failed. 
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Ger 

 
 
 

HU 

The institution must assess and manage the risks of abandoning (exiting) a cloud service, including the 

possibility of an unexpected, unplanned exit, The institution prepares an exit strategy and an action plan in 

order to lower the risks. 

The institution stipulates such service conditions that allow the exit from the cloud without Difficulty 

especially the providing of the stored data in a format that can be interpreted and used irrespectively of the 

cloud service; Ensures and tests the operability of the impacted business processes in case the cloud service is 

discontinued with a risk proportionate method and frequency. 

In the preparation phase, the institution provides the required personnel, assets and technology for the exit, as 

well as the required legal and contractual conditions 

a)  The infrastructure required for taking back the data and operating the service so that the business processes 

relying on the affected systems can operate without interruption, or with a level of disruption that can still be 

tolerated by the business needs; 

b) The expertise and project team necessary for exiting from the cloud service and resuming local  

operations, or transferring the service to another provider;  

c) The detailed exit implementation plan, including the scheduling of the exit, IT and security  

requirements, the tools to be used, test cases and scripts, as well as the acceptance criteria for  

the testing and for the service taken back or migrated to another service provider;  

d)  A detailed step-by-step time schedule, defining milestones and resources, assigning  

responsibilities, including a worst-case scenario;  

e) The cooperation obligations, tasks and responsibilities of the entities involved in discontinuing the  

service;  

f) The scheduling and the conditions of providing the service and the availability and transfer of data during 

the exit. 

The institution carries out the steps defined in the exit strategy and action plan during the exit:  

a)  Installation of migration tools;  

b)  Testing the downloading of the data in a test environment;  

c)  Downloading the data in the production environment, and taking back the service based on the  

scripts;  

d) Validating based on the acceptance criteria; verifying the correctness of the data taken back; and  

closing the migration;  

e)  Follow-up for fixing errors after migration;  

f)  After the successful exit from the cloud, deleting the data at the service provider, including both live, 

backup and archiving environments according to the contractual conditions. The service  

provider shall provide assurance (declaration) of deleting the data;  

g)  Terminating the unnecessary IT and communication connections with the service provider. 

  

11 Legal and regulatory considerations 
 

UK 
*The Firm should have a documented business case in support of the decision to use one or more service 

providers. *Ensure service is suitable and considering any relevant legal or regulatory obligations. *Ensuring 

that outsource agreement will not worsen the firm’s operational risk and considering the risk of using such 

services. *knowing which jurisdiction, the service provider business’ premises are located in to identify by 

which law it is governed thus if it is out of UK the firm should ensure effective access to data and business 

premises for auditor and relevant regulator and maintain an accurate record of contracts. 

HU *The institutions should ensure that full regulatory compliance can be achieved for the cloud services before 

they are used, and the cloud service provider should ensure the necessary controls and monitoring capabilities. 

*Complying with the relevant provisions of act L of 2013 electronic information security in state is compulsory 

if the institution/systems are identified as an entity of key importance in the financial sector.   

 
 


