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RECOMMENDATION OF THE SUPERVISOR

Mr. Haekal Al-Asyari’s doctoral work addresses one of the most actual and conceptually
challenging developments in contemporary international law: the transformation of norm-
production and governance structures in cyberspace against the background of shifting global
power relations. In the 21st century, cyberspace has become a critical domain for economic
activity, social interaction, and international security, yet it remains governed by a fragmented
and non-hierarchical set of legal and quasi-legal regimes. At the same time, the growing
normative and regulatory engagement of Southeast Asian countries raises fundamental
questions about the continued Western dominance of international lawmaking and the possible
emergence of alternative governance paradigms.

Mr. Haekal Al-Asyari’s research is particularly timely in light of recent global developments,
including intensified cyber threats, accelerating digitalization, and the gradual consolidation of
international and regional cyber governance instruments. By focusing on ASEAN and its
member states, the dissertation moves beyond the traditional Euro-Atlantic perspective and
contributes to a more pluralistic understanding of international law. The central research
question — whether and to what extent Southeast Asian cyberspace governance contributes to
the easternization of international law — is both original and theoretically ambitious, while
remaining firmly grounded in empirical analysis.

Methodologically, the dissertation demonstrates a high level of sophistication and innovation.
The author adopts a mixed-method research design that combines doctrinal legal analysis with
empirical, data-driven mapping techniques. A systematically constructed dataset of an
abundant number of international, regional, and national governance instruments forms the
empirical backbone of the research. These instruments are coded and analyzed through a
detailed classification framework anchored in Lessig’s Regulatability Theory, allowing the
author to examine not only formal legal rules, but also the regulatory role of norms,
architecture, and market mechanisms. The integration of computational tools for classification,
coding, and visualization represents a notable methodological strength and responds
convincingly to current calls for more empirically grounded approaches in international legal
scholarship.

From a substantive perspective, the dissertation’s main strengths lie in its analytical depth and
conceptual clarity. The author provides a comprehensive mapping of international cyberspace
governance, identifies patterns of fragmentation and regime complexity, and demonstrates how
ASEAN-led approaches differ structurally and philosophically from Western-dominated
models. Most importantly, the dissertation succeeds in operationalizing the concept of
“easternization” through clearly defined indicators, thereby transforming an abstract theoretical
notion into an empirically testable framework. This allows the author to advance a nuanced
argument: rather than rejecting existing international legal norms, Southeast Asian actors
selectively reinterpret and reconfigure them, contributing to a gradual redistribution of
normative authority within international law.

Overall, this dissertation is a mature, original, and methodologically robust contribution to the
field of international law and cyberspace governance. It reflects independent scholarly
thinking, excellent command of the relevant literature, and a high level of analytical discipline.
The work meets — and in several aspects exceeds — the standards expected of a doctoral
dissertation and makes a valuable contribution to ongoing debates on fragmentation, regime
complexity, and the evolving geography of international law.

Dr. Tamas Fézer
supervisor
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CHAPTER1
INTRODUCTION
A. Background of Study

Throughout history, global power has recurrently shifted toward the West, consolidating
economic and political dominance and enabling Western states to shape international norms and
governance frameworks.! For nearly five centuries, Western powers extended their influence over
much of the Eastern world not only through military conquest and economic control, but also by
embedding their authority in religion, regulation, and governance. These historical patterns
positioned Western legal traditions and institutions as the primary architects of modern
international law.?

Yet this long-standing configuration is increasingly contested. The rapid rise of nation-states
in the Asia-Pacific has altered global economic and political dynamics, challenging the traditional
dominance of Western powers. > The growing economic weight, demographic significance, and
technological integration of this region now raise important questions about participation,
influence, and autonomy within international legal and governance systems.

The increasing prominence of the Asia-Pacific highlights a persistent tension in international
law. Despite accounting for a substantial share of the global population and economic activity,
Asian and Pacific states historically played a limited role in shaping international legal norms and
institutions. Their engagement with international law was often reactive rather than constitutive,
occurring within frameworks largely designed elsewhere. Today, however, this trend is shifting.
The region demonstrates growing engagement with international law,* driven simultaneously by
challenges such as climate change, transnational crime, and digital insecurity, and by

opportunities including economic integration and digital transformation.’

! Sushil Jain, “Easternization of the West: An Essay in Reverse Colonization,” SSRN Electronic Journal, September
1, 1988, https://doi.org/10.2139/SSRN.1851868.

2 Chimni, B. S. “Customary International Law: A Third World Perspective.” American Journal of International Law
112, no. 1 (2018): 1-46. https://doi.org/10.1017/ajil.2018.12.

3 Shirasihi Takashi, Emerging States and Economies: Their Origins, Drivers, and Chalenges Ahead, ed. Shiraishi
Takashi and Sonobe Tetsushi, 2019, http://www.springer.com/series/16114.

4 Simon Chesterman, “Asia’s Ambivalence about International Law and Institutions: Past, Present and Futures,”
European Journal of International Law 27, no. 4 (November 29, 2016): 945—78, https://doi.org/10.1093/ejil/chw051.
5 Chesterman Simon, Owada Hisashi, and Saul Be, The Oxford Handbook of International Law in Asia and the Pacific
(Oxford, 2019), https://global.oup.com/academic/product/the-oxford-handbook-of-international-law-in-asia-and-the-
pacific-9780198793854?cc=hu&lang=en&.



The concept of easternisation has predominantly been explored in economic and geopolitical
scholarship,® where it commonly refers to a shift in global power from West to East. Its
implications for international law, however, remain comparatively under-examined. International
law has historically reflected Western legal traditions, institutional preferences, and normative
priorities. 7 Rather than a wholesale transformation of international law, contemporary shifts more
plausibly point toward the emergence of regionally distinctive approaches that coexist with, adapt,
or selectively diverge from Western-dominated frameworks.

In the field of cyberspace governance, this dynamic becomes particularly visible. The
international legal framework governing cyberspace has grown increasingly fragmented and
regionalised, complicating the development of coherent and binding rules.® This fragmentation
creates space for regional actors to articulate governance approaches that reflect local political
values, institutional cultures, and developmental priorities. This dissertation therefore asks: to
what extent do Southeast Asian states pursue governance approaches that are regionally
distinctive and relatively independent from Western-dominated frameworks, illustrating a form
of easternisation within international law?

Among contemporary issues, cyberspace stands out as the most rapidly evolving and
disruptive phenomenon confronting the international community, making it a particularly
revealing domain through which to examine whether and how easternisation manifests in
international law.” Following the COVID-19 pandemic,! dependence on the internet has

deepened,!! positioning cyberspace as an indispensable domain of daily life.!> Amplified by

¢ Gideon Rachman, Easternization: Asia’s Rise and America’s Decline from Obama to Trump and Beyond (Other
Press, 2016).

7 Bslava L. Triguefio, “International Law: On (Most of) the World Being (Always, Somehow) Out of Place,” in Qut
of Place: Fieldwork and Positionality in Law and Society, ed. L] Chua and MF Massoud (Cambridge Studies in Law
and Society, Cambridge University Press, n.d.), 160-87.

8 Joseph Nye, S., “The Regime Complex for Managing Global Cyber Activities.” Global Commission on Internet
Governance, no. Paper Series No.1 (May 2014).

9 See Yee Fen Lim, Law and Regulation in Cyberspace, 2nd ed. (Oxford University Press, 2007),
https://doi.org/10.1109/CYBER.2003.1253432., m Drake J, The Working Group on Internet Governance, ed. William
Drake J, accessed August 28, 2025, https://www.apc.org/sites/default/files/IG_10 Final 0.pdf.

10°'World Health Organization (2020), Novel Coronavirus(2019- NCoV) Situation Report - 13, accessed on 27 May
2021 from https://www.who.int/docs/defaultsource/coronaviruse/situation-reports/20200202-sitrep-13- ncov-v3.pdf.
! Beltsazar A. Krisetya (2020), COVID-19 Exposes Vulnerabilities in Our Cyberspace, CSIS Commentaries DMRU-
010, De', R., Pandey, N., & Pal, A. (2020), Impact of digital surge during Covid-19 pandemic: A viewpoint on
research and practice. International journal of information management, 55, 102171. accessed on 27 May 2021 from
https://doi.org/10.1016/j.ijjinfomgt.2020.102171

12 OECD (2020), Digital Transformation in the Age of COVID-19: Building Resilience and Bridging Divides, Digital
Economy Outlook 2020 Supplement, OECD, Paris, accessed on 27 May 2021 from www.oecd.org/digital/digital-
economy-outlook-covid.pdf.



http://www.oecd.org/digital/digital-economy-outlook-covid.pdf
http://www.oecd.org/digital/digital-economy-outlook-covid.pdf

accelerated technological innovation, cyberspace now disrupts not only economies and societies
but also the very architecture of global governance.'?

Unlike traditional domains regulated by international law, cyberspace is borderless,
decentralised, and simultaneously public and private. No single entity can claim ownership or
comprehensive control over it, yet a growing number of international institutions seek to govern
its operation and use. '* Governments, corporations, private entities, civil society actors, and
international organisations all maintain enduring interests in this shared domain.!> As observed
by Wolfgang Kleinwidchter, governing cyberspace entails shared decision-making over
infrastructure, information, communication, and commerce, reflecting a complex blend of
political, technological, and organisational dimensions. Despite these novel characteristics,
governance cannot be meaningfully separated from the state, whose sovereignty and regulatory
authority remain central to legal ordering in cyberspace.! An international law perspective
therefore remains indispensable for understanding how authority, responsibility, and norm
production operate in this domain.

For the purpose of this study, cyberspace is defined as “a global, borderless domain within the
information environment, consisting of layered and interdependent technological infrastructures;
including the internet, telecommunications networks, computer systems, and embedded
processors and controllers, capable of transmitting, receiving, storing, processing, and deleting
information, enabled by institutional intermediation and characterised by decentralisation and
constant interaction among diverse actors, constituencies, and interests.!” Cyberspace is not
merely a collection of hardware or technical systems, but also a space shaped by political, social,

economic, cultural, and symbolic dimensions. '®
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These characteristics present significant challenges to traditional legal, social, and political
structures. The decentralised nature of cyberspace enables distributed creativity, communication,
and commerce, while simultaneously hindering traceability and control. The increasing
commercialisation of digital environments has heightened demand for secure and predictable
regulatory frameworks for global transactions. Yet adapting existing national laws or creating
new international rules is often impeded by slow political processes and divergent state interests.
While multilateral cooperation is widely acknowledged as necessary, shared and binding
international rules governing cyberspace remain limited.!”

Fragmentation within international law further intensifies these challenges. International law
is no longer characterised by a unified hierarchical structure but by overlapping and partially
autonomous regimes across different issue-areas. This condition is particularly pronounced in
cyberspace governance, where states, international organisations, regional bodies, and private
actors all produce regulatory instruments.?’ As a result, cyberspace governance exhibits one of
the most complex regime configurations in contemporary international law, raising fundamental
questions about authority, effectiveness, and norm diffusion.

Recently, the United Nations recently adopted the Cybercrime Convention which was
scheduled to open for signature on 25 October 2025 in Hanoi, Viet Nam?!. It will enter into force
ninety days after the deposit of the fortieth ratification instrument and will be implemented
through a Conference of the States Parties tasked with promoting and reviewing its application.?
Yet disparities remain in states’ capacity to engage with global governance. Developed states
advance sophisticated regimes in privacy, cybersecurity, and Al, while developing states face
immediate threats such as data theft, malware, and ransomware.?* This imbalance is sometimes

described as “digital colonialism,” with actors from the global North dominating digital

19 Jiirgen Feick and Raymund Werle, “Regulation of Cyberspace,” in The Oxford Handbook of Regulation , ed. Robert,
Baldwin, Martin Cave, and Martin Lodge, Online (Oxford University Press, 2010).

20 Joseph Nye, S., “The Regime Complex for Managing Global Cyber Activities.” Global Commission on Internet
Governance, no. Paper Series No.1 (May 2014).

21 At the time of writing, the Convention is awaiting its opening for signature in October 2025. For further details,
see https://hanoiconvention.org.

22 United Nations Office on Drugs and Crime (UNODC). United Nations Convention on Cybercrime. Accessed
September 24, 2025.
https://www.unodc.org/unodc/cybercrime/convention/home.html#:~:text=Signing%20Ceremony%20(25%2D26%2
0October,the%20United%20Nations%20Treaty%20Collection.

2 Building Cybersecurity Regulation in Southeast Asia: A Challenge for the

Association of Southeast Asian Nations (ASEAN), Journal of Social and Political Sciences, Vol.3(4), pp.983-995



https://hanoiconvention.org/

infrastructures and governance while developing states remain peripheral.?* Western technology
monopolies, particularly U.S.-based platforms, reinforce this dependency. 2° In Southeast Asia,
the EU’s GDPR often serves as a de facto benchmark for data protection, 2° yet cyber-attacks
disproportionately target states with weaker infrastructure and legal safeguards. 2’

Nonetheless, ASEAN has begun to articulate its own distinct path. Member states have
enacted domestic frameworks on cybersecurity, personal data protection, and digital economy
regulation, while the bloc collectively has advanced regional strategies and cooperative
mechanisms.?® These efforts reveal governance aligned with regional political values, cultural
norms, and economic priorities, rather than mere replication of Western frameworks.

To analyze these developments, this dissertation applies Lawrence Lessig’s Regulability
Theory (LRT) to map the governance modalities shaping international cyberspace law.?” LRT
four primary modalities of regulation: law, market, norms, and architecture, are re-interpreted to
provides a lens to understand how different legal and regulatory models emerge.’® Many
Southeast Asian states, despite limited technological and institutional resources, have
implemented governance structures aligned with regional political, cultural, and economic
imperatives.®! Linking LRT to regime complex theory and the easternisation framework situates
Southeast Asian governance within broader debates about legal authority, fragmentation, and
norm diffusion.

Building on this theoretical framing, the dissertation operationalises easternisation through
four analytical indicators. The first is norm-setting share, which measures the relative contribution
of ASEAN and its member states to normative instruments compared to the UN and EU. The
second is the binding versus non-binding mix, assessing whether ASEAN relies primarily on soft

law and political commitments versus the more legalistic traditions of Western institutions. The
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third is cross-referencing practices, evaluating whether ASEAN instruments import norms from
external regimes or develop autonomous frameworks. Finally, institutional centrality captures
ASEAN’s relative position within the global regime complex, examining whether it functions as
a peripheral actor or as an emerging reference point in cyberspace governance. Together, these
indicators allow easternisation to be empirically distinguished from broader trends of

regionalisation or pluralisation.

B. Research questions and hypothesis

In light of the aforementioned issues, this thesis will set out to answer the following main
research question: To what extent has the rise of Southeast Asia's cyberspace governance
frameworks contributed to the easternization of international law? In doing so by answering
the follow sub-set of research questions:

1. How can LRT be applied to map the governance modalities of international cyberspace
law?

2. How does the regime complex of international cyberspace governance reveal patterns
of fragmentation across regions and modalities?

3. What are the distinct characteristics of ASEAN-led cyberspace governance
frameworks compared to Western-led frameworks, and what evidence demonstrates a
shift from Western-dominated norms to regionally driven regimes?

To complement the research questions, this study formulates a set of hypotheses that serve as
analytical expectations. These are not predictions in a strict positivist sense, but working
assumptions derived from the theoretical frameworks applied. They provide orientation for the
mapping, classification, and interpretation of cyberspace governance regimes, and connect the
empirical findings to the broader question of easternization in international law.

H1: LRT can be applied to international cyberspace governance to capture not only binding
legal instruments but also the regulatory functions of norms, architecture, and markets.

H2: ASEAN-led cyberspace governance diverges from Western-led models by privileging
non-binding norms, market integration, and technical cooperation over binding legal
instruments, reflecting ASEAN’s consensus-based and pragmatic orientation.

H3: International cyberspace governance exhibits fragmentation and regime complexity,

with overlapping instruments and institutions producing both complementarities and conflicts.



ASEAN’s initiatives form a parallel governance pole within this landscape, reinforcing
decentralization.

H4: The easternisation of international law in cyberspace is observable through specific
indicators, including (i) ASEAN’s growing share of norm-setting, (ii) its reliance on non-
binding over binding instruments compared to the UN and EU, (iii) reduced cross-referencing
of Western frameworks alongside the creation of independent region-specific instruments, and
(iv) increasing institutional centrality of ASEAN bodies within the regime complex. These
shifts illustrate selective uptake and reinterpretation of Western norms, amounting to a

redistribution of normative authority rather than outright rejection.

C. Literature Review: Conceptualisations of Cyberspace Governance

In order to situate this dissertation within the existing body of scholarship, it is essential to
examine prior efforts that have sought to map cyberspace governance. While there is a growing
body of literature addressing various aspects of digital governance, relatively few studies have
attempted to provide a comprehensive or integrative mapping of cyberspace as a whole. Most
existing works tend to focus on cybersecurity governance, reflecting both the historical evolution
of the internet and the regulatory priorities that have shaped early governance interventions. This
section critically reviews four prominent studies: GLOBE, Portnoy and Goodman, Joseph Nye,
and Kuerbis and Badiei; each of which contributes to the conceptual and institutional
understanding of global cyber governance from different methodological and disciplinary
perspectives. Their approaches, while varied in scope and emphasis, collectively reveal the
dominant institutional, economic, and security-oriented logics that have informed the
development of governance frameworks in cyberspace. The section concludes by analysing why
cybersecurity has remained the central focal point in most mapping initiatives, particularly in light
of the internet’s technical architecture, commercialization, and vulnerability to security threats.

One of the most substantial contributions to the literature on cyber governance mapping is the
GLOBE (Global Governance and the European Union) report, titled Case Study of Cyber
Governance.*? Despite the generality of its title, the report primarily focuses on the mapping of
cybersecurity governance through an institutional lens. Its analysis is anchored in the examination

of 85 membership-based institutions involved in guiding collective global action in the realm of
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cybersecurity.*® The mapping emphasizes institutional membership structures and primary areas
of activity, offering a typological overview rather than a conceptual or legal analysis of cyberspace
governance as a whole. While its scope is thus narrower than the broader governance of
cyberspace, the report makes a significant conceptual contribution by introducing the notion of
regime complex; a framework that has become foundational to the structure of analysis in this
dissertation. Moreover, the GLOBE report served as a key entry point for identifying two other
scholarly studies on cyberspace governance, which will be addressed in subsequent sections.

The report’s findings reveal that cybersecurity governance has largely evolved through
existing institutional mechanisms, rather than the formation of entirely new cyber-specific bodies.
Contrary to the frequently cited multistakeholder approach prevalent in broader internet
governance debates, GLOBE finds that this model is only partially replicated in cybersecurity
governance. Single-membership-type institutions, typically state-dominated, remain prevalent,
with government actors retaining a central role in shaping global cybersecurity efforts.’* The
report also provides insightful observations on the geopolitical dimensions of cooperation.
Transcontinental collaboration appears more frequent than regional coordination; however,
regional institutions are notably active in the domain of cybercrime, with 84% having adopted
specialized regional treaties to address related issues. This pattern underscores a pragmatic
orientation toward security-oriented concerns at the regional level.?®

Perhaps most relevant to this dissertation’s thesis is the GLOBE report’s analysis of
institutional functions. It finds that cooperation among institutions is more feasible in areas
involving less rigid or ‘softer’ governance functions; those that do not require binding legal
commitments or strict compliance mechanisms.>® These include information sharing, capacity
building, agenda setting, norm-setting, technical standard-setting, and intelligence sharing.
Among these, information sharing and capacity building are identified as the most easily
implemented, highlighting a strategic preference for forms of governance that rely on flexibility,
mutual assistance, and informal coordination; an insight that aligns closely with this dissertation’s

broader argument about the layered and non-hierarchical nature of cyberspace governance.
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A second notable study is that of Portnoy and Goodman, which offers a historical and
organizational account of cyber governance, with a particular emphasis on the roles of
international intergovernmental organizations, regional bodies, and both public and private
institutions in their efforts to secure cyberspace.’’” The authors adopt a descriptive and
institutionally grounded framework, systematically mapping the mandates, operational structures,
and policy instruments employed by various actors across multiple levels of governance. The
analysis is conducted in a formalized and structured manner, encompassing areas such as public
outreach, education, awareness-raising, regulatory harmonization, incident readiness, and
response mechanisms. In this regard, the study mirrors the institutional emphasis of the GLOBE
report, prioritizing a structural overview of organizational engagement in cyber governance
without delving into more abstract conceptual or normative questions surrounding the nature of
cyberspace itself.

Although the study was published in 2006 (nearly two decades ago) its analytical framework
remains a foundational reference for understanding the institutional landscape of early cyber
governance. One of the study’s concluding observations is particularly relevant: despite increased
activity in the cyber domain, few standardized metrics have been made publicly available by
organizations to measure the progress and effectiveness of their initiatives. The absence of
consistent data and evaluation frameworks continues to be a challenge, even as global cyber
governance efforts have evolved. Nevertheless, the work of Portnoy and Goodman offers a
valuable baseline mapping from which subsequent studies have drawn, particularly for
understanding the institutional architecture and operational dimensions of early cyberspace
governance efforts.

Although less extensive than the previous two studies, Joseph Nye’s research makes a critical
conceptual contribution by explicitly linking cyberspace governance with the theory of regime
complexes.®® In his formulation of the “Regime Complex for Managing Global Cyber Activities,”
Nye identifies a constellation of norms, institutions, and procedures involved in governing
cyberspace. This framework provides a foundational basis for understanding cyberspace as a
fragmented yet functionally interdependent system of governance, structured around distinct but

overlapping issue areas. Importantly, Nye’s work highlights the often-overlooked presence of
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international law within cyberspace governance; albeit organized into separate regimes, such as
human rights, telecommunications, trade, and intellectual property. While these regimes are
typically discussed in isolation, Nye’s regime complex approach underscores their collective
relevance, and their shared grounding in international legal structures.

Nye’s analysis distinguishes between various functional domains of cyberspace governance
and the actors or mechanisms responsible for each. For example, technical standards are shaped
through consensus among engineers in non-governmental bodies like the Internet Engineering
Task Force (IETF) and W3C, reflecting the architectural modality of regulation. Network
connections and domain name governance, meanwhile, are driven by private sector actors such
as ISPs and ICANN, highlighting the role of market-based coordination. Issues such as copyright
and intellectual property fall under the purview of national governments operating within
international frameworks like WIPO, WTO, and the ITU. In the realm of security and espionage,
Nye refers to the UN Charter and the Laws of Armed Conflict (LOAC), while cybercrime is
associated with the Budapest Convention. Incident response, finally, is addressed through
CSIRTs, often coordinated via regional, bilateral, or national frameworks.*’

What is particularly noteworthy is how Nye’s categorization anticipates the analytical
structure of Lessig’s Regulatability Theory. His delineation of cyberspace governance implicitly
maps onto Lessig’s four modalities: architecture (technical standards and network infrastructure),
market (intellectual property and commercial governance), law (cybercrime and international
security frameworks), and norms (procedural and institutional expectations). Nye’s work thus
serves as a pivotal bridge between governance theory and practical institutional mapping,
providing essential groundwork for this dissertation’s interdisciplinary analysis.

The final study worth highlighting is that of Kuerbis and Badiei,*® which adopts a perspective
distinct from the previously discussed works by drawing from institutional economics to analyse
cybersecurity governance through the interplay of market, networked, and hierarchical
governance structures. While maintaining an institutional focus similar to Portnoy and Goodman
or the GLOBE report, their methodology is more theoretically grounded and analytically
differentiated. Their central finding is that robust market and networked governance arrangements

tend to limit the role of hierarchical (state-based) governance, particularly in proactive (ex-ante)
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cybersecurity initiatives. For instance, efforts to secure Internet identifiers through top-down
regulatory means have struggled in the absence of sufficient market demand, while ex post
responses, such as botnet mitigation, route monitoring, and information-sharing efforts, have
proven more effective under hybrid combinations of governance modes.*!

Kuerbis and Badiei disaggregate cybersecurity governance into three main structural
modalities. Markets are characterized by transactions driven by price mechanisms and
information flows, supported by legal instruments and contracts, exemplified by cybersecurity
consulting services, security software, and hardware solutions. Networks represent semi-
permanent, voluntary systems of cooperation, where interdependent actors negotiate collaboration
without centralized authority. These are exemplified in domains such as internet routing
coordination, anti-phishing efforts, and botnet mitigation. Hierarchies, by contrast, involve
transactions compelled by sovereign authority, as reflected in laws and regulations within national
jurisdictions. Notably, while Kuerbis and Badiei do not provide a detailed analysis of individual
countries’ cybersecurity laws, they aggregate existing literature to identify states with formalized
national cybersecurity strategies, thus maintaining relevance to state-based governance without
offering granular legal analysis.*?

A key contribution of their study lies in its emphasis on the role of markets in cybersecurity
governance, thereby reinforcing Lessig’s “Market” modality as a critical regulatory force in
cyberspace. One salient example is their identification of cyber insurance as a market-driven
solution to cybersecurity challenges, illustrating how economic incentives can shape security
behaviours and risk management strategies in ways that traditional hierarchical approaches may
not. ** This framing not only enriches the analytical landscape of cyberspace governance but also
complements this dissertation’s broader objective of exploring regulatory pluralism through
Lessig’s modalities.

It can be seen that a notable trend across existing literature on cyberspace governance is the
tendency to narrow the analytical scope to cybersecurity, often treating it as the foundational layer

of global cyber governance. This prioritization can be attributed to several structural and historical
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factors. First, cybersecurity governance emerged as a subfield closely embedded within the

t.** As a socio-technical

technical development of computer networks, particularly the interne
system, the internet itself is a product of regulatory intervention, government-funded research
initiatives, and the interplay of market dynamics and network externalities.* Crucially, the
internet was not originally designed with security as a core feature. Its architecture was shaped by
what scholars describe as the “procrastination principle”* the idea that problems should be solved
as they arise, and the “trust your neighbor” model, which assumed a relatively competent and
trustworthy user base. As internet use expanded to less technically proficient actors, these
assumptions became increasingly problematic. The first known cyberattacks emerged as early as
the 1980s, but it was in the late 1990s, following the commercialization of the internet, that such
threats became more visible and financially consequential.*’” The economic stakes introduced by
this commercialization phase elevated cybersecurity as both a policy priority and research focus,
prompting international organizations, governments, and private actors to develop governance
mechanisms that could respond to emerging digital threats. As such, many early and influential

studies understandably framed cyberspace governance primarily through the lens of

cybersecurity, treating it as both a practical entry point and a critical domain of global regulatory

concern.
Governance
Analytical
Study Focus Structures Key Findings Relevance
Approach
Analysed
Cybersecurity Typological State-led Transcontinental | Introduced
governance  via | mapping of 85 | institutions, limited | cooperation regime
institutional membership- | multistakeholderism | more common; | complex and
GLOBE mapping based institutions typological
Report institutions; Favor  ‘softer’ | model
regime functions  like | foundational
complex info-sharing to analysis
framework
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4 Ibid 7
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Organizational Descriptive Public and private | Lack of | Baseline
and historical | and structured | institutions at | standardized mapping
Portnoy & | account of cyber | institutional multiple governance | metrics despite | reference for
Goodman | governance framework levels institutional institutional
proliferation roles and
practices
Conceptual Theoretical Norms, law, market, | Cyberspace Bridges
framing via | framing using | architecture; governance is | Lessig’s
regime complex; | regime multiple issue areas | fragmented but | theory with
Joseph functional complex; interdependent; | practical
Nye domains functional aligns with | mapping;
differentiation Lessig’s theory | highlights
intermodal
regulation
Cybersecurity Theoretical- Market, networks, | Market demand | Highlights
governance economic hierarchies crucial to | market
through approach; success; hybrid | modality;
Kuerbis &
institutional disaggregated structures more | supports
Badiei
economics governance effective ex post | analysis  of
structures regulatory
pluralism

Table 4. Previous Cyberspace Governance Mapping Efforts

While previous studies have made important contributions to the understanding of cyberspace
governance, they tend to concentrate primarily on cybersecurity and adopt either an institutional,
organizational, or economic perspective. In contrast, this dissertation expands the analytical
scope by examining all identifiable cyber-related international legal instruments, not limited to
the security domain. The approach is rooted explicitly in the framework of international law, with
particular attention to its formal sources, including treaties, customary norms, and institutional
practices. Accordingly, the analysis emphasizes international organizations and the legal regimes
they generate or participate in, thereby shifting the focus from institutional typologies to legal
authority and norm production. Moreover, the dissertation adopts Lessig’s Regulatability Theory
to map governance across all four modalities: Law, Norms, Market, and Architecture, in order to

capture the full spectrum of regulatory mechanisms shaping behaviour in cyberspace. This
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multidimensional and legally grounded perspective aims to produce a more comprehensive and

systematic mapping of international cyberspace governance than currently exists in the literature.

D. Research Contribution

This dissertation contributes to international legal scholarship in three main ways. First, it
advances the discourse on international cyberspace governance by providing one of the most
systematic mappings of its regulatory landscape to date. By distinguishing between binding and
non-binding instruments, formal law and soft law, and by situating these within Lessig’s
modalities, the research clarifies how governance actually operates across institutional levels and
regions. This empirical foundation brings greater transparency to a field often described as
fragmented but rarely mapped with this degree of precision.

Second, it offers a comparative regional perspective that has been largely absent in cyberspace
law literature. By juxtaposing the UN, the EU, and ASEAN (alongside ASEAN member states),
the study highlights not only the different institutional capacities of these actors but also their
divergent governance philosophies. In doing so, it demonstrates how Southeast Asia is carving
out a distinctive approach to cyberspace governance; consensus-based, norm-driven, and
pragmatic that both complements and diverges from Western legalist traditions. This contributes
to debates on regime complexity, fragmentation, and legitimacy in international law.

Third, and most distinctively, the thesis introduces the concept of easternisation into
international legal scholarship and provides a framework to make it empirically testable. While
existing debates on regime complexity emphasize pluralisation and decentralization,* this study
develops operational indicators that reveal how Southeast Asian approaches diverge from
Western-dominated models. These indicators include: (i) the share of norm-setting instruments
produced by ASEAN compared to UN and EU institutions, (ii) the balance between binding and
non-binding instruments, (iii) the extent to which ASEAN instruments cross-reference Western
frameworks or generate autonomous rules, and (iv) the institutional centrality of ASEAN within

the broader governance network. By applying these indicators, the dissertation demonstrates that
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ASEAN’s approach reflects more than regionalisation; it signals a shift in the geography of

international lawmaking authority, thus evidencing the easternisation of international law.

E. Innovative Content

The innovation of this study lies both in its methodological design and its theoretical framing.
Methodologically, the dissertation pioneers the use of computational analysis of international law
in the context of cyberspace. Drawing inspiration from Lie, Langford and Wolfgang,* it combines
traditional document analysis with computational classification, coding, and visualization. The
result is a large-N, empirically grounded ontology of 148 governance instruments, systematically
coded across thirteen fields. This integration of “distant reading” (large-scale computational
mapping) and “close reading” (qualitative interpretation) marks a methodological advance in
international legal research, making fragmented and voluminous legal materials more
comprehensible.

Analytically, the dissertation innovates by applying LRT (originally developed for domestic
cyberspace regulation) to the domain of international law. This cross-application not only
demonstrates the theory’s explanatory value for mapping global governance modalities but also
adapts it to highlight how law, norms, markets, and architecture interact differently across regions
and institutional levels.

The most significant innovation lies in theorizing the easternisation of international law
through the case of cyberspace governance. While much scholarship critiques the Western-centric
foundations of international law, this study demonstrates empirically how Southeast Asia is
shaping a parallel governance trajectory. To do so, it operationalizes easternisation through
measurable indicators: (i) norm-setting share across regions, (ii) binding versus non-binding mix,
(ii1) cross-referencing practices, and (iv) institutional centrality within the regime complex. These
indicators provide concrete empirical grounding to a concept that has previously remained
abstract, allowing easternisation to be tested and distinguished from general processes of

regionalisation or pluralisation.
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Together, these innovations allow the dissertation to speak both to doctrinal debates about the
sources and authority of international law and to theoretical debates about regime complexity,

legitimacy, and the evolving balance between Western and non-Western governance paradigms.
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CHAPTER II
RESEARCH METHODOLOGY
A. Applied methodology

This dissertation is situated within the tradition of empirical legal research, but it takes a
distinctive form by incorporating both qualitative interpretation and quantitative mapping. At its
core, the study builds on document analysis, yet it moves beyond conventional doctrinal methods
by adopting computational tools of classification, coding, and visualization. The empirical
foundation of the project is a curated corpus of 148 instruments of cyberspace governance issued
by the United Nations, the European Union, ASEAN, and ASEAN member states.”® Each
instrument was examined not only in terms of its formal legal attributes but also through its
functional and regulatory qualities, allowing the mapping of cyberspace governance across
multiple layers of authority.

This design reflects what Wolfgang has described as the growing need for international
lawyers to engage with “big data” approaches, as traditional methods premised on “small data”
become increasingly inadequate in capturing the breadth and fragmentation of international law.>!
At the same time, the approach aligns with Lie and Langford’s observation that computational
analysis does not replace doctrinal reading but complements it through a “distant reading” of
entire corpora alongside close legal interpretation.> In practice, this means that this dissertation
draws on computational analysis to systematize and classify a large dataset of documents, while
retaining the interpretive richness of legal reasoning to make sense of the results.

Methodologically, the research unfolded in four steps. First, relevant documents were
systematically collected from institutional repositories such as the UN Official Document System,
EUR-Lex, ASEAN databases, and the UNIDIR Cyber Policy Portal. Second, the documents were
filtered and cleaned to ensure consistency, excluding informal or non-legal materials and
removing duplicates. Third, each instrument was coded through a classification ontology of
thirteen fields, covering aspects such as governance type, document form, source of international

law, and Lessig’s four regulatory modalities. Finally, the data was analyzed through a
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combination of manual interpretation and computational visualization, with Tableau dashboards

used to generate comparative and temporal mappings across regions, levels, and modalities.

B. Research approach

The research approach can be best understood as epistemological within the computational

turn in international law. While ontological approaches view computation as fundamentally
transforming how law is conceived, this dissertation adopts the more modest and pragmatic
position that computational methods serve to enrich existing doctrinal inquiry by extending its
scale and evidentiary base.’®> Wolfgang has shown how computational tools enable doctrinal
research to become more comprehensive, reproducible, and transparent, correcting its traditional
tendency toward anecdotal evidence and selective sampling.>* Similarly, Lie and Langford argue
that the computational turn expands the epistemological repertoire of legal scholars, allowing
them to discern patterns and networks that would remain invisible through manual analysis
alone.>

The project therefore frames itself as an interpretive case study of cyberspace governance,
with ASEAN as its focal lens. This comparative orientation (contrasting ASEAN with the UN and
EU) allows both horizontal analysis across regions and vertical analysis between domestic,
regional, and global levels. The logic is abductive: the mapping first surfaces empirical patterns
that were not predetermined, such as modality asymmetries or ASEAN’s unusual balance of law,
norms, and architecture. These inductive findings are then reinterpreted through theoretical

scaffolds, namely Lessig’s Regulatability Theory, regime complex theory, and the easternization
framework. The result is a cyclical process of discovery and theorization in which empirical
material both grounds and challenges conceptual claims.

Methodologically, the study employs a combination of manual and computational techniques.
Regular expression searches and dictionary-based coding were used to ensure consistency and
exhaustiveness,’® while the interpretive classification of instruments allowed nuanced judgments
about scope, modality, and function. Visualization through Tableau facilitated the macroscopic

reading of patterns across time and region, while doctrinal interpretation ensured that the data
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56 Wolfgang, Computational Analysis, 211
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remained situated in international law’s normative and institutional context. This fusion of
“distant” and “close” reading responds to Lie and Langford’s call for a more balanced engagement
with computational tools: they are not an end in themselves, but a method of expanding the

epistemic reach of international law research.>’

C. Analytical Threshold

The analytical threshold of the study lies in distinguishing descriptive mapping from
normative claims. To maintain rigor, the unit of analysis was defined as the individual governance
instrument, which had to meet two criteria: formal issuance by a state or international
organization, and substantive relevance to at least one of the seven cyberspace governance clusters
identified by the UN Commission on Science and Technology for Development (infrastructure,
security, human rights, legal, economic, development, socio-cultural).>®

Each document was coded against sources of international law as defined in Article 38(1) of
the ICJ Statute, with an additional category of “national law” created to capture the substantial
role of ASEAN states in norm production. Lessig’s modalities were operationalized in precise
terms: law was coded where obligations were binding and enforceable, norms where regulation
was voluntary or declaratory, architecture where technical design choices constrained behavior,
and market where economic structures or incentives acted as regulators.>® Hybrid instruments
were recognized as such when more than one modality was substantively operative.

Thresholds for analytical claims were then established. Overlap between regimes was only
coded where two or more instruments addressed the same governance scope, and strong overlap
was noted only when explicit cross-referencing occurred. Vertical fragmentation was assessed by
comparing the balance of modalities and sources across domestic, regional, and global levels.
Claims of easternization were grounded not in isolated examples but in recurring evidence across
multiple instruments and issue areas. Validation procedures included cross-checks of coding
consistency, triangulation across classification fields, and construct validation through anchoring

the framework in established doctrinal categories.
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public policy issues, E/CN.16/2015/CRP.2 17 April 2015,
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By making these thresholds explicit, the study ensures that its claims about fragmentation,
regime complexity, and easternization are not speculative but grounded in reproducible coding
and analysis. At the same time, it acknowledges the limitations identified by both Wolfgang and
Lie: computational analysis cannot capture every nuance of legal meaning, and its results must
always be reintegrated into interpretive, qualitative reasoning.®! It is in this balance; between
computation and interpretation, between scale and depth that the methodological novelty of this

dissertation lies.

D. Data collection
The empirical foundation of this dissertation is a systematically compiled corpus of 148
governance instruments relating to cyberspace. The unit of analysis is the formal governance
document: laws, treaties, strategies, declarations, regulations, or cooperation frameworks,
produced by international organizations, regional bodies, or states. These instruments were
selected on the basis of their explicit relevance to cyberspace governance, whether through legal
commitments, normative guidance, institutional design, or technical regulation.
1. Population and Scope
The scope of the dataset was restricted to formal state and intergovernmental outputs with
identifiable legal, normative, or regulatory content. This decision reflects the study’s
orientation toward international legal authority, rather than informal or scholarly
discourse. Consequently, several categories of material were excluded:
a. Institutional focus and selection of governance subjects
The selection of the United Nations (UN), the European Union (EU), and the
Association of Southeast Asian Nations (ASEAN) as the primary governance subjects
reflects the dissertation’s grounding in international law rather than in state-centric
cyber power or technological leadership. The analysis focuses on international and
regional organizations that possess recognized legal personality and norm-generating
capacity within the international legal system, and that function as institutional sites
for the articulation, coordination, and diffusion of legal and quasi-legal norms. The

UN, EU, and ASEAN thus provide a coherent comparative basis for examining
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fragmentation, regime interaction, and modality variation in international cyberspace
governance.

The exclusion of individual states, including the United States, is a deliberate
methodological choice. While the United States has played a central historical role in
the development of the internet and remains a dominant cyber power, its inclusion
would introduce analytical asymmetry by juxtaposing a single sovereign state against
international organizations with collective decision-making structures and distinct
legal mandates. Such a comparison would complicate cross-regional analysis without
advancing the study’s core objective, which is to assess patterns of governance within
international and regional legal frameworks rather than national cyber strategies.

This institutional focus also informs the exclusion of judicial decisions as a
primary unit of analysis. Although jurisprudence constitutes a recognized source of
international law, the absence of adjudicatory mechanisms within ASEAN would
result in structural imbalance across the selected regimes. To maintain comparability,
the study therefore concentrates on governance instruments that are common to all
three contexts, including treaties, legislation, strategies, declarations, and cooperative
frameworks.

b. Excluded materials
i. Academic commentary and policy briefs, unless officially endorsed or
adopted by a state or international organizations
ii. Draft instruments or proposals, unless they had been formally adopted into
an official process.

iii. Documents not primarily cyber-related, such as general market or trade
agreements (e.g., WTO, TRIPS, EU Digital Single Market), even if they
carry digital implications. Their exclusion ensures that the dataset focuses
on instruments directly situated within the governance of cyberspace.

iv. Court decisions and jurisprudence, despite their legal significance, were
excluded because of the uneven role of adjudication across regions (notably
the EU) and to maintain comparability between UN, EU, and ASEAN
sources.

2. Sources
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To ensure coverage across institutional and national levels, documents were drawn from

multiple repositories:

a.
b.

C.

UN system: UNIDIR Cyber Policy Portal, UN Official Document System (ODS).
European Union: EUR-Lex database of EU law and policy.
ASEAN and Member States:*> ASEAN Document Database, ASEAN Secretariat

archives, and selected national legal repositories.

This multi-source strategy follows the practice of prior large-scale governance mappings,

where reliance on a single repository risks under-representing particular regions or

document types.

3. Filtering and Verification

Each candidate document underwent a verification protocol before inclusion:

a.

b.

Duplication checks: updated or amended instruments replaced earlier versions.
Finality: only formally adopted instruments were included; draft papers,
consultations, or discussion notes were excluded.

Institutional attribution: documents were attributed to their issuing body at the
highest level (e.g., ASEAN Summit declaration rather than working group
communiqué) unless the subsidiary instrument had distinct legal or policy standing.
Cross-checking: ambiguous cases (e.g., whether a cooperation MoU had regulatory
implications) were validated by triangulating multiple repositories or official press

releases.

4. Coding Framework

All included documents were coded into a structured dataset using a thirteen-field

classification system developed for this research. These fields capture legal, institutional,

and functional attributes:

a
b.

e

o

Document Title

Source/Link

Year

Country/Region (UN, EU, ASEAN, AMS)

Level (International, Regional, National)

2 The ASEAN dataset is limited to instruments produced by the original ten ASEAN member states and excludes
documents from newly admitted members to maintain analytical consistency across the study period.
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Institution

5 @ o

—

Legal Subject (States, 10s)

Governance Type (Policy, Legislation, Structure, Cooperation)

Document Type (Law, Act, Convention, Strategy, Agreement, etc.)

j. Source of International Law (Treaties, Customs, General Principles, Judicial

Decisions)

k. Lessig’s Modality (Law, Norms, Architecture, Market)

1. Keywords/Indicators

m. Summary/Notes

This coding system operationalizes theoretical categories; Lessig’s modalities, UNIDIR

governance functions, and regime complex indicators, into an empirical ontology of

cyberspace governance.

Country Legal Governance
Document Year Level Institution
/Region Subject function
A/72/327: Report of the | 2017 UN International UN 10 Cooperation
Secretary-General on General
Ty Assembly
Developments in  the
Field of Information and
Telecommunications in
the Context of
International Security
Roadmap for Digital | 2020 UN International UN 10 Cooperation
; Secretary
Cooperation (Report of General
the Secretary-General)
EU Cybersecurity EU Regional European 10 Policy
Strategy 2020 .
2020 Commissio
n
EU Data Governance Act | 2022 EU Regional European 10 Legislation
Parliament
& Council
ASEAN ICT Masterplan | 2020 | ASEAN | Regional ASEAN State Cooperation

2020
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ASEAN Declaration to | 2017 | ASEAN | Regional ASEAN State Cooperation
Prevent and Combat Heads of
Cybercrime State/Gove
rnment
Computer Misuse Act | 2021 | Singapor | National Parliament | State Legislation
1993 (2020 Revised e of
Edition) Singapore /
Law
Revision
Commissio
n
Electronic = Commerce | 2006 | Malaysia | National Parliament | State Legislation
Act 2006 (Act 658) of
Malaysia
Table 1 - Sample of Codebook - First Section
Document Document Source of Lessig’s Main Supporti | Governance
type IL Modality Scope ng Scope Type
A/72/327: Report of the | Report General Norms Infrastru | Security | Algorithmic
Secretary-General on principles cture and
Developments in the standardi
Field of Information and zation
Telecommunications in
the Context of
International Security
Roadmap for Digital | Roadmap General Norms Economy | Develop | Institutional
Cooperation (Report of principles ment
the Secretary-General)
EU Cybersecurity General Law, Develop Legal Institutional
Strategy 2020 Strategy principles Market, ment
Norms
EU Data Governance Act | Act Treaties/ Architectur | Infrastru | Infrastru Legal
Convention e cture and | cture and
standardi | standardi
zation zation

24




ASEAN ICT Masterplan | Workplan | General Architectur | Develop | Security | Institutional
2020 Principle e, Norms ment
ASEAN Declaration to | Declaratio | General Market, Human Economy | Institutional
Prevent and Combat | n Principles Norms Rights
Cybercrime
Computer Misuse Act | Act National Law Security | Security | Legal
1993 (2020 Revised Law
Edition)
Electronic = Commerce | Act National Law Security | Economy | Legal
Act 2006 (Act 658) Law

Table 2 Sample of Codebook - Second Section

For the full dataset refer to ANNEX A
Document title Ambiguity Decision

Report of the Office of the

United Nations High

Commissioner for  Human

Rights: The right to privacy in
the digital age (A/HRC/27/37)

Report of the Group of

Governmental ~ Experts  on
Developments in the Field of
and

the

Information
Telecommunications  in
Context of International Security

(A/72/327)

Whether the legal subject should

be coded as International
Organization (IO) or State, since
these institutions are comprised
of member states and their

representatives.

Coded as IO, on the basis that when
drafting and adopting such reports,
member states act collectively under the
institutional mandate, representing the
institution rather than their individual

national interests.

EU-Malaysia Framework
Agreement on Partnership and

Cooperation (2022)

Whether the agreement should
be classified as an EU document
or a Malaysian document, since
it was jointly negotiated and

signed by both parties.

Coded under EU, as the agreement was
initiated by the EU, requires ratification
by EU Member States and conclusion at
the EU level, and only enters into force
once both the EU and Malaysia
complete their respective ratification

processes.

Table 3 Sample of Ambiguous Coding
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5. Protocol for coding

a. Date of adoption was recorded as the official year of publication or entry into force.

b. Binding status was determined by formal designation (e.g., treaty, directive, law)
versus soft instruments (strategy, declaration, framework).

c. Scope of governance was coded according to the CSTD’s seven categories
(security, infrastructure, human rights, legal, economic, development, socio-
cultural), with both main and supporting scopes assigned.

d. Institutional attribution prioritized the highest legally responsible body but noted
subsidiary or implementing agencies in the summary field.

Through this process, the dataset provides a replicable and transparent empirical base for
the subsequent analysis of fragmentation, regime complexity, and easternisation in

international cyberspace governance.

6. Reliability and Consistency

Although coding was conducted by a single researcher, steps were taken to enhance
reliability and minimize subjective bias. A pilot round of coding was conducted on a subset
of documents to test the clarity of the classification fields and refine the codebook where
necessary. During the main coding process, consistency checks were performed by re-coding
a random sample of documents at different stages of the research, with results compared to
the original entries to identify discrepancies. This iterative process helped ensure that coding

decisions were applied systematically across the entire dataset.
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CHAPTER III
THEORETICAL FRAMEWORK

A. Conceptual foundations of cyberspace governance
1. Governance of Cyberspace

The discourse of cyberspace governance essentially concerns power in cyberspace.®
With the current state of cyberspace and the extent of its development, the outcomes it has
produced, whether positive or negative, are often perceived as unintentional by-products.
When identifying certain debates such as privacy, surveillance, cyber-terrorism, and
security, it is seldom that one views them holistically. To understand the distribution of
power in cyberspace, it is necessary to take a bird’s-eye view of who owns, controls, designs,
and shapes it.

While efforts to map cyberspace governance vary, its definition remains contested. One
conceptualization comes from Tsagourias, who describes it as an encompassing process of
action coordination, understood from a sociological perspective to involve the interaction of
states, markets, and corporate hierarchies.** However, while such definitions capture the
multiplicity of actors involved, they do not fully account for the types of governance these
actors perform. To address this gap, this study proposes a conceptual distinction between
three interrelated forms of governance in cyberspace: algorithmic governance, institutional
governance, and legal governance.® Rather than focusing solely on governance functions,
such as norm-setting or capacity-building, this typology emphasizes the regulatory forms
and mechanisms through which governance is exercised.

The algorithmic governance of cyberspace is derived from self-executing coded
procedures that depart from the concept of formalism. % In coding, human expression is
extracted through qualitative language theory and is reduced to sequences of zeros and ones.

Only coders and their associated technical culture can understand and design this layer of

83 Outi Korhonen and Ekaterina Markovich, “Mapping Power in Cyberspace,” in Resaerch Handbook on International
Law in Cyberspace, ed. Nicholas Tsagourias and Russel Buchan (United Kingdom: Edward Elgar Publishing, 2021).
% Nikolaos K.. Tsagourias and Russell. Buchan, “Research Handbook on International Law and Cyberspace,” 2023,
672, https://www.e-elgar.com/shop/gbp/research-handbook-on-international-law-and-cyberspace-
9781035316854.html.

65 Korhonen and Markovich, Mapping Power, 47

% Ibid
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cyberspace. Most users would not be able to name the organizations that manage internet
domains or explain the infrastructure that maintains cyberspace and its ownership.
Algorithmic governance, in this sense, refers to the regulation of cyberspace through code,
protocols, and the design of technical infrastructures.®’” Regulatory choices are embedded
directly into the architecture of cyberspace, shaping how systems operate and constraining
the behaviour of users and intermediaries by technical means. Technical standards and
digital protocols are not neutral; they embody specific regulatory logics and policy goals.
Control over code and infrastructure is concentrated among technical communities and
standard-setting bodies such as the Internet Society (ISOC), the Internet Engineering Task
Force (IETF), the Internet Engineering Steering Group (IESG), and the Internet Corporation
for Assigned Names and Numbers (ICANN). 68

Institutional governance captures the political processes, agenda-setting activities, and
multistakeholder collaborations that shape cyberspace through collective decision-making
and norm diffusion. While public perception often points to Big Tech companies such as
Google, Amazon, Facebook, and Apple as the operators of cyberspace, these firms are only
the visible tip of the governance iceberg. The ecosystem also includes a range of public and
private institutions; technical governance bodies, intergovernmental organizations, and
regional entities; that influence cyberspace policy and practice. These processes often occur
within international organizations, regional bodies, and industry coalitions, involving both
state and non-state actors seeking to coordinate governance efforts and shape global
discourse. States have become deeply engaged in cyberspace governance, as illustrated by
initiatives such as Estonia’s e-government projects, the EU’s cyber policies, the United
Nations cyber working groups, Georgia’s crypto-mining infrastructure, and NATO’s
cybersecurity capabilities.

Legal governance refers to the application of formal legal instruments (including treaties,
national legislation, and judicial decisions) to regulate cyberspace activities. This more
traditional form of rule-based governance achieves compliance through binding obligations
and enforcement mechanisms. Legal entities in cyberspace are often international in scope;

ICANN, while organized as a California-based non-profit, operates transnationally with

57 Ibid
58 Ibid 48

28



public-interest commitments that interact with, and are influenced by, international norms.®’
Although the US government relinquished its oversight of ICANN in 2016, transitioning it
into an international organization, Internet governance remains influenced by powerful
corporate and state stakeholders, producing a hierarchical structure in which the strong
dominate and the weak have limited influence. The tension between multi-stakeholder
governance and cyberspace sovereignty is central here. While traditional
telecommunications infrastructure falls within sovereign control, global Internet
communications blur sovereignty’s boundaries. Nevertheless, because the physical
infrastructure of cyberspace; servers, cables, and data centers exist within national territories,
sovereignty claims remain materially grounded. Recognition of cyberspace sovereignty is
crucial for effective legislation, combating cybercrime, and regulating harmful content, as
reflected in the integration of sovereignty principles into national legal and administrative
systems. 70

Drawing on Baldwin, Cave, and Lodge’s distinction between technical and content
regulation,’! algorithmic governance primarily aligns with the regulation of technical
infrastructure, encompassing the coordination and standardization of digital identifiers,
communication protocols, and security architectures that sustain cyberspace. Institutional
governance and legal governance, by contrast, align more closely with content regulation,
encompassing the regulation of behaviour, speech, data flows, and informational content.
Thus, cyberspace governance operates simultaneously at the level of infrastructure: through
technical control, and at the level of content: through legal and institutional mechanisms.
The complexity and evolution of cyberspace, shaped by rapidly shifting commercial
practices and social uses of the Internet, prevent the establishment of a singular, coherent
regulatory regime. Instead, governance consists of a patchwork of mechanisms: legal
statutes, binding and non-binding technical standards, bilateral and multilateral agreements,

informal codes of conduct, and voluntary best practices.”> This multiplicity reflects the

% Binxing Fang, Cyberspace Sovereignty: Reflections on Building a Community of Common Future in Cyberspace,
Cyberspace Sovereignty: Reflections on Building a Community of Common Future in Cyberspace (Springer
Singapore, 2018), https://doi.org/10.1007/978-981-13-0320-3.

70 Ibid 85

"l Robert Baldwin, Martin Cave, and Martin Lodge, The Oxford Handbook of Regulation, The Oxford Handbook of
Regulation (Oxford University Press, 2010), https://doi.org/10.1093/0xfordhb/9780199560219.001.0001.

2 Brenden Kuerbis and Farzaneh Badiei, “Mapping the Cybersecurity Institutional Landscape,” Digital Policy,
Regulation and Governance 19, no. 6 (2017): 466-92, https://doi.org/10.1108/DPRG-05-2017-0024/FULL/XML.
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polycentric nature of cyberspace governance, where overlapping actors and mechanisms
interact without a central authority.”® Regulation in this context ranges from coercive legal
mandates to more diffuse forms of coordination and norm diffusion.” In its broadest sense,
regulation refers to any deliberate collective action in the public interest, encompassing both
public and private rulemaking, whether through mandatory laws or voluntary guidelines. 7>

This regulatory complexity is reflected in scholarly conceptualizations of the Internet’s
architecture. While some describe the Internet as comprising five layers, others use
simplified models. Benkler identifies three layers: physical infrastructure, code, and
content.”® Zittrain similarly distinguishes physical, protocol, and application layers.”’
Habermas condenses these into two primary layers: the technical layer, comprising the
infrastructure of cyberspace (e.g., TCP/IP protocols, browsers, cables, routers, and
computers),’® and the content layer, consisting of the applications and services enabling the
production, transmission, filtering, and storage of content. Across these models, there is
consensus that the lower layers are governed primarily through technical protocols and
standards, while the upper layers involve social, cultural, and political dynamics. This
layered structure parallels Baldwin, Cave, and Lodge’s distinction: regulation of technical
infrastructure; largely the domain of algorithmic governance, focuses on identification,
compatibility, interconnectivity, and technological coordination, while content regulation
(largely the domain of institutional and legal governance) addresses privacy, intellectual
property, e-commerce, and the suppression of illegal content and conduct, employing
approaches ranging from state legislation to platform content moderation policies.

By framing cyberspace governance through the three governance types; algorithmic,
institutional, and legal, this study captures both the layered structure of the Internet and the
diverse forms of regulation operating within it. Algorithmic governance maps onto the

regulation of technical infrastructure, while institutional and legal governance address the

3 Chang, Lennon YC, and Peter Grabosky, “The Governance of Cyberspace,” in Regulatory Theory: Foundations
and Applications, ed. Peter Drahos (ANU Press, 2017).

74 Michael Barnett and Raymond Duvall, “Power in Global Governance,” in Power in Global Governance (Cambridge
University Press, 2004), 1-32, https://doi.org/10.1017/CB0O9780511491207.001.

75 Tsagourias and Buchan, Research Handbook, 37
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regulation of content. Together, these forms reflect the multilayered and fragmented nature
of cyberspace governance, where technical design, political agendas, and legal norms

intersect to shape the evolving global digital order.

2. Key governance regimes in cyberspace’’
a. United Nations (UN)

The UN plays a pivotal (though often contested) role in the governance of
cyberspace. Formal activity on cyber-security within the UN began in 1998, when the
Russian Federation introduced a draft resolution to the UN General Assembly (UNGA)
on “developments in the field of information and telecommunications in the context of
international security”.8? This early engagement was modest in scope, with progress
slow and discussions initially perceived as “dull” and lacking momentum.®! However,
a series of high-profile incidents, including the Distributed Denial of Service (DDoS)
attacks on Estonia (2007)%? and Georgia (2008),%3 the Stuxnet worm attack against
Iran’s nuclear programme (2010),%* the Edward Snowden disclosures on state
surveillance (2013),% and allegations of Russian interference in the 2016 U.S.
elections,®® brought renewed urgency to the issue. These events underscored the real-
world security, political, and economic consequences of malicious activity in

cyberspace, pushing cyber-security higher up the global governance agenda.?’

7 Tsagourias and Buchan, Research Handbook, 582
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Despite this growing attention, progress within the UN has been hindered by deep
geopolitical divisions. Core disagreements persist between Eastern and Western states
over several foundational issues: whether the governance of cyberspace should
prioritise the free flow of information or impose governmental controls; whether the
main focus should be on economic espionage and cybercrime or on state-led cyber-
attacks; and whether existing international law suffices or whether new, binding
instruments are needed. These disagreements mirror broader geopolitical fault lines and
have shaped the fragmented nature of UN-level discussions. Nevertheless, the UN has,
for over a decade, sought to bridge these divides and develop mechanisms to ensure
the stability and security of cyberspace.®®

The UN’s cyber governance efforts span multiple institutional bodies, each with
distinct mandates and governance modalities. The UN Security Council (UNSC), as
the only UN organ whose Chapter VII resolutions carry binding obligations on Member
States, has addressed cyber issues mainly through counterterrorism and international
peace and security frameworks.®* The Office of the Secretary-General has sought to
advance digital cooperation and promote inclusive, multi-stakeholder governance
through initiatives such as the Roadmap for Digital Cooperation.”® The Economic and
Social Council (ECOSOC), particularly through the Commission on Crime Prevention
and Criminal Justice (CCPCJ), has focused on cybercrime prevention, capacity-
building, and the potential development of a global cybercrime treaty.”! Technical and
operational governance is shaped by the International Telecommunication Union
(ITU), the UN’s specialised agency for ICTs, which plays a central role in setting
standards, building capacity, and fostering international cooperation. Research and
policy development are supported by bodies such as the United Nations Institute for

Disarmament Research (UNIDIR), which contributes analytical tools like the Cyber
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Policy Portal and convenes expert dialogues. The United Nations Office on Drugs and
Crime (UNODC) operationalises many of these norms through technical assistance,
particularly in law enforcement and criminal justice responses to cybercrime.”?
Hence, these institutions form a complex web of overlapping mandates within the
broader international cyber regime complex. While the UN has not established a single,
comprehensive cyber-security treaty or governance framework, its diverse initiatives
reflect a gradual institutionalisation of cyber norms, capacity-building programmes,
and cooperative mechanisms. These activities also demonstrate how the UN’s role in
cyberspace governance is both shaped and constrained by geopolitical contestation,
institutional fragmentation, and the competing regulatory philosophies of its member
states.
i.  UN General Assembly
The origins of the UN discourse on cyber norms can be traced to a proposal by
the Russian Federation to the United Nations General Assembly (UNGA) First
Committee; the Disarmament and International Security Committee, which, in
1999, adopted the first resolution in a series entitled “Developments in the field
of information and telecommunications in the context of international security”
(UNGA 1999).” In its 1998 proposal, Russia argued that the rapid
development and application of new information technologies and
telecommunications represented a qualitatively new stage of the scientific and
technological revolution.”* While acknowledging the many positive effects of
this revolution, Russia warned of potential threats arising from growing
dependence on ICTs. Such technologies, it argued, could be used for purposes
incompatible with the objectives of maintaining international peace and
security® and could violate core principles of international law, including the
non-use of force, non-intervention, and respect for human rights and

fundamental freedoms.”® Russian Foreign Minister Igor Ivanov stressed that
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these risks required preventive action to avoid the emergence of a
“fundamentally new area of international confrontation,” potentially leading to
an arms race based on the latest technological developments.®” The proposal
called for a ban on “information weapons,” which Russia claimed could be as
destructive as weapons of mass destruction (UNGA 1998).%

At the time, however, the international community (particularly
technologically advanced Western states); was not eager to pursue multilateral
negotiations on ICT regulation.”® The proposal was widely perceived as an
attempt to negotiate a treaty prohibiting information weapons and preventing
“information wars”.!% In the early 2000s, during the Bush administration,
differing policy priorities and scepticism toward the Russian initiative stalled
progress on discussions of responsible state behaviour in cyberspace.!'®! It was
not until 2004, six years after the original proposal, that the resolution provided
the basis for convening the first session of the UN Group of Governmental
Experts (GGE) under Russian chairmanship.!> The GGE’s mandate was to
consider existing and potential threats in the sphere of information security and
possible cooperative measures to address them, as well as to study international
concepts aimed at strengthening the security of global ICT systems.!®
However, this first GGE did not produce a consensus report, due to the
reluctance of permanent members of the UN Security Council to approve it and
the lack of broader international interest in cyber stability issues at the time.!%*
The United Nations Group of Governmental Experts (UN GGE), formed in the
1990s, initially received little attention from Western states.!® However, its

2013 report, recognizing the application of international law to cyberspace,
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marked a significant milestone.!° Additionally, in 2011, Russia and its partners
in the Shanghai Cooperation Organization submitted the first draft of the
International Code of Conduct for information security, outlining principles for
responsible state behaviour in securing information and cybersecurity.'?’
Despite limited support, this initiative demonstrated early efforts towards
norms building. The UN GGE report of 2015 further emphasized the desire of
states to find common ground on cybersecurity standards, despite their
differences.!%®

Regionally, the Organization for Security and Cooperation in Europe (OSCE)
countries signed Confidence Building Measures (CBMs) in 2013 to reduce
ICT-related conflict risks, followed by an extension of practical cooperation
measures in 2016.1% The BRICS Summit Declaration in 2015 also emphasized
the importance of developing norms for cyberspace conflict prevention.!!
Additionally, bilateral agreements, particularly within the US-China-Russia
triangle, have contributed to norms building efforts by establishing mutual
CBMs and conduct principles in the cyber domain!!!.

Although there is no binding instrument to regulate cyberspace, the UN GGE
can be considered a normative tool and platform for countries to further
advance their national interests regarding the development and use of
cyberspace.!!? The UN GGE establishes a series of principles that apply in the
UN Charter and international law such as: sovereignty; sovereign equality;
peaceful resolution of international disputes; prohibition of the threat or use of
force against the territorial integrity or political independence of a State, or in

any manner inconsistent with the purposes of the United Nations; respect for
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human rights and fundamental freedoms; and non-intervention in the internal
affairs of other countries.'!?

The initiation of the GGE, first proposed by Russia, aims to consider existing
and potential threats in the field of information security and possible
cooperative actions to overcome them.''* It also conducts studies on
international concepts aimed at strengthening the security of global information
and telecommunications systems.!!> The second UN GGE invited further
dialogue between states to discuss norms relating to state use of ICT, reducing
collective risks, and protecting critical national and international infrastructure,
as well as recommending confidence-building strategies.!!¢ This was followed
by the third UN GGE, which discussed the application of international legal

U7 These are considered

norms regarding responsible state behaviour.
voluntary, non-binding norms that do not seek to limit or prohibit actions
consistent with international law.!!®

The standards set by the UN GGE include the application of international
humanitarian law; the application of the law of armed conflict (LOAC) in
cyberspace; and the principle that cyberspace is to be used peacefully!'!®. The
UN GGE report highlights the principles of sovereign equality, the peaceful
resolution of international disputes, the obligation to refrain from the threat or
use of force, and non-intervention.!?* The GGE also provides views on how
international law applies to a country’s use of ICT, affirming that states have
jurisdiction over ICT structures located in their respective territories and the
inherent right to act consistent with international law, as recognized in the UN
Charter.!?! Applicable principles of international law, including humanity,

necessity, proportionality, and distinction, must be considered.!?? States should
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not use proxies to commit internationally wrongful acts using ICTs and should
endeavour to ensure that their respective territories are not used by non-state

actors to commit such acts.

ii. UN Security Council (UNSC)
The UNSC remains the only UN body with the authority to create binding
international law.'?* While its resolutions have generally not been directed at
the broader spectrum of cybersecurity issues, the UNSC has been active in
addressing cybersecurity concerns related to terrorism. Following the 11
September 2001 terrorist attacks, the UNSC adopted Resolution 1373 (2001),
establishing the Counter-Terrorism Committee (CTC).!?* The CTC has since
engaged in efforts to address the abuse of information and communications
technologies (ICTs) by terrorists and terrorist organizations. This has included
assessing Member States’ implementation of counter-terrorism obligations
under Resolutions 1373 (2001),'*° 1624 (2005),'* and 2178 (2014)'?7 in
relation to ICT, as well as convening meetings on cyber-related terrorism
concerns. Notably, in 2015 the CTC organized a meeting on preventing
terrorists from exploiting the internet for recruitment and incitement to

8 and in 2016 it addressed broader challenges in preventing the

violence, '?
exploitation of ICTs for terrorist purposes.!?’
The Counter-Terrorism Committee Executive Directorate (CTED) has played

an important advisory and operational role for the CTC. It has coordinated
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events, launched initiatives in cooperation with the private sector and civil
society, such as its project with the Swiss Foundation ICT4Peace, and sought
to identify good practices in industry responses to the use of new technologies
for terrorist purposes. Coordination has also been facilitated by the Counter-
Terrorism Implementation Task Force, created in 2005 to implement
Resolution 1373 (2001).13% Among its working groups, the one on “Countering
the Use of the Internet for Terrorist Purposes’ has become increasingly relevant
to the broader cybersecurity debate. Its objectives have included identifying
relevant stakeholders, mapping terrorist use of the internet, quantifying
associated threats, and evaluating the UN’s potential role in mitigation.!3!

The group’s first report in 2009 found no immediate terrorist threat that
warranted UN counter-terrorism action, but suggested ways for the UN to
contribute, such as facilitating best practice sharing, compiling research
databases, promoting counter-extremism narratives, and considering
international legal measures to restrict terrorist content online.!*? Subsequent
phases shifted toward addressing legal and technical challenges in countering
terrorist use of the internet. The 2011 report advocated harmonization of
national laws through regional and international instruments such as the
Budapest Convention on Cybercrime and the Convention against Transnational
Organized Crime.!3* Later work focused on counter-narratives and the role of
credible messengers, recognizing the UN’s unique role in facilitating global

discussions on such measures.'3*
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The UNSC has also addressed cybersecurity in its wider peace and security
mandate through Arria-formula meetings. In November 2016, Spain and
Senegal co-convened a meeting on “Cybersecurity and International Peace and
Security,” which explored challenges such as the speed and anonymity of
cyberattacks, difficulties of attribution, and the importance of national
strategies, information sharing, and cross-sectoral cooperation.!*> In March
2017, Ukraine organized a meeting on “Hybrid Wars as a Threat to
International Peace and Security,” which examined the intersection of cyber
threats, political interference, and propaganda, defining hybrid warfare as
operations designed to remain below thresholds that would trigger a military
response.!3¢

More recently, UNSC attention to cybersecurity has been shaped by its rotating
membership. Estonia’s successful campaign for a 2020-21 term, built in part
on its strong interest in cyber issues has brought increased focus on
cybersecurity to the Council’s deliberations, suggesting that state-level
priorities can influence the Council’s engagement with emerging security

domains.

UN Secretary General

The United Nations Secretary-General (UNSG) has played a pivotal role in
elevating cyberspace governance within the broader UN agenda.'’” In July
2018, Antonio Guterres recognized the growing urgency of coordinated, cross-
sectoral cooperation to address the economic, social, ethical, and legal
dimensions of digital technologies.!*® To this end, he established a High-Level
Panel on Digital Cooperation tasked with assessing the multi-faceted impacts
of digital transformation, with the dual aim of leveraging its benefits while

mitigating associated risks. The Panel’s report underscored the need for
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international collaboration and a renewed global commitment to a safe,
inclusive, and equitable digital future, framing its recommendations as
“building blocks of an inclusive and interdependent digital world, with a fit-
for-purpose new governance architecture”.!>
This vision was operationalized through the Secretary-General’s Roadmap for
Digital Cooperation, which outlines a multi-year, multi-stakeholder, action-
oriented strategy to address global interconnectivity, digital equity, and cyber
resilience.!* Among its priorities are achieving universal digital connectivity
by 2030, promoting digital public goods to reduce global inequalities, and
developing a framework for digital trust and security aligned with the
Sustainable Development Goals (SDGs). The roadmap also emphasizes the
importance of embedding digital rights within the broader human rights
framework, reflecting the recognition that cyberspace governance is
inseparable from international human rights law.
To implement the Roadmap, the Office of the Secretary-General’s Envoy on
Technology was created as a dedicated institutional mechanism to coordinate
initiatives, engage with diverse stakeholders; including Member States, the
technology sector, private companies, and civil society, and advance
negotiations towards a Global Digital Compact as proposed in the Common
Agenda.!'*! This institutionalization reflects an acknowledgment that
governance of digital space requires not only normative frameworks but also
practical coordination platforms capable of bridging fragmented regulatory
domains.
The UNSG’s approach positions the UN as a convener and facilitator of global
digital governance, balancing the imperatives of security and access while
promoting a rights-based, multi-stakeholder model. In theoretical terms, this aligns

with the broader regime complex literature by illustrating how leadership at the
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intergovernmental level can generate linkages between existing regimes, such as
human rights, development, trade, and security, through agenda-setting and
institutional innovation. This approach also reinforces the concept of regime
orchestration, where a central actor does not directly legislate but coordinates a

diverse network of institutions and stakeholders towards shared objectives.

iv. UN Economic and Social Council
The United Nations Economic and Social Council (ECOSOC) functions as the
UN’s principal body for coordination, policy review, dialogue, and
recommendations on economic, social, and environmental issues, and has also
engaged with matters relating to cyber-security. While its interest in the topic
has been broad (hosting, for example, a 2010 briefing on “Cyber Security:
Emerging Threats and Challenges” and a 2011 special event on “Cybersecurity

and Development”)!42

its most substantial cyber-related work has taken place
within its functional commissions, particularly the Commission on Crime
Prevention and Criminal Justice (CCPCJ) and, to a lesser extent, the
Commission on Narcotic Drugs.

The CCPCJ, established in 1992 as the UN’s principal policymaking body in
the field of crime prevention and criminal justice,'** began addressing
computer-related crime in the late 1990s. In 1998, it requested that the UN
General Assembly (UNGA) include a workshop on “crimes related to the
computer network™ in the Tenth Crime Congress.!** This process culminated
in the 2000 Vienna Declaration on Crime and Justice, in which Member States
committed to developing policy recommendations to prevent and control

computer-related crime, and invited the CCPC]J to take forward work in this

area.!* By 2001, the Commission had adopted a plan of action that included
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measures against high-technology and computer-related crime,!*® although at
that stage the focus remained on “computer crime” rather than the broader
concept of “cybercrime”.!*” The term “cyber” first appeared in the CCPCJ’s
2002 report,'*® with calls for a global cybercrime convention emerging by
2004.14°

From 2010 onwards, cybercrime became a recurring and prominent theme in
CCPClJ reports, with discussions covering child exploitation, economic fraud,
identity-related crime, and capacity-building for law enforcement. Notably,
cyber-related issues became embedded within a wider spectrum of criminal
justice concerns, such as trafficking of cultural property and organized
crime.’® In line with paragraph 42 of the Salvador Declaration on
Comprehensive Strategies for Global Challenges, ECOSOC and the UNGA
mandated the CCPCJ to establish an open-ended intergovernmental expert
group on cybercrime.'’! This expert group was tasked with conducting a
comprehensive study of the problem, including national legislation, best
practices, technical assistance, and options for strengthening national and
international responses.

Since its first session in January 2011,'32 the expert group has evolved into an
important forum for states, the private sector, and international organizations
to exchange information and deliberate on policy. Its successive sessions have
addressed legislation and frameworks, criminalization, law enforcement,
electronic evidence, international cooperation, and prevention.!> Debates have
revealed divergences over whether a new global cybercrime instrument is

necessary, reflecting broader tensions in international cyber governance
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between those advocating for treaty-based harmonization and those preferring
non-binding, capacity-focused cooperation.

From a regime complex perspective, ECOSOC (through the CCPCJ) plays a
distinct role in linking cyber governance to the broader crime prevention and
criminal justice regime. It exemplifies how thematic specialization can
integrate cyber governance concerns into existing institutional mandates, while
also highlighting fragmentation risks when divergent policy preferences
emerge over the scope and form of international instruments. The open-ended
expert group’s deliberations also demonstrate the “incremental layering”
characteristic of regime complexes, where issue-specific governance evolves
within existing institutional structures rather than through entirely new treaty

frameworks.

v. Subsidiary Organs and Specialized Agencies of the UN
1. International Telecommunications Union (ITU)
The ITU; UN’s specialized agency for information and communication
technologies (ICTs), is the principal UN body tasked with the practical
and technical dimensions of cyber-security. Although it predates the
UN, the ITU became a specialized agency under Article 57 of the UN
Charter in 1945,'%* giving it a formal place within the UN system. Its
mandate extends beyond serving as a discussion forum for cyber-
security issues, encompassing the development of specific initiatives
and the establishment of international technical standards that shape the
global ICT environment.
A pivotal moment in the ITU’s engagement with cyber-security came
in May 2007, when the ITU Secretary-General launched the Global
Cyber-Security Agenda (GCA) as an “international framework for
cyber-security”.!>> Central to this initiative was the creation of a high-

level group of experts on cyber-security, which met three times between
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2007 and 2008 before publishing the Global Strategic Report in 2008.!
The report identified five priority areas for action: (1) legal measures,
(2) technical and procedural measures, (3) organizational measures, (4)
capacity-building, and (5) international cooperation.

The expert group’s recommendations to the ITU illustrate its dual role
in norm promotion and capacity-building. Key proposals included the
development of model legislation for Member States, accompanied by
a cybercrime legislation toolkit containing sample provisions and
explanatory commentary to facilitate harmonization of national laws;
the creation of a Cyber-security Readiness Index; a framework for
protecting national critical infrastructure; and a conceptual framework
for fostering a global “culture of cyber-security.”

The ITU Secretary-General has maintained a high-profile role in
advancing this agenda. At the 2010 World Telecom Development
Conference in Hyderabad, he proposed a “no first attack vow” for
cyberspace and urged states to commit to not harbouring cyberterrorists
or attackers without punishment.!>” He also drafted five principles of
“cyber-peace”,'*® signalling an attempt to expand the ITU’s role from
technical standardization into the normative and ethical dimensions of
cyber governance.

The ITU has also spearheaded initiatives in specific sub-areas such as
child online safety. In 2014, in partnership with UNICEF and the Child
Online Protection Initiative, the ITU released updated guidelines aimed
at strengthening online protections for children.!>® These efforts have

been noted as a rare point of consensus among states, where shared
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values and trust-building can generate positive spillover effects for
broader cyber-security cooperation.'®°

The ITU’s current cybersecurity programme is framed within Objective
2 of the Buenos Aires Action Plan adopted at the 2017 World

Telecommunication Development Conference.!6!

This programme
offers Member States access to tools and knowledge for strengthening
national cybersecurity capacities, with the stated goal of enhancing
security, building confidence, and fostering trust in the use of ICTs,
thereby “making the digital realm more safe and secure for
everyone”, 162

United Nations Institute for Disarmament Research (UNIDIR)
UNIDIR is a voluntarily funded autonomous institute within the UN
system that focuses on generating ideas and promoting action on
disarmament and security. It was among the first UN entities to engage
with the issue of cyber-security, positioning itself early as a knowledge
and capacity-building hub within the emerging cyber governance
landscape.!®3

UNIDIR’s cyber-related work centers on policy-focused capacity-
building at the national, regional, and multilateral levels, complemented
by research and analytical outputs that aim to inform both UN processes
and broader policy debates. Its early involvement in the field is marked
by the hosting of two notable conferences linked to the discussions of
the UN General Assembly’s First Committee. In 1999, with funding
from the United Nations Department for Disarmament A ffairs, UNIDIR
convened a two-day meeting on “Developments in the field of
information and telecommunications in the context of international

2164

security”'®*echoing the title of a resolution introduced by Russia the
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year before. This early forum revealed stark divergences in states’
primary concerns regarding ICTs, highlighting from the outset the
difficulty of forging consensus on cyber norms.

Nearly a decade later, in 2008, Russia funded a second major UNIDIR
conference on “Information and Communication Technologies and
International Security” with the explicit objective of examining both
existing and potential threats from the hostile use of ICTs, as well as the
unique challenges such technologies pose to international security, and
possible responses. %

Today, UNIDIR continues to operate at the intersection of policy
development and technical awareness-raising. It serves as a consultant
to the UN Groups of Governmental Experts (GGEs) and maintains the
Cyber Policy Portal, an interactive online reference tool mapping
national, regional, and multilateral cyber policies worldwide. This tool
enhances transparency and enables cross-comparison of governance
approaches, a function that directly addresses fragmentation within the
cyber regime complex. In addition, UNIDIR hosts annual Cyber
Stability Conferences, which act as a platform for cross-sectoral and
cross-regional dialogue. For example, the June 2019 conference
brought together experts from the UN, regional organizations, the
private sector, the technical community, and academia to assess the
state of global cybersecurity policy. Discussions focused on the outputs
of the UN GGE and Open-Ended Working Group (OEWG), the
development and reinforcement of cyber norms, and strategies to

counter threats from the malicious use of ICTs.

. UNODC

The United Nations Office on Drugs and Crime (UNODC), while not
originally mandated to address cyber-security, became formally

engaged in the field in 2008 when the Third Committee of the UN
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General Assembly requested that it provide technical assistance on
“cybercrime”.!%® UNODC leverages its core expertise in criminal justice
systems to deliver capacity-building, prevention and awareness
programmes, promote international cooperation, and conduct data
collection, research, and analysis on cybercrime.

The agency’s involvement in cyber issues expanded in 2011, when
Member States (through the 20th session of the Commission on Crime
Prevention and Criminal Justice (CCPCJ)) formally tasked UNODC
with addressing the use of the Internet for terrorist purposes, a matter
first raised at the CCPCJ’s 19th session.'®” In response, UNODC’s
Terrorism Prevention Unit contributed to the 2012 Counter-Terrorism
Implementation Task Force (CTITF) publication for law enforcement
investigators and criminal justice officers, offering practical guidance
for cases involving online terrorist activities.

A central component of UNODC’s cyber-related work is its leadership
role in the Global Programme on Cybercrime, initiated by the CCPCJ.'¢8
Hosted within the Organized Crime Branch of UNODC’s Division for
Treaty Affairs, the programme supports Member States in strengthening
national and international legal responses to cybercrime. Activities span
legislative assistance, law enforcement training, and facilitation of
cross-border cooperation, reflecting UNODC’s operational focus on
implementation rather than norm creation.

An important tool under this programme is the Cybercrime Repository,
a database of cybercrime laws and lessons learned designed to aid in the
continuous assessment of states’ needs and capabilities in criminal
justice responses. The repository also serves as a coordination
mechanism for technical assistance, allowing for the identification of

legislative gaps, good practices, and opportunities for harmonization.
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From a regime complex perspective, UNODC operates as both an
implementer and capacity-builder within the international cyber
governance system. While it does not set binding global norms, its work
shapes the operational and legal capabilities of states, bridging the gap
between policy frameworks developed in other UN fora (e.g., UNGA,
UNODIR, ITU) and their practical enforcement at the national level.
This positioning allows UNODC to exert indirect normative influence
by embedding its technical assistance and training within the broader

UN discourse on cybercrime and cyber-security.

b. European Union (EU)'®

The EU occupies a distinctive position in the global cyber-regime complex: it
wields binding legislative authority while also coordinating national action in areas
where explicit Union competences are thin. Although “cybersecurity” is not expressly
listed in the EU Treaties, successive policy moves; culminating in the 2013
Cybersecurity Strategy (updated in 2017) and the 2015 Council conclusions on
cyber-diplomacy, have pushed the issue high on the EU agenda.!’® The Union’s first
binding measure was the 2016 NIS Directive, followed by the 2019 Cybersecurity Act,
which strengthened the mandate of ENISA (relabelled the European Union Agency for
Cybersecurity) and introduced EU-wide cybersecurity certification.!”! The Act’s
unusually long preamble reflects the EU’s sensitivity about its legal basis in this field,
while the 2020 Security Union Strategy further extends the policy architecture
(including the planned Joint Cyber Unit).!"2
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Substantively, the EU frames cybersecurity around resilience, critical infrastructure
protection, cybercrime control, cyberdefence development, industrial/technical
capacity, and cyber-diplomacy; an approach justified by rising attacks on states and
critical infrastructure and the inherently cross-border character of cyber risks.!”
“Resilience” itself is a leitmotif of the 2016 Global Strategy, but the Union’s role often
remains to coordinate, support, or assist Member States given the lack of explicit
competences; the 2019 Cybersecurity Act confirms that public security, defence,

174 Where no express

national security, and criminal law remain national domains.
power exists, the EU has either repurposed other legal bases or relied on soft-law and
coordination, a piecemeal path that complicates task allocation and blurs the scope of
“cybersecurity” as a legal concept.!”® As Fuster and Jasmontaite note, EU actors use
divergent definitions of cybersecurity, raising questions about the coherence and
consistency of existing and proposed legislation.!”¢

A pivotal vector for EU action is the Digital Single Market (DSM), adopted in 2015
with 16 initiatives delivered by early 2017.!77 Here, cybersecurity is cast as an
economic enabler; a precondition for trust in connected technologies and
e-commerce.!”® The Commission anchored the NIS Directive in Article 114 TFEU
(internal market harmonisation), requiring transposition by 9 May 2018, and argued

that security of network and information systems is essential to the functioning of the

internal market.!”” In theoretical terms, this is a Law—Market strategy: internal-market
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competences harmonise security baselines across the Union, while Lessig’s
Architecture enters through certification, interoperability, and technical standards.

In cybercrime, the EU’s authority is clearer. The 2005 Framework Decision on
attacks against information systems; one of the Union’s earliest cybersecurity-related
instruments was replaced by the 2013 Cybercrime Directive grounded in Article 83(1)
TFEU (Area of Freedom, Security and Justice).!®® The Directive sets minimum rules
on offences and sanctions and standardises core definitions, while adjacent measures—
on child sexual exploitation online, ePrivacy, and fraud/counterfeiting—reinforce the
enforcement toolkit.!8! More recently, e-evidence proposals (2018-2019) and an
updated Directive on non-cash means of payment seek to ease cross-border
investigations and modernise cooperation.!®? This cluster blends Law (harmonised
offences, sanctions) with Norms (common procedures, cooperation practices) and
operationalises them via Architecture (data access and preservation mechanisms).

Through cyber-diplomacy, the EU leverages CFSP competences: Article 24(1)
TEU covering all areas of foreign policy and questions of the Union’s security, to
respond collectively to malicious cyber activities.!®® The cyber-diplomacy toolbox
articulates non-military instruments for mitigation, prevention, and stability (85, 86).
In 2019, the Council adopted a Decision and connected Regulation establishing a cyber
sanctions regime applicable to significant cyber-attacks against the Union or its

Member States, including attempted attacks.!8* Member States must bar listed persons
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from entry/transit and freeze funds of responsible actors and those supporting or
associated with them; the Regulation makes these rules binding Union-wide.!®> The
first listings (30 July 2020) targeted Russian, Chinese, and North Korean actors linked
to major incidents, signalling the EU’s willingness to translate cyber norms into
coercive foreign-policy tools.!8¢

By contrast, cyberdefence remains less developed. As noted by Odermatt, there is
no comprehensive EU approach to cyberdefence, despite claims that “the next war will
begin in cyberspace”.!®” The EU Cyber Defence Policy Framework (2014, updated
2018) integrates cyberspace as the fifth operational domain and connects cyberdefence
to the CSDP, often in cooperation with the European Defence Agency.'®® Under
PESCO, projects such as the Cyber Threats and Incident Response Information Sharing
Platform and Cyber Rapid Response Teams and Mutual Assistance in Cybersecurity
indicate gradual capability-building.!®® On collective reaction, the solidarity clause
(Article 222 TFEU) can encompass aspects of cyber-incidents, and the European
Parliament has explicitly included cybersecurity within its scope.!'”® The mutual
defence clause (Article 42(7) TEU) could, in principle, be invoked where cyber
operations amount to ‘“armed aggression,” though international-law thresholds
complicate automatic applicability.!”! In practice, activation is likely to turn more on
political choice than on doctrinal certainty.

Taken together, the EU exhibits a Law—Architecture core (binding rules plus
technical implementation), supplemented by Norms (strategic guidance, cooperation
practices) and Market leverage (DSM framing). In regime-complex terms, the Union

generates rule overlaps (e.g., internal-market law intersecting with security and
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foreign-policy instruments), jurisdictional overlaps (EU vs national competences), and
institutional overlaps (engagement with UN processes, coordination with
NATO/FAO/Council of Europe). This mix enables the EU to project standards beyond
its borders but can also produce fragmentation where EU rules diverge from global
norms. Through Lessig’s lens, the EU’s distinctive contribution is to codify cyber
norms into hard law and to embed compliance in technical architecture, thereby shifting

the overall constraint profile within the international cyber-regime complex.

c. Association of Southeast Asian Nation (ASEAN)

Cyber infrastructure is global to economy. Information and technology industry is
now largely Pacific-based with Asian countries, US, and India creating most digital
products. Development of global institutions, challenged by new economic power have
shifted powers from Europe due the international security environment; particularly

192 The Cyber powers of Asia-Pacific

creating conflict and competition in cyberspace.
are US, China, Russia, Taiwan, North and South Korea, and Australia.

In Southeast Asia, the ten ASEAN Member States!®* have a combined population
of around 600 million, approximately 162 millions of whom were Internet users in
2013, an increase from 81 million in 2009,28 and this figure is set to increase as ICT
infrastructure becomes more widespread and the ICTs become more accessible.
Within the ASEAN region, more attention and resources are being devoted to
combating prevailing types of cybercrimes such as telecommunications fraud,
hacking, identity theft, and e-mail or credit card fraud. ASEAN Member States do have
different levels of technological advancements and knowledge as well as national law
enforcement capabilities in tackling these crimes. Although many ASEAN Member

States have established Computer Emergency Response Teams (CERTs) and national

authorities on cyber security, there is still much to be done.!**
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In the wider context of the ASEAN Regional Forum (ARF),'> on 12 July 2012 the
27 Members of the ARF issued the Statement on Cooperation in Ensuring Cyber
Security expressing their aspiration to further intensify regional cooperation on
security in the use of the ICTs including through strategies to address emerging cyber
threats “consistent with international law and its basic principles” and “dialogue on
confidence-building, stability, and risk reduction measures to address the implications
of ARF participants’ use of the ICTs, including exchange of views on the potential use
of ICTs in conflict”. The ARF also launched a Work Plan on Cyber Security, to be
drafted by Australia, Malaysia, and Russia, focusing on practical cooperation on
confidence-building measures (CBMs) and transparency.'%¢

Regional cooperation is needed to support market interdependence, as well as
regional economic and social growth. This supports Asian countries’ digital strategies

and digital economy.'®’

Political willingness is the major factor for Asian countries.
Other difficulties to find common ground of state behaviour in cyberspace; state
competition and self-interest, intensifying major power rivalry, rising nationalism,
challenges to the rule of law, and human rights obligations. Another challenge to note
is different conception of world order and conceptual understandings of cybersecurity
and information security, including disruptive state behaviour in multilateral cyber
efforts. States are more willing to engage in cyber-enabled influence operations and
low-level activity below the threshold of armed conflict to bring about change in the
national security architecture.

Countries across Asia have been actively engaged in shaping the global agenda for
cyber stability, demonstrating a collective commitment to addressing the evolving

challenges of cyberspace governance. Brunei and Singapore have provided their

national perspectives to the United Nations Office for Disarmament Affairs
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(UNODA),!"® offering valuable insights into the implementation of norms in
cyberspace. Meanwhile, Malaysia has played a proactive role as a member of two
Groups of Governmental Experts (GGEs),!*” contributing to international discussions
and policymaking on cybersecurity issues. Japan, the United States, Australia, and
China have emerged as key players in the international arena, demonstrating their
commitment to cybersecurity through active engagement in various forums and
initiatives. Indonesia and Korea have also been active participants in former GGEs,
highlighting their dedication to shaping norms and confidence-building measures in
cyberspace.??’ Singapore has taken a regional approach by launching a cyber capacity-
building programme aimed at enhancing cybersecurity in the Asia-Pacific region and
supporting the implementation of norms and confidence-building measures.
Additionally, India has been actively involved in GGEs and has served as a co-chair of
the Global Forum on Cyber Expertise (GFCE), showcasing its leadership and
commitment to international cooperation on cybersecurity issues.?’! Overall, these
collective efforts underscore the importance of collaboration and multilateral
engagement in addressing cyber threats and promoting stability in cyberspace. By
participating in international forums, initiatives, and capacity-building programmes,
Asian countries are contributing to the development of norms, confidence-building
measures, and cooperative frameworks essential for enhancing cybersecurity on a
regional and global scale.

Nevertheless, regional development and digital divide determine the cyber maturity

that each Asian state has. The uneven levels of capacity could also affect the consensus
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required for future progress within regional institutional mechanisms such as ASEAN,
thus affecting its collective ability to inform the global cyber norms discussion. Varying
understanding of cybersecurity and what they perceive to constitute a cyber threat will
continue to shape their domestic priorities (security interests also vary widely between
countries in the region). How can capacity building be conducted where there are such
different views and approaches to internet sovereignty and information control.?%?
One of the ways are through bilateral and like-minded efforts. For example, and
MOU between Singapore and Thailand. But this cold challenge the efforts towards
achieving a ‘global norm’? In terms of capacity building, many states in the region are
still challenged by the speed of technological changes, they often lack technical
capacity and gaps in the law persist, which is hindering international cooperation and
exchange of good practice. The problem with Asian States is that while they may not
agree on the global standard set by majority of western institutions, at the same time

they cannot provide a solution or propose way out that is suitable for themselves.

3. Regulation of Cyberspace

The conceptual approach to regulating cyberspace involves two key perspectives:
governance and regulation. Governance, viewed from a sociological standpoint, encompasses
various forms of collective action aimed at addressing public concerns. On the other hand,
regulation extends beyond traditional command-and-control methods, instead emphasizing
the creation and enforcement of rules (whether public or private) to manage specific aspects
of cyberspace.?®

Regulation both influences and is influenced by technology. Technological advancements
reshape the methods and tools used for regulation, including determining who has the
authority to regulate. Given the dynamic nature of internet usage and the global reach of the
World Wide Web (WWW), there is no singular regulatory framework for governing
cyberspace. Instead, there exists a varied landscape of regulations, comprising legal statutes,
technical standards, international agreements, informal codes of conduct, and other

mechanisms. This results in a diverse array of regulatory elements that may complement or
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conflict with one another, including formal laws, voluntary standards, and informal norms of
behaviour.?*

To streamline internet regulation, it involves dissecting the internet's multitude of services
and applications into manageable components and assigning them to different layers of the
network's protocol. This approach ensures precision in regulation by matching specific
regulatory measures to specific layers. The internet is typically delineated into layers, with

205

variations in classification. Benkler="> identifies three layers: the physical layer, code layer,

and content layer, while Zittrain?¢

identifies the physical layer, protocol layer, and
application layer. Generally, these layers are categorized as technical (lower) and social
(upper). Feick expands on this by distinguishing between the technical layer, which
encompasses infrastructure and fundamental protocols like TCP/IP and browsers, and the
content layer, which involves the application and utilization of software for accessing,
transmitting, and managing various types of content.?’’
a. Regulation of technical infrastructure
The internet can function as a decentralized global network because of components

of compatibility, identification, and interconnectivity. Compatibility facilitates the
smooth interoperation of networks in technical terms and is usually achieved through
conformance to technical standards. Identification is accomplished by the assignment
of unique addresses to all users or objects which inhabit the networks. Interconnectivity
entails the commitment or obligation of providers, or operators of networks to link their
networks to another in compliance with compatibility.?%8
i.  Identification

The primary area of regulation at the infrastructure level primarily concerns

identification and the domain name system (DNS). Assigning a unique address

to each connected host is crucial for routing and transmitting data packets. The

domain name system, visible in email and website addresses, is based on this

addressing system. Unlike strings of numbers, names serve as human-friendly

204 Ihid 1

205 Benkler, The Wealth of Networks, 383

206 Zittrain, The Future of the Internet and How to Stop It, 63
207 Feick and Werle, Regulation of Cyberspace, 3

208 Ibid

56



ii.

identifiers, enhancing the network's usability. Initially intended for
coordination, the DNS, particularly names in the '.com' top-level domain,
became valuable business assets used for branding. This shift transformed
domain name allocation from coordination to resource allocation, potentially
disadvantaging those seeking specific domain names, such as trademark
owners, who find them already assigned to others, like competitors. The US
government shifted control of number and name assignment, along with
managerial duties, from IANA to ICANN due to escalating DNS issues.
ICANN, a non-profit based in California since 1998, was established to be a
globally inclusive body following principles of internationalization and
privatization. Despite this, it has remained under US government oversight
through contracts with the Department of Commerce, restricting influence
from other governments. While the original aim was to reduce US dominance
and empower various stakeholders, a hierarchical political element has
persisted, with ICANN operating under the shadow of state influence. This
dynamic raises questions about the necessity of such an arrangement. ICANN
holds sole authority to develop and enforce rules within its jurisdiction,
including authorizing new top-level domains like 'biz' and '.info', and
managing root servers that maintain up-to-date information about domain
names. Root servers are consulted when data packets cannot find their
destination. ICANN also supervises organizations managing top-level domains
(registries), such as '.uk' or '.jp', ensuring compliance with its terms. It has
instituted a dispute resolution mechanism through approved providers,
including the Uniform Domain Name Dispute Resolution Policy (UDRP),
known for efficiently resolving domain name disputes at a low cost.?”
Compatibility

Private self-regulation on the technical layer of the Internet has a long history,
primarily driven by the need to ensure compatibility in the decentralized
structure of the Internet. The Internet Engineering Task Force (IETF), formed

in 1986, has been a key player in developing technical standards for the
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Internet, emphasizing a non-hierarchical, consensus-based approach.
Similarly, the World Wide Web Consortium (W3C), founded in 1994, focuses
on standards for Web components and applications. While these standards are
voluntary, they carry an implicit expectation of compliance. However, due to
network effects, they can attain quasi-mandatory status in industries like
telecommunications and information technology. For example, the adoption of
the IPv6 protocol suite, introduced by the IETF in 1998, faced challenges and
delays due to diverging political and business interests. While governments
like the US, Japan, and the EU supported IPv6 for various reasons, its
worldwide adoption was hindered by differing strategies and concerns,
highlighting the limitations of private self-regulation. Despite its consensus-
based approach, the IETF lacked the formal legitimacy and resources to
enforce global implementation. Furthermore, regulation by intergovernmental
organizations like the International Telecommunications Union (ITU) faced
similar challenges due to conflicting government stances.?!°
iii.  Interconnectivity

The Internet operates with minimal regulatory oversight, particularly
concerning network operators and service providers' interconnection. This
decentralized structure facilitates voluntary agreements and commercial
negotiations among providers. However, concerns persist regarding access
disparities, termed the "digital divide," which is not only about user numbers
but also about usage patterns and technological inequalities. Commercial
interests have driven the development of specialized Internet services, leading
to potential discrimination in access and pricing. The concept of "network
neutrality" has emerged as a response to fears of Internet fragmentation and
loss of openness. Proponents advocate for regulatory intervention to ensure
equal access and prevent market abuses, while opponents argue that market

competition can address these concerns without stifling innovation or content
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diversity. This debate mirrors similar discussions in the telecommunications

industry and raises questions about the future governance of the Internet.?!!

b. Regulation of content

Cyberspace, characterized by its intangible and borderless nature, poses a challenge
to established national norms and legal frameworks. Unlike traditional
telecommunications networks, its decentralized structure fosters widespread creativity
and collaboration, making regulation difficult. As the internet continues to evolve into
a global commercial platform, ensuring a secure and reliable online environment
becomes paramount.?!?

Content regulation on the internet encompasses a wide range of issues, including
but not limited to, combating child pornography, hate speech, and discrimination
against minorities, while also promoting or restricting the free exchange of information.
Additionally, it addresses concerns related to online conduct, such as electronic fraud,
privacy violations, unsolicited content, and cyberattacks. This regulatory domain is
diverse and involves various stakeholders, making it a complex policy area with far-
reaching implications.

Regulating content usually starts on the national law level. This is due to the prior
existence of national law at addressing commercial, civil or criminal action on the
internet. If, however, the adjustment of existing rules to cyber environment is necessary
or new legal regulations are required, slow political rule-making procedure often reduce

213 However, national law would only extend within a country’s

their effectiveness.
borders. Once a user’s action crosses the border and it becomes transnational, often a
jurisdictional compromise takes place through a multilateral agreement.

Regulation of content within cyberspace doesn't exhibit anarchic openness and
uncontrollability. Instead, it's governed by diverse national and international

institutional setups along with a wide array of intervention mechanisms tailored to

213 Shane Greenstein, “Commercialization of the Internet: The Interaction of Public Policy and Private Choices or
Why Introducing the Market Worked so Well,” Innovation Policy and the Economy 1 (January 2000): 151-86,
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specific internet applications, influencing what's known as the content and social layer
of the internet. Often, a blend of public authority and private actor responsibility is seen
in hybrid arrangements. Regulatory tools vary from traditional governmental directives
and control measures to hands-off approaches relying on self-protection. Between these
extremes lie other methods such as 'soft' informational strategies, persuasion tactics,
comparative assessments, procedural regulations, and overseeing self-regulatory
practices.?!#

While Internet activities aren't entirely detached from territorial considerations,
allowing territorial governments some influence over control, regulating activities that
cross borders on the Internet proves challenging and at times impossible. This difficulty
largely arises from differences in international legal systems and enforcement
mechanisms. Additionally, technical capabilities to conceal or alter the identities of
internet users further complicate efforts to track illegal or hostile actions.?!®
International agreements aimed at aligning legal regulations are rare, typically limited
in scope, and lack global reach. Only the European Union possesses supranational
potential, offering a realistic opportunity for legal alignment, albeit EU efforts remain
somewhat constrained.?!® However, achieving legal alignment always entails trade-
offs, with some scholars contending that international regulatory conflicts are often
preferable to attempts at harmonization, which may obscure irreconcilable national

differences, creating merely the illusion of effective regulation.?!

These potential
shortcomings in de facto regulation may fuel calls for self-regulatory solutions at the
international level. Yet, securing international agreements among firms and
associations proves no less challenging than intergovernmental treaties. Some affected
firms may view such agreements as even more restrictive than intergovernmental
regulation, as dominant global players might exploit their strong positions to shape the
rules.

1. Privacy and data protection
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Data protection encompasses safeguarding against theft, misuse, and
intentional or unintentional distortion by both public and private entities. The
right to manage the dissemination of personal information and to understand
who has access to it and under what legal basis is recognized as a fundamental
human right in many liberal democracies. However, there is no universal
consensus on privacy, as different countries balance the tension between
privacy and other rights, such as freedom of speech, freedom of information,
and collective security, in varying ways.?!® In the United States, for example,
freedom of speech often takes precedence over privacy concerns, whereas in
many European countries, privacy and data protection laws are more extensive.
In authoritarian regimes like China, government priorities prioritize system
security and social stability over individual privacy and freedom of speech.
These differences stem from cultural, political, and legal legacies that shape
policy decisions. Even within the European Union (EU), where harmonizing
national legislation is a key goal, it took over two decades of political
negotiations and lobbying to enact EU Directives and Regulations governing
cyberspace governance in the mid-1990s. The complex relationship between
the right to privacy and personal data protection raises the question of whether
each is a distinct right or whether they are complementary. This is clear from
the scholarly discussion surrounding the position of the Right to Private Life
and the Right to Personal Data in the EU's Charter of Fundamental Rights.?!®
Others argued that the right to data protection is an additional right to the right
to privacy.??° The EU's perception of the right to privacy and the right to
personal data protection as distinct rights has changed. The GDPR and CJEU
case law both emphasise this. National laws on data protection are frequently
referred to as "privacy laws" in traditional data protection instruments of the

OECD, for instance.??! While "data protection by design" and "data protection
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impact assessment" have replaced earlier "privacy-based" ideas. Mostert et al.,
have addressed the differential aspects between the right to privacy and data
protection for the context of big data health research.??? In order to understand
the complexities of the two, it is perceived that individual rights were to be
decoupled from privacy. While both rights guarantee individual rights, their
scope and substance differ.??* The right to data protection encompasses almost
all types of personal data protection, regardless of whether the right to privacy
is interfered.??* The interference with the right to privacy is contingent on the
nature and context of the particular processing. The right to privacy does not
extend to the simple collection of personal information. Rather, it lies within
the scope of the right to data protection because it constitutes protection of
personal data.?? Individual rights pertaining to the right to privacy are more
context-dependent in nature. The link between the right to data protection and
the right to privacy is when the collected data permit very precise conclusions
to be drawn about the private lives of the person whose data has been retained,
such as their habits of everyday life, permanent or temporary places of
residence, daily or other movements, activities performed, social relationships,
and the social environments.??® The right to privacy does not assure a general
right of access to personal data by the data subject.??” While the right to data
protection explicitly guarantees such a right of access, regardless of any
interference with the right to privacy, the right to access is not affected by the
right to privacy. However, there is a trend towards the ECtHR recognising a
general right to data based on the right to privacy, which creates a difficulty in
differentiating the substantive protection provided by both rights.??® The right

to data protection is a positive obligation, meaning that states are obligated to
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take steps to safeguard personal data. While the right to privacy is merely a
negative obligation, authorities must refrain from arbitrarily invading the
private affairs of individuals.??® The right to data protection is more
comprehensive and systematic than the right to privacy, which is more
individualistic. The right to data protection is governed by explicit principles,
objectives, and constraints. In addition to the technical aspect of data security
protection, accountability of data processors is also required. Thus, the right to
data protection transcends the notion of individuals asserting or enforcing their
rights.23°
ii.  Intellectual property protection
The protection of intellectual property rights is crucial in cyberspace. The
digitization of works of intellectual property has led to the creation of digital
products which can travel over the networks. This has enabled intellectual
property to migrate so efficiently to the Internet. This migration of intellectual
property onto the Internet can be seen with respect to each species of rights
(patents, software) but predominantly the migration is best visible in case of
copyright and trademarks. From a socio-cultural standpoint, advancements in
technology have sparked a clash of conflicting values, norms, and ideas
regarding the concept of culture, cultural production, and cultural consumption.
Despite efforts by most governments in developed countries to strengthen
international legal intellectual property protections, file sharing continues to
evolve in new forms. Concurrently, industries have intensified their efforts to
implement protective technologies aimed at preventing unauthorized copying.
However, this has only initiated an ongoing battle between technological
advancements that facilitate bypassing copy protection and usage control, and
innovations, such as digital rights management software, which allow

industries to dictate the terms of digital product use. This unresolved conflict
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highlights that technological self-protection has its limitations when societal
consensus is lacking.
iii.  Social media platforms

Platform governance involves legal, political, and economic relationships
shaping interactions among users, technology companies, governments, and
other stakeholders, and is shifting away from self-regulation towards increased
government intervention.?*! However, platform regulation is not following a
predefined script but is shaped by local circumstances, politics, and concepts
like data nationalism. The current state of platform regulation is messy and
lacks guaranteed outcomes. Efforts such as the EU Digital Market Act,
intended to promote competition, have faced resistance from big platforms like
Apple and Google. While proponents of big tech support competition, they
resist government regulatory oversight. Governments have benefited from
platform complicity in exchange for a business-friendly regulatory
environment, likening access to information to essential utilities like water and
electricity, advocating for platforms to be regulated similarly. However, in the
absence of global regulatory standards, developing countries struggle to
negotiate or restrict platform activities. Platform regulation intersects with
other aspects of digital regulation, with internet governance providing a
broader framework. While internet governance tends towards specific
legislation targeting crimes like money laundering and terrorism, it lacks a
comprehensive regulatory strategy. Governance differs from regulation in its
systematic rule-making approach, contrasting with regulation's establishment
of legal boundaries and enforcement mechanisms. Regulation inevitably
accompanies digital disruption and innovation, raising questions about what to
prioritize for the public good and what to leave for market dynamism and
innovation. A new consensus is emerging to shift self-regulation towards co-
regulation, which entails sharing decision-making responsibilities between

companies and government entities. In this model, governments play a role in
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structuring self-regulation while allowing companies some autonomy in
decision-making. Self-regulation grants technology companies a high degree
of flexibility, enabling them to quickly intervene and remove harmful content
without lengthy legislative processes. In the co-regulation approach,
governments set up non-state regulatory regimes involving multiple
stakeholders, including industries, advertisers, consumer organizations, and
public interest groups. This approach varies across regions: the US aims to
improve competition among social media companies to break monopolies, the
EU introduces public interest norms through the Digital Services Act, China
prohibits content against public interest, and Indonesia's policies sometimes
limit internet access, particularly through internet shutdowns.?*?
iv.  E-commerce

The Internet plays an increasingly significant role in economic transactions,
serving as a rapid cross-border technology that facilitates communication
processes associated with commercial activities, many of which ultimately
occur offline.?** While e-commerce offers opportunities to reduce transaction
costs and expand business contacts globally, it also presents challenges,
particularly regarding the need for safe and secure online transactions to
establish trust in business relationships, especially in international commerce.
However, the convenience of conducting business online also opens avenues
for various forms of cybercrime, with e-commerce being a primary target.
Effective regulation is essential to combat cybercrime, but existing regulations
tend to be national and vary significantly between countries. Achieving
globally harmonized regulations specific to the internet is unlikely due to
diverse social, political, and legal contexts.>** As a result, e-commerce has
developed self-regulatory mechanisms to foster trust and facilitate commercial

transactions. eBay, an online auction platform, exemplifies this approach.
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Initially a small, self-regulated community, eBay grew rapidly into a profitable
business by establishing an online market between sellers and bidders,
charging fees for completed exchanges.?®> However, growth brought the
challenge of fraudulent behaviour from sellers or buyers. In response, eBay
implemented a "Feedback Forum" for mutual ratings and customer support in
1996, expanding to a dedicated security team of 800 employees nine years
later. This team utilizes in-house monitoring and data-mining software to
detect and deter criminals. The mutual rating system, initially simple, has
evolved into a sophisticated tool enabling customers to assess the
trustworthiness of potential partners, continually enhanced by eBay's "Trust &
Safety" teams. This self-regulatory instrument empowers customers to evaluate
risk and decide on transactions while assisting the company in identifying and
penalizing fraudulent behaviour to maintain platform integrity.*

Illegal content and conduct

The classification of content or behaviour as illegal or harmful, along with
policies aimed at safeguarding collective symbolic values and specific groups
such as minors, is not unique to the Internet. Like in other domains, national
cultural and legal norms dictate their definition. What constitutes hate speech,
extremist propaganda, glorification of violence, or pornography varies from
one country to another, sometimes being prohibited in one and protected as free
speech in another. Illegal or harmful conduct on the internet spans from
traditional cybercrimes like hacking to more aggressive acts like cyberbullying,
which can have severe consequences. The Internet amplifies the impact of such
activities by enabling exponential dissemination, rapid spread, and global
reach. This sheer volume leads to new effects on individuals, communities, and
organizations. For instance, bullying, traditionally confined to physical spaces
like schoolyards, has migrated to online platforms, making it easier to spread

among children while evading the supervision of parents and teachers.
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Perpetrators often use technical means to conceal their identity and may exploit
differences in legal regulations between jurisdictions to evade consequences.
This is particularly evident in highly profitable industries like internet-based
pornography and gambling, which operate transnationally, catering to clients
and participants worldwide. Cybercrime has become a major threat to
individuals, organizations, and governments in recent years. As technology
continues to advance, so do the methods and techniques used by
cybercriminals, making it increasingly difficult for law enforcement agencies
to combat this type of crime. In response to this growing threat, many states
have taken steps to strengthen their legal and institutional frameworks to
counter cybercrime. One of the key international instruments in this regard is
the Budapest Convention on Cybercrime, which was adopted in 2001 by the
Council of Europe and has been ratified by over 60 countries to date. The
Convention provides a comprehensive legal framework for addressing
cybercrime, including provisions on substantive criminal law, procedural law,
and international cooperation. Although there have been developments of
state’s participation and adoption of the Convention, there has been very few

that analyses its compliance and effectiveness.

B. Lessig’s Regulability Theory (LRT)

1. Re-interpreting Lessig’s Theory
Lawrence Lessig’s Code: Version 2.0 offers one of the most enduring conceptual
frameworks for understanding how behaviour is regulated in cyberspace.??” Lessig rejects the
notion that cyberspace is “naturally” free from governance simply because it is decentralized
or lacks a single controlling authority. Instead, he argues that it is shaped; often quite
deliberately, by constraints embedded in its design, infrastructure, and social practices. While
governments may not always directly impose these constraints, the architects of digital
systems, platform operators, and infrastructure providers exert a form of regulatory power

through the environments they create.?3
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For Lessig, cyberspace is not merely a technological apparatus, a communications
protocol, or a storage platform. It is a technology-enabled social space where communities
interact beyond the ordinary limits of time and geography. Yet this social space rests on a
physical and technical foundation: communication infrastructures and layered internet
protocols (data link, network, transport, application), operationalized through software code.
Because code is a human creation, it is malleable and thus open to regulation.

Lessig draws an analogy between code in cyberspace (what he calls “West Coast Code)
and law in physical space (“East Coast Code”). Both shape behaviour, but through different
mechanisms, and both can serve as instruments of governance. Lessig conceptualizes four
distinct yet interdependent modalities of regulation: law, social norms, market, and
architecture. These “regulators” act upon what he metaphorically calls the “pathetic dot”; the
individual whose behaviour they constrain. The regulation of this dot is the sum of the four
modalities acting together.?’®* Changes in any one modality alter the overall regulatory
environment: shifts in technology can produce shifts in norms, just as changes in market
conditions can alter the application of law. Some constraints reinforce each other, while
others may undermine one another; certain technologies may erode the force of norms and
legal rules, while others may strengthen them. A complete view of regulation must therefore
consider the four modalities not in isolation but as a system of interaction.

Each modality imposes a different type of cost on the regulated individual. Norms
constrain through the social stigma a community imposes; markets constrain through the
price they exact; architecture constrains through the physical or technical barriers it creates;
and law constrains through the punishments it threatens. In combination, they form a dynamic
regulatory environment in which the effect of each modality is shaped by its relationship to
the others. Central to Lessig’s theory is the recognition that architecture, expressed as code,
can embed values similarly to law. For example, authentication-rich systems in e-commerce
enhance the “regulatability” of cyberspace, enabling greater state and corporate control.
Because code writers effectively determine what is possible in digital spaces, Lessig calls for
social oversight to ensure that values embedded in cyberspace architecture reflect deliberate,

collective choices rather than the unexamined preferences of a small set of private actors.?*
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Central to Lessig’s theory is the recognition that architecture; expressed in cyberspace as
code; can embed values in the same way that law can. The increasing use of authentication-
rich systems in domains such as e-commerce, for example, enhances the “regulatability” of
cyberspace, enabling greater state and corporate control. A clear example of this dynamic can
be seen in the European Union’s ICT regulatory approach, where policy frameworks for the
single digital market operationalize governance objectives through both legal measures and
architectural design. As noted by Baldsz Ratai, the foundations of EU ICT regulation closely
mirror the structure of Lessig’s Regulatability Theory.?*!

Thus, in the context of this study, Lessig’s framework is reinterpreted as an analytical
tool to map the governance of cyberspace. While the original theory describes general
regulatory mechanisms, this study applies it to systematically analyse governance instruments
issued by states, regional bodies, and international organizations. This reinterpretation aligns
the four modalities with observable governance practices and documents, allowing empirical
mapping of their scope, source, and effects across national, regional, and global levels.

i. Law
Law constitutes a formal legal constraint that regulates individual and collective
behaviour through codified rules backed by the threat of sanction. It operates by
prescribing permissible conduct, prohibiting certain actions, and specifying the
conditions under which actions may occur.>*> Compliance is induced by the
possibility of enforcement; those who violate the law are subject to punishment,
whether in the form of fines, imprisonment, or other legal penalties. This threat of
sanction serves as a deterrent, prompting individuals to reconsider before engaging
in prohibited activities. In this way, law functions as an external constraint, shaping
behaviour through authoritative command and the coercive capacity of the state.>*?
In the context of cyberspace, the law modality encompasses the body of legal norms
that govern online conduct, such as copyright legislation, defamation laws, and

obscenity regulations. These legal instruments threaten ex post sanctions for the
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ii.

infringement of rights or the breach of statutory provisions in the digital
environment. In this dissertation, the law modality refers to the formal, codified
legal frameworks that regulate cyberspace activities. These include treaties,
conventions, statutes, and other binding legal instruments at the international,
regional, and national levels. Analysing governance through this modality involves
identifying the number and scope of these legal instruments, their enforcement
mechanisms, and their jurisdictional reach. This highlights how states and
intergovernmental organizations attempt to impose order in cyberspace through
rules that are legally binding and enforceable. Examples include international
conventions on cybercrime, national data protection laws, and bilateral or regional
agreements on cybersecurity cooperation. These legal frameworks establish explicit
behavioural expectations and create accountability mechanisms through courts,
regulatory bodies, or arbitration systems.

Norms

Norms function in a manner similar to law, but they are unwritten social rules that
prescribe what is considered appropriate or ethical behaviour within a given
community.?** They establish expectations for conduct and signal to individuals
which actions are acceptable, and which are frowned upon. For instance, individuals
might refrain from speaking loudly in a quiet public space, avoid interrupting
someone during a conversation, or dress in a manner appropriate to a formal event.
These behavioural constraints do not stem from codified legal provisions but from
shared understandings within the community. The sanctions for violating norms are
not legal penalties such as fines or imprisonment; rather, they take the form of social
consequences; disapproval, criticism, reputational damage, or ostracism. In this
way, norms regulate behaviour by leveraging the individual’s desire for social
acceptance and fear of communal disapproval.?* In the context of cyberspace,
norms are sets of shared expectations, values, and informal rules that shape online
behaviour. These may be community-specific, such as the etiquette within an online

forum, professional standards in digital workspaces, or the moderation policies
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iii.

embedded in social media cultures; or they may reflect broader societal values, such
as norms around protecting personal privacy, refraining from harassment, or
attributing credit for creative works. However in this context, the norms modality
is interpreted to not only encompasses social norms, but also ethical frameworks,
and cultural practices that influence governance. Norms shape what is considered
appropriate or legitimate behaviour in cyberspace, even in the absence of formal
rules or technical restrictions. This modality is reflected in national and
international policies on privacy, freedom of expression, and surveillance, where
cultural values and political ideologies play a significant role in shaping regulatory
preferences. Normative governance is often diffuse and informal but no less
powerful, as seen in the global discourse on digital human rights and responsible
state behaviour in cyberspace.

Market

Market operates as a regulatory constraint by influencing behaviour through
economic factors such as price, cost, and quality. Access to goods or services is
determined by an individual’s ability and willingness to pay; if the price rises,
affordability decreases, and conversely, lower prices increase accessibility. Quality
variation can also expand or limit available choices, shaping consumer preferences
and behaviour. Unlike law, which relies on ex post sanctions, market constraints
operate ex ante, influencing decisions before an action is taken. For instance, when
the cost of a product or service exceeds an individual’s budget, the decision not to
purchase is shaped by market forces rather than by legal or social pressure.
Governments and policymakers frequently employ market mechanisms to guide
behaviour, such as imposing higher taxes on environmentally harmful goods to
discourage their consumption or offering subsidies to promote renewable energy
adoption.?*® In the context of cyberspace, market constraints manifest through
pricing structures, subscription models, bandwidth limitations, and monetization
strategies that influence online participation. Paid access to certain platforms or
digital services can exclude individuals or groups unable or unwilling to meet the

cost, while free or subsidized services expand participation. In this dissertation, the
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iv.

market modality captures how economic forces are shaped by trade agreements that
incorporate digital trade provisions, intellectual property protections, and cross-
border data flow rules further entrench market-driven regulatory norms. Policies
aimed at strengthening or weakening the private sector’s role. such as antitrust
measures, industrial policies, or public-private partnerships, also reflect the
market’s influence on governance outcomes.

Architecture

Architecture is a regulatory modality that operates ex ante, constraining behaviour
through the design and functionality of physical or technological systems. It
encompasses the material or structural features that determine what actions are
possible or impossible within a given environment. In the physical world,
architecture can take the form of tangible barriers, such as a fence preventing entry
into private property, or immutable natural laws, such as gravity preventing unaided
human flight. By shaping the conditions of interaction, architecture predetermines
choices and directs behaviour before any action is taken.?*” In cyberspace,
architecture is expressed through code; the software and hardware design choices
that define the boundaries of user activity. Code establishes what actions are
technically possible, impossible, easy, or difficult. The architecture modality in this
dissertation includes instruments on data localization infrastructure that determines
where and how data is stored, as well as the technical standards that ensure
interconnectivity and interoperability across networks and platforms. Architectural
decisions: such as encryption protocols, access controls, and routing practices, are
often made by private sector actors and technical communities, but they have
profound regulatory consequences, determining what is possible or impossible in

cyberspace.?*®

247 Ibid

248 Denardis Laura, The Global War for Internet Governance. Yale University Press, 2014.
https://doi.org/10.2307/j.cttSvkz4n.

72



Picture 1 - Lessig's Regulability Theory (LRT)

By mapping cyberspace governance documents and practices across these four modalities,
this study captures the full spectrum of regulatory mechanisms, from codified legal instruments
and market structures to embedded technical designs and evolving social norms. This approach
reveals that cyberspace governance is not monolithic but rather a complex and fragmented
system where multiple forms of regulation interact, sometimes reinforcing and sometimes
contradicting one another.

To operationalize Lessig’s modalities in this governance mapping, each governance
mechanism will be analysed based on the type and source of the regulatory instrument. This
involves identifying the institution responsible for the document (e.g., states, international
organizations, and national governments), the legal subject (whether the governance applies to
states, IOs, NGOs, or other actors), the document type (such as treaties, strategies, conventions,
or guidelines), and the source of international law where applicable (such as treaties, customs,
or judicial decisions). These institutional and legal attributes provide the first analytical lens to
classify governance documents according to their regulatory form.

In addition, the analysis considers the scope of governance, which refers to the governance
type (policy, structure, legislation, cooperation) and the topic or content area being regulated.
For example, a document addressing cybersecurity capacity-building represents a different
governance scope than one establishing binding data protection rules. By examining both the
instrument type and the substantive focus of governance activities, the mapping captures not
only what type of regulation is being exercised but also over what subject matter and in what
governance context.

These dimensions (type/source of instrument and scope of governance) are then cross-

referenced with Lessig’s modalities of regulation, allowing for a layered analysis. For instance,
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a legal treaty addressing cybersecurity standards may reflect both Law and Architecture, while
a regional code of conduct promoting ethical Al use may fall under Market and Norms. This
cross-analysis highlights where governance mechanisms operate predominantly through
formal law, where they are driven by market forces or technical infrastructure, and where they
are shaped by shared values and norms. It also enables the identification of overlaps and gaps,
revealing areas where regulation is fragmented across modalities, or where one regulatory
modality dominates over others.

This approach is also linked to the broader analytical goal of this dissertation: to reveal not
only the fragmented nature of global cyberspace governance but also the regulatory emphasis
of different actors and instruments. By applying Lessig’s modalities alongside governance
classification criteria (institution, legal subject, governance type, and content area), the
mapping provides a multidimensional view of how cyberspace is regulated, who is doing the
regulating, and through what means. This enables a clearer understanding of how global
governance in cyberspace operates across legal, technical, economic, and normative
dimensions; thus, addressing both the diversity of regulatory actors and the complexity of

regulatory mechanisms.

C. Fragmentation and regime complexes in international law

1. Fragmentation of International Law

The observation that international law consists of fragmented pockets of normative and
institutional activity is longstanding. Despite the ambitious integrative promise of the United
Nations, there has never been a single world legislature or appellate court capable of forging
a unified, hierarchical legal order; and states have never exhibited a sustained, collective will
to create one. Instead, at critical junctures and often for strategic reasons, states have framed
discrete problems and responded by crafting new legal rules and empowering international
organizations to address them.?*

“Special regimes” can be conceived on a spectrum of breadth. In the narrow sense, a
regime exists where a cluster of primary rules is accompanied by its own secondary rules on

breach and responses to breach; for example, the diplomatic law framework articulated by
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the ICJ in Tehran.?>® In a broader sense, a regime denotes a set of special rules, rights and
obligations focused on a subject or territory (say, a river basin treaty or an agreement on
particular weapons), potentially grounded in one treaty, several treaties, and supplemented
by custom or subsequent practice. In the broadest sense, an entire functional field; “law of

99 CCs

the sea,” “international humanitarian law,” “human rights law,

29 ¢¢ 99 <6

environmental law,” “trade
law,” and so on, operates as a regime that aggregates treaties, custom, soft law, and practice
into a recognisable body of rules and principles. 2!

These definitional moves embed different assumptions; many echoed in international
relations (IR) scholarship; about what regimes are and how they interact. Because those
assumptions shape analytical utility, they deserve explicit treatment when studying regime
interaction. 232

Four families of assumptions are especially important: who the relevant actors are; what
institutional forms regimes entail; when in the law-making cycle regimes are analysed; and
why systems-level or emergent practices matter. Clarifying these ‘“who/what/when/why”
dimensions sharpen our grasp of regimes and improves the study of their interactions. 23

Actors (the “who”’). Two of the ILC’s three conceptions remain state-centred: regimes are
built from international norms and practices authored and consented to by states, sometimes
binding all states (e.g., near-universal treaties) and sometimes only subsets of them. This
mirrors the consent-based foundations of regime thinking in IR, despite other disciplinary
differences. By contrast, in the ILC Study Group’s broadest conception, states are not the
only formative influences. Analogous to work on private and transnational regulation,
“private regimes” may crystallize around functionally specialized issues and need not reflect,
and may even sideline, state interests.?>*

In IR, regimes are commonly defined as “sets of implicit or explicit principles, norms,

rules, and decision-making procedures around which actors’ expectations converge in a given

area of international relations”.?>> Givens IR’s realist background, this is typically read to
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prioritize state intentions in regime creation. ¢ The idea fuelled a large literature under
“regime theory”,%” which initially took a normative turn even before constructivist accounts
matured.?>® Much of this work analysed single regimes rather than their interaction, though
research on regime complexes; overlapping, non-hierarchical arrangements has grown.?*®
The IR definition has, in turn, influenced international legal scholarship.26°

Other conceptions extend the actor set beyond states. The ILC’s broadest notion, focused
on functional specialisation or teleology (e.g., environmental or trade law), implies that aims
and activities of non-state participants help constitute regimes.?¢! This directs attention to

how “professional mindsets” shape regime interaction,?%?

as technical experts, NGOs,
international secretariats, tribunal members, and other communities of practice become
integral to both regime definition and cross-regime dynamics.

Institutions (the “what”). The ILC’s definitions do not foreground international
organisations, yet the broader conceptions often presuppose institutional backbones for
rule-making, administration, and oversight. Historically, intergovernmental rules tied to

263

geographic spaces have relied on administrative bodies.”°> Renewed attention to the

normative influence of international organisations in governance; across legal and

99 ¢

interdisciplinary literatures, has driven studies of “linkages,” “global administrative law,”
“new governance,” and fragmentation.?®* Case-based work, especially in environmental law,
shows how institutional interplay illuminates specific legal arrangements.?%> In practice,

many regimes include or depend on an “institutionalised system of dealing with a particular
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field of behaviour”.?® A synthetic approach therefore treats regimes as sets of norms,
decision-procedures, and organisations clustered around functional issue-areas.?®’

Stages (the “when”). International law is continuously made, implemented, and enforced,
and these phases are not neatly sequential; law can be “made” informally before negotiation
or formalisation.?®® Yet fragmentation debates often zoom in on conflict resolution among
norms, a late-stage focus that presumes consolidated rules.?®” The ILC’s broadest conception
invites a more dynamic lens, recognising that a functionally specialised field (such as trade)
undergoes ongoing normative evolution through multilateral bargaining and practice. IR
regime definitions, with their emphasis on convergent principles, norms, rules, and
procedures; can accommodate multiple stages, but sometimes at the cost of overlooking
juris-generative power. For interaction studies, we need a flexible sense of stages and
attentiveness to cross-fertilisation among them.?’°

Systems/emergence (the “why”). Broad regime labels risk essentialising fluid bodies of
law: the ILC’s widest definition is particularly vulnerable if diverse and conflicting
professional perspectives are flattened into a single vision.?’”! The regime idiom can also
obscure general international law and distort system-level understanding,?’? making popular
metaphors; “ships,” “islands,” “arenas,” “platforms”, misleading. Still, regimes exhibit
notable stickiness: specialised courts, institutions, and professions entrench durable patterns
of reasoning and practice.?’> Sometimes that intransigence is deliberate, reflecting efforts by
powerful states to protect advantages.’’* Functional differentiation generates path
dependence, higher transaction costs, and “tunnel vision”,?’> even “solipsistic” or “imperial”
tendencies within regimes.?’ Being mindful of these risks supports a hybrid definition:

regimes are sets of norms, decision-making procedures, and organisations clustered around
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functional issue-areas; and they are typically dominated by characteristic modes of behaviour,
assumptions, and biases that shape both their internal development and their interactions with

neighbouring regimes.

2. Regime interaction in creating, implementing and enforcing international law

The development of international law has historically occurred through the creation of
autonomous, issue-specific regimes designed to address discrete problems, such as trade
liberalisation or the exploitation of fisheries. These regimes: ranging from the trade regime
to the law of the sea, differ in mandates, structures, and state membership, and generally
operate without strong central coordination. The resulting institutional diversity and pluralism
creates a governance environment where global problems rarely fit neatly within the
boundaries of a single regime, producing both the potential for conflicting norms and the
more mundane, yet pervasive, reality of overlapping institutional activity. While much of the
fragmentation literature has concentrated on conflict resolution between regimes, particularly
in judicial fora, the ongoing processes of inter-regime interaction remain comparatively
under-explored. 277

In this context, a hybrid definition of regimes as “sets of norms, decision-making
procedures and organisations coalescing around functional issue-areas and dominated by
particular modes of behaviour, assumptions and biases”,>’® offers a conceptual lens for
analysing regime interaction. The governance of global fisheries provides a clear example, as
it operates at the intersection of multiple overlapping regimes: the law of the sea regime,
centred on sustainable utilisation through key instruments such as UNCLOS and the Fish
Stocks Agreement;?”® the FAO fisheries management regime, which addresses issues like
illegal, unreported and unregulated fishing and promotes responsible practices;?*’ the CITES

species protection regime, underpinned by trade-sanctioning mechanisms; and the WTO trade
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regime, whose subsidy disciplines directly impact the economics of fishing.?8! These regimes
are not exhaustive, and their interaction must be understood with caution, avoiding the
essentialisation of their characteristics and recognising the ongoing evolution of their
mandates. 282

Four features of these regimes significantly shape their interaction. First, they were
developed at different historical moments, creating temporal misalignments. Second, they are
administered by institutions with varying enforcement capacities and authority.?®® Third,
membership is not uniform across regimes, leading to partial overlaps in state participation.?%*
Fourth, they reflect divergent preferences within the international legal system, meaning their
normative aims may conflict. Although the International Law Commission (ILC) has
examined such tensions primarily in terms of conflicting norms before tribunals,?®® the
fisheries context reveals that many challenges of regime interaction arise in the day-to-day
institutional and normative overlap during law-making, implementation, and enforcement.

Regime interaction is perhaps most visible in dispute settlement, as in the WTO Appellate
Body’s reference to CITES in defining “sustainable development™ in the US—Shrimp case,?%¢
or the threatened parallel proceedings in the Swordfish dispute.?®’ Yet it also plays a decisive
role at other stages. In law-making, for example, WTO negotiations on fisheries subsidies
have incorporated perspectives from the law of the sea and FAO regimes, partly to address
criticisms of the WTO’s “ecological blind spot”.2%® These negotiations have been shaped by
multi-actor engagement; including UNEP, NGOs such as WWEF, trade and fisheries
delegates, and technical experts, leading to proposals for innovative institutional
arrangements, such as using FAO standards as peer-review benchmarks. Similarly, in

implementation, inter-regime cooperation, such as the CITES-FAO data-sharing MoU, can
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both enhance technical capacity and entrench regime hierarchies, with fishing states
leveraging procedural clauses to prioritise soft-law commitments over binding obligations.?*’

The impediments to regime interaction are significant. Functional compartmentalisation,
grounded in the “principle of speciality,” can artificially restrict the competence of
international organisations, failing to recognise the cross-cutting nature of complex global
issues.?”® The lack of domestic policy coordination further constrains interaction, with
disparities in national capacity limiting coherent engagement across regimes.?®! Regime
insularity manifest in closed negotiations, exclusionary working groups, and resistance to
observer participation reinforces fragmentation; and reflects broader concerns about
sovereignty and legitimacy.

The legal basis for regime interaction can be categorised into three models. The first,
parallel membership, requires that all member states of interacting regimes share mutual
commitments before norms can influence each other.®> While consistent with a strict
consent-based view of international law, this model risks enabling minority vetoes over
normative development.??> The second, mutual agreement, allows for interaction through
explicit treaty provisions or standalone agreements, as seen in CITES’ openness to IGO and
NGO participation, and the proposed WTO-FAO fisheries subsidies framework. 24
However, legitimacy concerns persist, particularly when exogenous standards are
incorporated without consensus.?>> The third, institutional arrangements, encompasses both
formal mechanisms; such as MoUs between secretariats; and informal exchanges of norms

and information.?’® While these arrangements can facilitate mutual learning in a post-
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sovereign, non-hierarchical governance environment, their legitimacy depends on ensuring
inclusivity, transparency, and critical scrutiny of shared information.

By integrating these insights, the theoretical framework for regime complex analysis must
move beyond a narrow focus on norm conflict toward a broader understanding of interaction
across all stages of international law-making. This perspective situates fragmentation not
merely as a problem of legal inconsistency, but as an inherent feature of the multi-level, multi-
actor structure of international law, one that both constrains and enables governance

innovation.

3. Regime complexity in cyberspace governance

The concept of a regime complex emerged to describe the proliferation of overlapping
international institutions and agreements governing a particular issue area. Early formulations
by ala and Victor?®” and Alter & Meunier?®® identified two defining features: (1) an array of
elemental institutions; whether functionally or territorially defined, each making authority
claims over the same issue area, and (2) the absence of hierarchy among them, meaning no
definitive mechanism exists to determine which rules, norms, or decision-making procedures
prevail in the event of conflict. Alter and Raustiala (2018) refine this definition as an array of
partially overlapping, non-hierarchical institutions that together produce dense, and often
contested, rule systems.

Henning et al. (2020) advance this framework by introducing two analytical dimensions:
hierarchical authority relations and institutional differentiation; that shape how regime
complex’s function. At one end of the spectrum lies the fragmented ideal type, marked by
non-hierarchical relations and low differentiation, producing rule conflicts, policy
incoherence, and high opportunities for forum shopping.?®® At the other end lies the
integrated complex, characterized by clear hierarchies, specialized institutional roles, and

greater rule coherence. These dimensions serve as intervening variables: hierarchical
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complexes can reduce rule conflict, increase compliance, and coordinate actors more
effectively, though they may be less adaptable to shifts in the geopolitical environment.

Nye (2014) further enriches the analysis of regime complexes by proposing four
evaluative dimensions: depth (the hierarchical coherence of a set of norms), breadth (the
scope of actor acceptance), fabric (the mix of state and non-state actor involvement), and
compliance (the extent of adherence in practice). These dimensions illuminate not just
structural features but also the functional performance of regime complexes.

Comparative studies show that regime complexes vary in complexity.>*® Low-complexity
regimes, such as the Law of the Sea, international aviation law, and public international law;
tend to have clear jurisdictional boundaries, a small number of core institutions, and relatively
high normative convergence. Mid-complexity regimes: including international humanitarian
law, human rights law, monetary and financial law, trade law, and international criminal law,
feature greater institutional diversity and some overlaps, but still retain central coordinating
norms or institutions. High complexity regimes: such as international investment law and
environmental law, are marked by extensive institutional proliferation, functional and
normative overlap, and the absence of unifying hierarchy, producing space for forum
shopping, norm contestation, and conflicting obligations.’°! By these criteria, the cyber-
regime complex clearly belongs in the high-complexity category: it spans multiple issue areas
(security, trade, human rights, infrastructure, and technical standards), involves a vast array
of state and non-state actors, and lacks a central coordinating authority.

Raymond describes the cyber-regime complex as a sprawling, decentralize governance
environment, where decisions are made by heterogeneous public and private actors; ranging
from states and intergovernmental organizations to standards bodies and private firms, that
often operate autonomously, even when nominally linked by authority relations. Governance
is further complicated by the nested “club goods” structure of cyberspace: all Internet users
belong simultaneously to the global club of Internet users, national clubs governed by
domestic law, and service-provider clubs governed by contractual terms, alongside

specialized technical clubs such as ICANN and the IETF. This nested architecture means that
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decisions in one part of the complex can have far-reaching spillover effects on others,
amplifying coordination challenges.3"?

The political dynamics of the cyber-regime complex are shaped not only by its technical
architecture but also by strategic contestation. Raymond & Sherman (2024) identify the rise
of authoritarian multilateralism in cyberspace governance: a process in which authoritarian
states such as Russia and China promote state-centric multilateral governance modalities to
reshape the normative underpinnings of the liberal order. These states engage in liberal
mimicry and norm retrieval to reorient existing multilateral institutions and, in some cases,
create new ones aligned with sovereignty-centric, illiberal governance preferences. This
strategy exploits the non-hierarchical, overlapping structure of the regime complex to
promote alternative normative orders.3%

Faude & GroBe-Kreul (2020) shift attention to the normative legitimacy of regime
complexes, arguing that legitimacy depends not only on the quality of internal decision-
making but also on how institutions manage the negative spillovers their rules create for
others. In a regime complex, institutions are embedded in interdependent structures where
rule overlap generates pressure for inter-institutional justificatory practices. These practices
can “break open” the partial orders of justification found in single institutions, enabling
marginalized actors to contest harmful spillovers and, under some conditions, fostering
normative progress.>%

Underlying all regime complex dynamics is the reality that states construct regimes on
the basis of their interests, which in turn reflect the preferences of domestic constituencies
under conditions of complex interdependence. Power within regime complexes derives from
asymmetrical interdependence: states with greater capacity to affect others and more

favourable “no-agreement” alternatives enjoy stronger bargaining positions. Information,
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beliefs, and the distribution of relevant power resources further shape outcomes, influencing
both the design of institutions and the strategic behaviour of actors navigating the complex.
In cyberspace, this combination of high complexity, decentralization, power asymmetries,
and normative contestation produces a governance environment that is both richly
interconnected and deeply fragmented. Regime complex theory thus provides a critical
framework for understanding not only the structural features of cyberspace governance but

also the political, normative, and functional dynamics that drive its evolution.

D. Defining and Operationalising Easternisation

The term 'easternization' is an uncommon one. To date, it has not yet been used by legal
scholars particularly in the context of international law. It would make sense since it is not a legal
term. I first came across the word in Gideon Rachman’s book titled “Easternisation: War and Peace
in the Asian Century” published in 2016. As a word that has the same ending (suffix) as
westernization, modernization, civilization, to which some I have heard of, but it was the first time
for me seeing it paired with the adjective ‘eastern’.3%

In Rachman’s book, his discussion on the phenomenon of ‘easternization’ are viewed from
the context of global world and economic order. The main premise is that the global power centre
is shifting from the West to the East. The starting point of this change was the global economic
crisis, which meant a decline for the West and a strengthening for the East. Rachman considers
that the strongest power is China, which may become the new global power centre, and he explores
the fact of the West-East shift accordingly, from the point of view of America, Latin-America,
Europe, Russia, Africa, the Middle East, East Asia, Southeast Asia, and Australia, too. Rachman
suggests that the decline of Western centrality is attributed, in part, to the rapid development of
Asian cities like Shanghai and Singapore. Drawing parallels with cyclical patterns in Chinese
history, where dynasties rose and fell, he contrasts this with what he sees as a more linear trajectory
in American history.

However, there is little to no mention on how the concept of ‘easternization’ has also been
manifested in the context of international legal order. This is obvious because international law
scholars are more familiar with concept of western imperialism, colonization which are challenged

by critiques of Third World Countries of International law (TWAIL). The TWAIL doctrine,
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however, is one that is too specific and ‘theoretical’ towards the critique of western international
law. Because of the premise of my thesis is aimed at proving a mere ‘shift’ of international law
formation from the dominated western/European states to eastern (south-east) Asian states, [ would
avoid in incorporating the discussion of TWAIL. Instead, I am proposing the use of the term
‘easternization’ using my own interpretation which would be analysed in the international law
context.

Before developing this doctrinal definition, it is useful to note how other authors have
conceptualized easternisation. Sushil Jain highlighted the historical shift of global power from East
to West and argued that the traditional role of imperial states is evolving as newly developed
Pacific nation-states emerge. “Easternization,” a term akin to westernization, modernization, and
civilization, signifies the influence of the East on the Western world in population, immigration,
economy, religion, and philosophy. Previously controlled by Western imperial nations, the East
now critiques Western value systems and introduces Eastern concepts in various aspects, such as
culture, arts, and infrastructure. The concept of Easternization challenges the notion of Western
superiority.3%

In this dissertation, easternisation in international cyberspace law is understood as a legally
observable process whereby Asian regional institutions and states develop and institutionalize
governance frameworks that selectively engage with existing Western-led norms while advancing
regionally grounded regulatory philosophies. This process does not displace established
international legal structures, but contributes to a pluralized legal order in which multiple,
coexisting approaches to authority, legitimacy, and regulation operate in parallel. This process is
evidenced by five indicators: (i) the share of outputs in the form of legal and normative instruments
originating in Asia compared to traditional Western institutions; (ii) the bindingness profile of such
instruments, highlighting the region’s reliance on soft law and voluntary cooperation; (iii) cross-
reference flows, tracing whether ASEAN instruments primarily import norms from Western
regimes or generate autonomous standards; (iv) implementation uptake, showing how ASEAN-
level norms are incorporated into domestic law and policy; and (v) forum-shifting patterns, where
Asian states increasingly privilege regional or alternative venues over universal ones. Together,
these criteria establish easternisation as a doctrinally grounded and empirically testable concept,

distinct from broader notions of regionalisation or pluralisation.
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The first indicator is norm-setting share. This refers to the relative contribution of ASEAN
and its member states to the production of normative instruments in cyberspace governance
compared to global and regional Western institutions. Measuring norm-setting share allows us to
observe whether Southeast Asia is simply responding to external models, or whether it is
increasingly providing original inputs into the global legal order. An increase in the proportion of
ASEAN-originated frameworks would demonstrate a tangible shift in normative authority toward
the region.

A second indicator is the binding versus non-binding mix. ASEAN’s well-documented
reliance on soft law, consensus, and political declarations stands in contrast to the more legalistic
and binding approaches of the European Union and, to a lesser extent, the United Nations. By
systematically comparing the relative balance of binding and non-binding instruments across
regions, this study demonstrates how ASEAN’s approach reflects a distinct governance
philosophy. This divergence matters for easternisation because it shows not only that ASEAN is
producing instruments, but that it is doing so in a way that reconfigures expectations of what
international law in cyberspace looks like.

The third indicator is cross-referencing practices. Instruments produced by ASEAN and its
member states often reference or incorporate existing international or regional frameworks,
particularly those originating from the UN and EU. Examining the extent and manner of these
references provides insight into whether ASEAN is primarily importing external norms, thereby
reinforcing Western primacy, or whether it is developing autonomous rules and frameworks.
Limited reliance on external references, or the selective reinterpretation of them, signals a growing
capacity for independent norm production, a core element of easternisation.

Finally, the fourth indicator is institutional centrality. Within the broader regime complex of
cyberspace governance, institutions vary in their visibility, recognition, and influence. ASEAN’s
centrality is assessed by examining how its instruments and institutions interact with, complement,
or are acknowledged by other global and regional actors. A higher degree of centrality would
indicate that ASEAN is not only producing instruments for its own region but also becoming a
reference point within the global regime complex. This would mark a significant departure from
the historical marginality of Southeast Asia in international lawmaking.

Together, these four indicators provide a framework to distinguish easternisation from broader

processes of regionalisation or pluralisation. By applying them to cyberspace governance, the
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thesis demonstrates how Southeast Asia’s governance practices constitute not only a regional
adaptation, but also a redistribution of normative authority that challenges the West’s historical

primacy in international lawmaking.
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CHAPTER 1V
EASTERNISATION OF INTERNATIONAL LAW: FRAGMENTATION AND REGIME
COMPLEX OF CYBERSPACE GOVERNANCE

A. Mapping of International cyberspace governance under LRT

This first section presents the results of a comprehensive mapping of international
cyberspace governance instruments through the analytical lens of Lessig’s Regulatability
Theory (LRT). Central to this approach is the classification of documents based on Lessig’s
four regulatory modalities: Law, Market, Architecture, and Norms; each representing a distinct
mechanism through which behaviour in cyberspace is shaped and controlled. However, rather
than applying this typology in isolation, the mapping adopts a multidimensional classification
framework designed to capture the institutional, legal, and functional complexity of cyberspace
governance.

To that end, the documents were coded across several analytical categories. These include
temporal distribution (by year) to trace policy momentum over time; institutional level
(national, international, regional, etc.) to assess the vertical layering of governance; and legal
subject (states vs. international organizations) to determine who the primary norm-setting
actors are. The mapping also categorizes documents by governance function (e.g., policy,
legislation, cooperation, structural frameworks), document type (such as strategies, laws,
conventions, MoUs), and source of international law (treaties, customs, general principles,
judicial decisions) to identify the legal basis and normative weight of each instrument.

Moreover, each document was examined for its main and supporting regulatory scope,
allowing for the identification of thematic priorities such as cybersecurity, privacy,
infrastructure, or cross-border data flows. A separate dimension captured the governance type;
whether the instrument establishes norms, creates binding obligations, coordinates institutional
arrangements, or enables cooperation. Finally, all of these classifications are cross-referenced
with Lessig’s modalities, enabling a layered understanding of how law, market forces,

technological architecture, and social norms are embedded in formal governance instruments.
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The data was synthesized from official institutional repositories; including UNIDIR Cyber
Policy Portal,®” the UN Official Document System,’® EUR-Lex,’” and ASEAN’s
documentation archives,*!? and visualized using Tableau to facilitate comparative and temporal
analysis. Through this mapping, the section identifies empirical trends, normative gaps, and
regional divergences in the design and function of cyberspace governance regimes. These
findings serve as the empirical foundation for subsequent chapters on regime fragmentation,

governance asymmetry, and the evolving easternisation of international law in digital domains.

1. Total number of documents

The mapping of international cyberspace governance under Lessig’s Regulatability
Theory (LRT) began with an extensive collection of publicly available instruments,
policies, and legal texts that engage with the governance of cyberspace. Drawing from a
diverse range of repositories; including international organization databases, national
archives, and institutional publications, over 200 documents were initially identified as
potentially relevant. However, this preliminary set underwent a rigorous filtering process
to ensure consistency with the analytical framework and classification system designed for
this study.

Documents were excluded based on several criteria: academic articles and scholarly
commentary (unless officially adopted by institutions), informal correspondence or non-
binding communications, and duplicate or superseded versions of the same instrument.
This filtration ensured that only formal instruments with identifiable legal, normative,
architectural, or market-related implications were retained. Following this verification
process, the final corpus comprises 148 eligible documents. These documents constitute
the foundational dataset for the subsequent mapping and analysis, enabling a structured
assessment of how cyberspace is governed across multiple levels; international, regional,

and national, through the lens of Lessig’s four modalities.?!!
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2. Temporal distribution of documents

The 148 documents mapped in this study span a period of nearly four decades, ranging
from 1986 to 2025. This temporal breadth reflects the evolving trajectory of international
cyberspace governance, which has gradually intensified in both volume and complexity
over time. A significant increase in document production can be observed beginning in the
early 2010s, aligning with the global recognition of cyberspace as a critical domain for
security, economic development, and human rights.3!2

The peak year is 2021, during which 17 documents were issued; marking the most
active year in terms of international and regional governance outputs related to cyberspace.
This surge may be associated with a post-pandemic policy reorientation, heightened
geopolitical tensions in digital domains, and the acceleration of digital transformation
globally.3!3 The dataset reveals relatively sparse activity in the 1990s and early 2000s, with
only a few foundational instruments introduced during this period. Notable upticks
occurred around the years 2000, 2015, and 2018-2019, each reflecting distinct policy
moments: from early technical regulation to mid-decade norm development, to the

emergence of new governance frameworks involving multistakeholder collaboration.
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Figure 1 - Temporal Distribution of Documents
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Documents were sourced from credible institutional repositories including the
UNIDIR Cyber Policy Portal,*'* United Nations Official Document System (ODS),?!°
EUR-Lex (EU law database),?!¢ and the ASEAN Document Database.*!” This multi-source
approach ensures a comprehensive and representative coverage of governance instruments
across different levels and regions. From a governance trend perspective, the post-2015
period marks a clear acceleration, suggesting the emergence of a more fragmented yet
dynamic governance landscape, increasingly populated by a mix of legally binding

instruments, strategic policies, and cooperative frameworks

.Fljlrlyjl‘).ya‘ta’ . [+ Show Fields
i v v
Year Document Title
2021 Report of the Open-ended working group on developments in the Field of Information and Telecommunications in the Context of International Security A/AC.290/2021/CRP.2
2021  Report of the Group of Governmental Experts on Advancing responsible State behaviour in cyberspace in the context of international security (A/76/135)
2021  Compilation of Preliminary Conclusions and Recommendations from the UNODC Expert Group on Cybercrime
2021 General Assembly Resolution 79/243 Strengthening International Cooperation for Combating Certain Crimes Committed by Means of Information and Communications Technology Systems and for the Sharin.

2021 = Cybersecurity Strategy Guide ~ Second Edition

2021 | Kyoto Declaration on Advancing Crime Prevention, Criminal Justice and the Rule of Law
2021 | Private Sector Engagement in Responding to the Use of ICT for Terrorist Purposes
2021 = ASEAN Security Outiook 2021

2021 = ASEAN Digital Integration Index (ADII) - First Report

2021  ASEAN Digital Masterplan 2025 (ADM 2025)

2021  ASEAN Digital Masterplan 2025 (ADM2025)

2021 Computer Misuse Act 1993 (2020 Revised Edition)

2021  Cybersecurity Certification Guide

2021 = The Singapore Cybersecurity Strategy 2021

2021 National Security Policy (NSP)

2021 Pelan Strategik MINDEF 2021-2025

2021 = BSSN Regulation No. 3/2021 on Cybersecurity and Media Literacy

Figure 2 Count of Documents issued in 2021

3. Regional distribution and east vs west comparison

The mapping also classifies all 148 documents based on their region of origin,
specifically from the United Nations (UN), the European Union (EU), and ASEAN
Member States. This regional categorization enables an initial assessment of the
geopolitical contours shaping cyberspace governance. Among these, the United Nations
system produced the most documents, contributing 40 in total. These include General

Assembly resolutions, Group of Governmental Experts (GGE) reports, and outputs from
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institutional bodies such as the UN Human Rights Council and the International
Telecommunication Union (ITU).

The UN’s role as a norm-setting platform is clearly reflected in the volume and
diversity of instruments it has generated. However, when documents are grouped by
broader geopolitical orientation; Western (UN and EU) versus Eastern (ASEAN Member
States), a noteworthy pattern emerges.’'® Of the total, 88 documents originate from
Eastern actors, primarily ASEAN regional institutions and individual member states. In
contrast, 60 documents come from Western sources, namely the UN and EU combined.
This Eastern majority (88:60) in document count may be interpreted as a signal of growing
normative and regulatory activity outside the traditional Western-centric governance
centers. It suggests that Southeast Asian states are not merely passive recipients of
international norms, but active contributors to, and in some cases, originators of

cyberspace governance frameworks.?!”
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318 For the purposes of this study, the “Western” region refers to governance instruments originating from the United
Nations system and the European Union, both of which have historically been at the forefront of global norm-setting
and institutional development in cyberspace governance. While the UN is nominally universal, its primary normative
outputs in this domain—particularly those related to multilateral processes and democratic values—tend to reflect
Western legal and political traditions. In contrast, the “Eastern” region is defined here as encompassing ASEAN
Member States and ASEAN as a regional organization. This grouping represents the perspectives of Southeast Asian
countries, many of which have taken distinctive approaches to cyberspace governance, often emphasizing sovereignty,
developmental priorities, and non-interference. Though this East-West dichotomy is an analytical simplification, it
helps to reveal broader structural dynamics and normative divergences in the emerging global governance landscape.
319 Xuechen Chen and Yifan Yang, “Different Shades of Norms: Comparing the Approaches of the EU and ASEAN
to Cyber Governance,” International Spectator 57, no. 3 (2022): 48-65,
https://doi.org/10.1080/03932729.2022.2066841.
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This imbalance also sets the stage for a deeper discussion on the easternisation of
international law, as emerging actors from the Global East increasingly shape regulatory
narratives and institutional practices. Such regional disparities not only underscore the
fragmentation of global governance regimes but also point toward the possibility of plural
legal orders developing concurrently, each shaped by regional values, institutional
capacity, and strategic interests.

4. Documents by level and legal subject

The mapped dataset reveals important patterns in the institutional levels and legal
subjects responsible for producing cyberspace governance instruments. These
classifications were designed to align with the foundational categories recognized under
international law, particularly those delineated by the UN Charter and subsequent
jurisprudence concerning legal personality and treaty-making authority.3?’ In terms of
institutional level, the majority of documents (65 out of 148) are national-level
instruments, reflecting the central role of states in articulating domestic responses to
global cybersecurity, data governance, and digital infrastructure challenges.

These national strategies, laws, and regulations highlight both the localization of
cyberspace governance and the limited reach of universal norms. Following national
instruments, international-level documents rank second (43 documents), encompassing
resolutions, conventions, and strategic frameworks adopted through global multilateral
fora. Regional-level instruments (30 documents) and EU-specific regional documents (7

documents) also form a significant portion of the dataset, further emphasizing the role of

320 Statute of the International Court of Justice, art. 38(1), 59 Stat. 1055, 33 UNTS 993 (1945).
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regionalization in filling normative or institutional gaps. Notably, trilateral, multilateral,
and bilateral instruments remain minimal in number (together contributing fewer than 5
documents) suggesting that while cooperation exists, it has not yet materialized in the
form of robust treaty-based governance at these intermediate levels.’?! This further
supports the observation that cyberspace governance remains fragmented and

asymmetrical, both vertically (across levels) and horizontally (across regions).
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Figure 5 Documents by level
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As for legal subjects, the mapping reveals a clear dominance of state actors, who are
responsible for producing 98 documents, in contrast to international organizations, which
account for approximately 50 documents. This dominance illustrates that states remain
the primary architects of cyberspace governance, even as international organizations

attempt to coordinate, standardize, or frame collective action. While the broader discourse

321 Worku Gedefa Urgessa, “Multilateral Cybersecurity Governance: Divergent Conceptualizations and Its Origin,”
Computer Law & Security Review 36 (April 2020): 105368, https://doi.org/10.1016/j.clsr.2019.105368.
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on cyberspace governance increasingly includes non-state actors, particularly through
multistakeholder models, the scope of this mapping was intentionally narrowed to include
only those actors that hold recognized legal status under international law; specifically
States and International Organizations.

Although initial consideration was given to including Non-Governmental
Organizations (NGOs) and private sector actors, the final categorization was kept

intentionally conservative.
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Figure 6 Documents by Legal Subject
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This decision was influenced by the nature of the datasets used (UNIDIR, UN
repositories, EUR-Lex, ASEAN archives), which predominantly feature instruments
formally issued or endorsed by state or intergovernmental bodies. This approach
reinforces the study’s grounding in formal international legal structures, even as it

acknowledges the parallel influence of informal and hybrid governance mechanisms.
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5. Documents by source of international law

This classification examines the extent to which cyberspace governance instruments
possess binding legal authority under the framework of international law, as codified in
Article 38(1) of the Statute of the International Court of Justice (ICJ).??? According to this
provision, international law is derived from four main sources: (a) international
conventions (treaties), (b) international custom, (c) general principles of law recognized by
civilized nations, and (d) judicial decisions and the teachings of highly qualified publicists.

The data reveals that the overwhelming majority of instruments fall under the category
of general principles of law (98 documents). These include strategic frameworks,
principles-based guidelines, and normative declarations that, while not legally binding,
carry considerable persuasive authority and often serve as precursors to formal regulation.
In contrast, only 15 documents were categorized as treaties or conventions, illustrating the
limited treaty-based architecture governing cyberspace at the global level. Notably, most
of these treaties originate from the European Union, such as the Budapest Convention on
Cybercrime, the General Data Protection Regulation (GDPR), and various directives on
cybersecurity and personal data.

From the United Nations system, only a single binding instrument was identified: the
International Telecommunication Regulations (ITRs)*?; an infrastructure-focused treaty
with indirect relevance to cyberspace governance. Additionally, one important draft treaty,
the UN Draft Convention on Cybercrime, was included due to its anticipated normative
significance, despite not yet being adopted.

ASEAN contributed three treaties, including the e-ASEAN Framework Agreement?*
and the ASEAN Agreement on Electronic Commerce,*? both of which signal regional
efforts to establish cooperative digital governance norms. Strikingly, no instruments were
categorized under “international custom”, suggesting that state practice and opinio juris in
cyberspace have not yet crystallized into universally accepted customary rules.

A small number of documents (4 in total) were linked to judicial decisions or

authoritative legal writings, typically cited in explanatory reports or used as interpretative

3221CJ Statute Art 38 (1)

323 International Telecommunication Regulations, Dec. 9, 1988, 1589 UNTS 3.
324 e-ASEAN Framework Agreement, Nov. 24, 2000, 2216 UNTS 233.

325 ASEAN Agreement on Electronic Commerce, Jan. 22, 2019.
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references rather than as binding precedents. An additional classification category: national
laws, was created to account for the large number of instruments emerging from ASEAN
member states.

While not a formal source of international law under Article 38(1), these national laws
were included due to their increasing extraterritorial influence, cross-border
interoperability relevance, and cumulative contribution to regime complexity. Their
inclusion is particularly significant for tracing the fragmentation of cyberspace governance
and the easternisation of regulatory authority, as they reflect how Southeast Asian states
are independently shaping norms outside of dominant Western treaties or UN-led

Pprocesses.
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Figure 7 Documents by Source of International Law

6. Binding vs non-binding documents by region
An important dimension of the mapping involves assessing the legal force of
governance instruments; specifically, whether they are binding or non-binding in nature.

This distinction provides insight into the normative strategies adopted by different regions
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and institutions in shaping cyberspace governance. Across all regions, the data shows a
clear dominance of non-binding instruments, highlighting a global tendency to rely on soft
law, voluntary frameworks, and strategic guidance rather than formalized, enforceable
obligations. However, the degree and implications of this reliance vary by region.

The European Union (EU) stands out as the region with the highest proportion of
binding instruments, with approximately 45% of its cyberspace-related documents
carrying legal force. This reflects the EU’s supranational legal architecture and its ability
to issue directives, regulations, and treaties with binding effect on its member states, such
as the General Data Protection Regulation (GDPR) and NIS Directive on cybersecurity.

ASEAN, by contrast, has a moderate binding ratio; with around 37.5% of its
instruments being legally binding. However, what is more notable is the high absolute
number of documents (nearly 90 in total), showing ASEAN’s growing engagement in
digital governance. While ASEAN lacks the strong supranational enforcement
mechanisms of the EU, it has nevertheless produced binding agreements like the e-
ASEAN Framework Agreement and ASEAN Agreement on Electronic Commerce,
indicating a pragmatic mix of soft law and legal harmonization.

The United Nations demonstrates the lowest ratio of binding instruments, with
approximately 95% of its documents being non-binding. This heavy reliance on soft law
reflects both the political constraints of the UN system and the consensus-based nature of
its outputs. Most UN instruments in the dataset, such as General Assembly resolutions,
Group of Governmental Experts (GGE) reports, and Human Rights Council guidelines,
fall into the category of normative declarations and voluntary codes of conduct, which
nonetheless play a key role in agenda-setting and confidence-building.

This distribution underscores a core dynamic of cyberspace governance: while binding
law remains limited, non-binding instruments serve as critical tools for norm diffusion,
capacity-building, and regional adaptation. The contrast in legal form across regions also
illustrates the pluralistic and asymmetrical nature of global cyberspace governance; adding
empirical support to claims of regime fragmentation and the emergence of regionally

distinct governance logics.
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7. Documents by type

The mapping also disaggregates cyberspace governance instruments based on their
document type, offering further insight into the legal form, policy intent, and strategic
function of each instrument. This classification is especially relevant for understanding the
binding authority and regulatory modality of different governance tools.

Out of the 148 documents in the dataset, 44 are classified as binding legal instruments,
including various forms of domestic and international law. These consist of Acts (18),
Regulations (6), Laws (6), Conventions (4), Directives (3), and Agreements (2), alongside
Presidential/Ministerial Regulations, Decrees, and Bills; most of which were adopted at the
national level, particularly by ASEAN Member States. These types of instruments serve to
establish enforceable obligations, reflect formal legislative processes, and often function
under the “Law” modality of Lessig’s theory.

By contrast, the majority; 104 documents, are non-binding in nature. These are
dominated by document types such as Reports (20), Cooperation agreements or
memoranda (14), Resolutions (12), Strategy documents (11), and Communiqués (5). These

instruments typically do not impose legal obligations, but rather articulate shared
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principles, institutional commitments, or strategic directions. Their prevalence
demonstrates a clear reliance on soft law and informal mechanisms of influence,
particularly in the domains of international and regional cooperation.

The data illustrates the global preference for flexible and adaptive instruments,
especially in response to the rapid evolution of digital technologies and cross-border cyber
threats. Reports and strategies, in particular, often set the discursive and normative agenda

for future action without committing states or institutions to specific legal duties.
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Figure 8 Document by type

This distribution of document types reinforces broader patterns noted earlier: binding
authority remains relatively limited in the global cyberspace regime, while non-binding

tools serve as the dominant medium for policy coordination, norm diffusion, and capacity
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building; especially in multilateral settings such as the UN or ASEAN. These findings
further underscore the asymmetry between law-making capacity and normative ambition,
which lies at the heart of contemporary regime fragmentation and the gradual shift toward
regional governance innovation, particularly in the Global East.

8. Governance function and type

To provide a multidimensional understanding of how cyberspace is governed, this
study classifies governance instruments not only by their policy intent but also by the form
and mechanism through which regulation is exercised. Two intersecting frameworks were
used for this purpose. First, drawing from the UNIDIR Cyber Policy Portal, documents
were categorized by governance function; distinguishing whether an instrument primarily
serves a policy-setting, structural, legislative, or cooperative role.*’® Second, the
instruments were analysed through a regulatory theory lens, identifying the dominant
governance type as either legal, institutional, or algorithmic.

In terms of governance function, the largest portion of documents (61 in total) are
classified under policy. These include national cybersecurity strategies, institutional
position papers, and implementation frameworks, all designed to articulate a states or
institution’s vision and priorities for cyberspace governance. These documents reflect the
normative ambition of policymakers and the effort to frame agendas even in the absence
of binding authority.

Legislation is the second most prevalent function, with 48 documents representing
national laws, EU regulations and directives, and formal legal instruments adopted by
states or international organizations. These instruments provide a legal basis for cyber
operations and security, ranging from data protection laws to cybercrime legislation. The
prevalence of legal instruments signals an increasing reliance on rule-based governance,
particularly at the national and regional levels.

The cooperation function accounts for 20 documents, including bilateral and
multilateral agreements, joint statements, and activity-based frameworks. These
instruments often have a soft-law character, but they play a crucial role in facilitating
cross-border trust, interoperability, and capacity building; especially in forums where

binding commitments may be politically difficult to achieve.

326 Glossary, UNIDIR Cyber Policy Portal, https://cyberpolicyportal.org/glossary
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Meanwhile, structure-related documents number 19, and focus on institutional
arrangements such as the establishment of national Computer Emergency Response Teams
(CERTs), the designation of key cyber policy positions, and the creation of specialized
agencies. These reflect the operational dimension of governance; how authority is
allocated, who is responsible for implementation, and what institutional capacity is in
place to respond to cyber threats.

Complementing this functional mapping is an analysis of the type of governance
mechanism employed. Here, the most dominant category is institutional governance,
encompassing 88 documents. These include strategies, resolutions, cooperation
frameworks, and communiqués that emerge from international organizations, regional
bodies, and national governments. Institutional governance reflects the political and
procedural dynamics of rulemaking; often involving multistakeholder input, consensus-

building, and norm diffusion, rather than legal compulsion.
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Legal governance, comprising 52 documents, captures the traditional rule-of-law
approach, where states or institutions impose obligations through statutes, treaties, or

judicial decisions. These instruments are binding in nature and backed by enforcement or
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compliance mechanisms. Legal governance is particularly salient in the EU context, where
supranational structures enable the imposition of uniform rules, as well as in national
settings where cybersecurity laws are being codified.

Although less frequent, algorithmic governance appears in 8 documents and represents
a distinct but critical layer of control. In this type, regulatory logic is embedded directly
into technical infrastructure, through software code, encryption protocols, or system
architecture. Rather than relying on institutions or formal law, algorithmic governance
exerts control by constraining possible actions through design. It reflects the idea,
famously articulated by Lawrence Lessig, that “code is law.”*?” While underrepresented
in quantitative terms, these instruments are highly influential in practice, particularly in
platform governance, network security, and digital authentication systems. Together, the
analysis of governance function and type illustrates the hybrid and layered nature of
cyberspace governance.

Policy and institutional approaches dominate in terms of frequency, reflecting the
importance of agenda-setting and soft coordination. At the same time, legal instruments
play an essential role in codifying standards and setting enforceable norms, while the
emerging category of algorithmic governance points to the growing power of
technological architecture in shaping digital behaviour. These distinctions provide critical
insight into the fragmented yet interdependent nature of regulatory authority in cyberspace
and set the stage for further analysis on modality dominance, regional divergence, and the
potential easternisation of global cyber norms.

9. Scope of governance

An essential component of this mapping exercise is the categorization of each
document’s main and supporting scope of governance; defined by the thematic policy area
it addresses. This classification captures not only the regulatory focus of each instrument
but also the overlapping and intersecting issues that characterize cyberspace governance.
The scope categories are based on the “Mapping of International Internet Public Policy
Issues” report developed by the Commission on Science and Technology for Development

(CSTD) at its Eighteenth Session, following a recommendation from the United Nations

327 Lessig, Code, 1
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Economic and Social Council (ECOSOC).32® This framework divides internet-related
governance issues into seven broad clusters: (1) Infrastructure and standardization, (2)
Security, (3)Human rights, (4) Legal, (5) Economic, (6) Development, (7) Sociocultural
issues

Using this structure, each governance instrument in the dataset was analysed for both
its main scope and any supporting scope(s). This dual classification helps to surface cross-
cutting relationships and policy interdependencies that characterize the fragmented
landscape of cyberspace governance.

The data shows that security overwhelmingly dominates as the main scope of
governance, appearing in 76 documents. This confirms the long-observed securitization of
cyberspace at both national and international levels, where cybersecurity threats and
defence imperatives serve as core drivers of governance efforts. These security-focused
documents are evenly distributed across major institutions (UN, EU, and ASEAN), but it
is worth emphasizing that ASEAN member states are particularly active contributors, with
each member state producing at least one instrument focused on cybersecurity.

The second highest main scope is infrastructure and standardization, with (27
documents). These typically address technical interoperability, digital infrastructure
policy, and national cybersecurity frameworks. Their prominence suggests that regulatory
focus is increasingly shifting toward the architectural layer of cyberspace.

The third most frequent main scope is development (12 documents), reflecting the
growing alignment of cyberspace policy with national development strategies, capacity-
building goals, and the digital inclusion agenda. These instruments were led by the UN,
particularly through the Groups of Governmental Experts (GGEs), followed by regional
contributions from ASEAN.

Other scopes, including economy (8), human rights (6), and socio-cultural (1), are less
frequent as primary scopes but gain salience when mapped as supporting scopes. When
combining main and supporting classifications, deeper insights emerge into the

interconnected nature of cyberspace governance.

328 Intersessional Panel of the Commission on Science and Technology for Development, “The Mapping of
International Internet Public Policy Issues Database,” 2015., https://unctad.org/meeting/cstd-2014-2015-inter-

sessional-panel
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For example, the most frequent combined scope is security + infrastructure and
standardization, appearing in 28 documents. The EU is the largest contributor to this dual
focus (8 documents), but ASEAN member states also actively frame security and
infrastructure together in their national policies.

The next most common combination is security + development, with the UN leading
through its multilateral initiatives, followed by ASEAN (3 documents) and the EU (1
document). This reflects how developmental considerations are increasingly integrated
into the security agenda in global and regional policy circles.

The reverse configuration, infrastructure and standardization as the main scope and
security as the supporting one; appears in 15 documents, with the UN (8 documents) as
the primary source. Interestingly, no such instruments were found from the EU,

highlighting regional divergence in scope emphasis.
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Other significant pairings include development (main) + security (supporting), largely
from ASEAN, and infrastructure (main) + infrastructure (supporting), contributed by the
UN, EU, and Brunei Darussalam.
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Less common combinations such as security + economy, infrastructure + development,
and human rights + economy; appear in only a handful of documents but still offer valuable
insights. For example, all economy-focused instruments were contributed by ASEAN and
its member states, underscoring the region’s integration of digital governance with broader
economic policy.

Meanwhile, human rights focused instruments appear in just six documents, with
sources split across the UN, EU, and ASEAN, often accompanied by supporting scopes
like economy or security. The only document with socio-cultural as the main scope,
supported by human rights, came from Singapore.

Overall, this scope mapping reveals both concentrations and dispersions in cyberspace
governance. While security is the undisputed focal point, a substantial number of
documents span across issue areas; particularly where security intersects with
infrastructure, development, or economic policy. This complex layering of policy
concerns is a critical empirical indicator of functional fragmentation, which will be
discussed further in later chapters. Moreover, the strong presence of ASEAN member
states across multiple scope combinations reflects the region’s evolving approach to
multidimensional governance, blending sovereignty, development, and economic
priorities into a distinct eastern normative framework.

10. Governance Modalities: Mapping Cyberspace Regulation through Lessig’s

Framework

Building on the conceptual foundation established in Demystifying Lessig’s Theory,

this section applies Lessig’s four modalities: Law, Norms, Architecture, and Market, to
the mapped corpus of cyberspace governance instruments. The analysis proceeds in four
stages. First, the overall modality mapping establishes a benchmark by classifying all 148
documents: spanning UN, EU, ASEAN, and individual ASEAN member states, into their
dominant regulatory modality. This provides a baseline distribution of constraints,
interpreted in Lessig’s terms as different forms of cost (legal sanction, social stigma,
technical barrier, or economic limitation) and highlights how the interplay of these
modalities creates the regulatory environment for cyberspace. Second, the regional
mapping disaggregates the dataset to examine the UN, EU, and ASEAN separately. This

reveals distinctive institutional patterns, such as the UN’s norm-heavy approach, the EU’s
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legal assertiveness, and ASEAN’s reliance on architecture and norms, that reflect each
actor’s mandate, governance capacity, and political culture. Third, the ASEAN member
state mapping compares the regional benchmark with national-level contributions from
ASEAN states. This captures vertical fragmentation within the regional governance
framework and shows how national inputs shift the overall modality balance, revealing
divergences between collective regional commitments and domestic regulatory priorities.
Finally, the synthesis section integrates findings from all three datasets to identify cross-
cutting patterns, interdependencies, and tensions between modalities. Here, the analysis
explores how certain modalities reinforce or undermine others, and how modality
imbalances influence both governance effectiveness and the fragmentation of
international cyberspace regulation. This synthesis also provides the conceptual bridge to
the following chapter’s focus on fragmentation, while setting the stage for re-designing
Lessig’s original “pathetic dot” diagram to reflect the empirical realities uncovered in this
study.
a. Overall mapping of modalities
1. Law: The Dominant Modality
The Law modality emerges as the most dominant, represented in 52
documents. This reflects the persistence of formal legal instruments, such as
treaties, conventions, national laws, and regional directives, as the
cornerstone of cyberspace regulation. Both the UN and the EU contribute
significantly to this category, albeit through different means. Although
the UN has very few binding instruments, its non-binding reports and
strategic documents frequently invoke or align with existing legal
frameworks, granting them quasi-legal character. The EU, by contrast,
possesses a supranational legislative authority, enabling it to issue binding
regulations and directives (e.g., GDPR, NIS Directive), which firmly anchor
it in the Law modality.
Strikingly, no ASEAN-wide instrument appears in the Law category. This

aligns with ASEAN’s consensus-driven, non-interventionist ethos, which
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prioritizes political alignment over legal formalism.>** While ASEAN
member states do produce national laws relevant to cyberspace, the regional
institution itself has not yet advanced any binding legal framework,
underscoring its continued reliance on soft coordination mechanisms.
Norms: The Second Pillar

The Norms modality accounts for 38 documents, many of which originate
from the UN, particularly through the UN Groups of Governmental Experts
(GGEs). Of the 38, 7 GGE-produced instruments demonstrate the UN’s
norm-building function, which emphasizes responsible state behaviour,
confidence-building, and multistakeholder governance. Norms are often
embedded in non-binding declarations, strategic frameworks, and
guiding principles; instruments that influence behaviour without legal
coercion.

In contrast to its legal assertiveness, the EU contributes only one document
explicitly situated within the Norms modality: its Framework Agreement on
Partnership and Cooperation with Malaysia (2022).33° This suggests the EU’s
preference for embedding norms within enforceable legal instruments,
rather than treating them as stand-alone regulatory tools.

ASEAN, meanwhile, contributes a modest but meaningful set of 6 norm-
based documents, including the ASEAN Declaration to Prevent and Combat
Cybercrime, various Ministerial and Leader-level Statements, and outputs
from ARF and policy meetings with Japan. These instruments reflect a
collective identity-building process and affirm ASEAN’s increasing norm-
setting role in regional cyberspace governance, albeit in non-binding form.
National contributions to the Norms category; especially from ASEAN
member states, primarily take the form of strategies, white papers, and
defense documents, further evidencing the diffusion of values through

informal mechanisms.

329 Charter of the Association of Southeast Asian Nations, Nov. 20, 2007, 2624 UNTS 223.

330 European Union and Government of Malaysia, Framework Agreement on Partnership and Cooperation between
the European Union and Its Member States, of the One Part, and the Government of Malaysia, of the Other Part,
Brussels: European Union, 2022. Available https://eurlex.europa.eu/legalcontent/EN/TXT/?uri=legissum:464600.
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3. Architecture: Infrastructure as Regulation
The Architecture modality appears in 21 documents, emphasizing governance
by design and technical infrastructure. This includes instruments related to
data governance frameworks, cybersecurity protocols, standards, and digital
infrastructure planning. While the EU contributes 4 documents (including the
EU Data Governance Act), and the UN adds 3 (such as UNIDIR reports and
ITU conference outcomes), most contributions come from ASEAN
member states, in the form of national master plans, ICT blueprints, and
digital transformation frameworks. These are typically non-binding but
nonetheless enforce behavioural outcomes through their technical

specifications.
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4. Market: The Least Emphasized Modality
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Surprisingly, the Market modality is the least represented, with only 3
standalone instruments, all of which come from ASEAN member states;
notably Singapore and Malaysia. These instruments focus on digital
economy policies, data governance initiatives, and private sector engagement
frameworks, highlighting how market actors shape governance through trade,
standards, and platform control. The limited count may reflect either data
source bias (as formal market instruments are less likely to appear in legal or
policy databases) or an underdeveloped regulatory engagement with market

actors, especially outside the EU and US contexts.

b. Inter-modality observation

While Lessig’s four modalities: Law, Market, Architecture, and Norms, are
analytically distinct, many cyberspace governance instruments operate across multiple
modalities simultaneously, reflecting the complex, layered nature of digital regulation.
These hybrid instruments illustrate how regulatory authority in cyberspace is often
exercised not through a single channel, but through overlapping legal mandates,
economic structures, infrastructural designs, and normative frameworks.

One of the most prominent hybrid categories is the combination of Architecture
and Norms, represented by 12 documents. This pairing underscores how technical
standards and system design choices are embedded with normative assumptions:
about privacy, accessibility, sovereignty, or security. The EU is the largest
contributor in this category, with six instruments that blend architectural control
(e.g., technical interoperability mandates) with high-level value commitments
(e.g., rights-based access, accountability standards). ASEAN follows closely with five
documents, such as digital masterplans and national strategies that incorporate technical
specifications for data flows, cybersecurity infrastructure, or digital ID systems, while
also referencing ASEAN principles on responsible behaviour and regional trust. The
UN contributes a single document to this category, highlighting the relative scarcity of
technical-normative integration at the multilateral level.

Another notable hybrid is Market and Norms, with six instruments, nearly all of

which originate from ASEAN. These include policy frameworks such as the ASEAN
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Framework on Personal Data Protection,33!

the Framework on Digital Data
Governance,**? and the e-ASEAN Framework Agreement.®3® These instruments are not
merely economic initiatives; they embed normative values such as data ethics, regional
trust, and cross-border accountability into economic infrastructure. In this sense, they
reflect a distinctive approach to governance in Southeast Asia, where market-building
is simultaneously used as a tool for norm diffusion, particularly in the absence of
enforceable legal authority.

The combination of Law and Norms, though rarer, is particularly significant. With
three documents (two from the UN, one from the EU), this pairing illustrates how
formal legal instruments often derive legitimacy from prevailing norms or are
constructed in response to widely accepted ethical frameworks. For instance, UN
cybercrime resolutions that emphasize due process or human rights protections
demonstrate how law can be a vessel for norm consolidation. Similarly, EU instruments
often embed fundamental rights within the text of legal directives, illustrating a model
of value-based legalism in cyberspace governance.

Equally represented are instruments combining Law and Architecture, all three of
which come from the UN. These documents focus on how technical infrastructures such
as digital routing systems or CERT frameworks, are tied to legal mandates and
international agreements. This category reinforces the notion that infrastructural
governance is not purely technical, but increasingly embedded within broader rule-
based frameworks, especially in areas like international telecommunications and cyber
incident response.

Two particularly expansive instruments fall under the Law + Market + Norms
category. The first is the EU Cybersecurity Strategy, which not only establishes binding
legal standards for cybersecurity and resilience but also engages the private sector
through public-private partnerships and articulates a clear normative vision grounded

in democratic values and rights. The second is ASEAN’s Framework for Negotiating

331 ASEAN Telecommunications and Information Technology Ministers (TELMIN), ASEAN Framework on Personal
Data Protection, Singapore: ASEAN, 2016.

332 Association of Southeast Asian Nations (ASEAN), ASEAN Framework on Digital Data Governance, Jakarta:
ASEAN, 2018.

333 e-ASEAN Framework Agreement, Nov. 24, 2000, 2216 UNTS 233,
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the Digital Economy Framework Agreement (DEFA),33*

which incorporates legal
commitments, market integration goals, and references to responsible data governance.
These comprehensive instruments reflect a mature, integrated approach to cyberspace
governance, in which multiple regulatory forces are mobilized simultaneously.
Finally, three unique documents represent more complex hybrid configurations:

» The “Report of the High-Level Panel on Digital Cooperation”®3> falls under
Norms + Architecture, highlighting how system design principles (such as
decentralization or interoperability) are infused with normative ideals like
inclusivity and digital trust.

* The “ASEAN Digital Masterplan™33® exemplifies Market + Architecture +
Norms, demonstrating how ASEAN envisions regional digital integration
through infrastructure investment, economic alignment, and ethical
guidelines.

= The UN’s report on “Private Sector Engagement in Responding to the Use

29337

of ICT for Terrorist Purposes exemplifies a Market + Architecture
pairing, showing how economic actors and technical systems are mobilized
in tandem to address digital threats, without relying on formal law.

These hybrid modalities are crucial for understanding the evolving complexity of
global cyberspace governance. They reveal how regulation is rarely exercised through
a singular channel, and how institutions often blend modalities to enhance legitimacy,
effectiveness, or adaptability. Moreover, the regional variation in hybrid usage (for
example, ASEAN’s focus on Market-Norm and Architecture-Norm combinations or

the EU’s preference for Law-cantered hybrids) offers further evidence of regulatory

divergence and the emergence of regionally distinct governance logics.

334 ASEAN Economic Community Council (ACC) and ASEAN Coordinating Committee on Electronic Commerce
(ACCEC), Framework for Negotiating the ASEAN Digital Economy Framework Agreement (DEFA), Jakarta:
ASEAN, 2023.

335 United Nations, High-Level Panel on Digital Cooperation, The Age of Digital Interdependence: Report of the High-
Level Panel on Digital Cooperation., New York: United Nations, 2019.

336 Association of Southeast Asian Nations (ASEAN). *ASEAN Digital Masterplan 2025, Jakarta: ASEAN, 2021.
337 United Nations, Counter-Terrorism Executive Directorate (CTED), Private Sector Engagement in Responding to
the Use of ICT for Terrorist Purposes, New York: United Nations, 2021.
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Overall, this modality mapping reveals a clear regulatory asymmetry: Law and
Norms dominate, Architecture is rising, and Market is marginal. Regionally, the
UN leads in norm diffusion and hybrid frameworks, the EU Favors legal-
regulatory instruments, and ASEAN shows growing initiative in norm-building
and infrastructure-based governance; with limited legal authority but expanding
strategic vision. These findings further support the emerging narrative of regional
divergence and set the foundation for the following analysis on regime complexity,
modality layering, and the potential easternisation of international cyberspace

governance.

¢. Mapping of modalities by region
Building on the overall benchmark analysis, which aggregated all 148 documents
from UN, EU, ASEAN, and individual ASEAN member states, this section focuses
exclusively on regional-level instruments produced by the UN, EU, and ASEAN. This
filtered view removes national-level variation, providing a clearer picture of how
international and regional institutions prioritize regulatory modalities in cyberspace
governance. In Lessig’s terms, the “pathetic dot” of international cyberspace
governance is shaped here by the regulatory forces of Law, Norms, Market, and
Architecture, each operating at institutional and cross-institutional levels. Comparing
this to the benchmark reveals significant shifts in modality dominance once national-
level contributions are removed.
1. Norms as the predominant regional regulatory tool
When focusing exclusively on UN, EU, and ASEAN-level instruments,
norms become the most prominent modality, displacing law from its
benchmark dominance. The UN’s 15 documents (many from GGEs)
highlight its role as a global norm entrepreneur, while ASEAN’s six
documents reflect its consensus-based, non-binding approach to
governance. The EU’s single entry signals its tendency to embed
normative content within binding legislation rather than standalone

normative frameworks. In Lessig’s terms, these instruments rely on ex-post
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social regulation, where compliance is driven by reputation, legitimacy, and
peer pressure rather than legal sanction.

. Legal Authority seconds in regional contexts

Law remains central but falls to second place with 18 documents (UN 10, EU
8). The UN’s legal contributions often take the form of non-binding
resolutions tied to existing treaties, demonstrating how law can be reinforced
by normative legitimacy. The EU, in contrast, operates with binding authority
through regulations and directives, reflecting its supranational capacity to
harmonize member state obligations. ASEAN’s absence confirms its
reluctance to advance binding regional legal frameworks, reinforcing its
reliance on softer governance tools.

. Embedding norms into infrastructure

The Architecture X Norms hybrid emerges strongly at 12 documents (EU 6,
ASEAN 5, UN 1). Here, governance is exercised by embedding behavioural
expectations directly into technical design. EU initiatives like the Data
Governance Act pair interoperability and security requirements with
transparency principles, while ASEAN’s ICT master plans set both
infrastructure and ethical use guidelines. Lessig’s theory explains this as a
fusion of ex-ante technical constraints with the value-laden guidance of
norms.
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4. Aligning market incentives with normative commitments
The Market x Norms hybrid appears in six documents (ASEAN 5, EU 1),
with ASEAN leading through digital economy strategies, public—private
partnerships, and responsible data governance initiatives. These
frameworks incentivize compliance by aligning commercial benefits with
shared values, exemplifying Lessig’s notion that market structures can be
deliberately shaped to reinforce norms. The EU’s limited presence here
reflects its preference for embedding market governance within
enforceable legal instruments.

5. Complex hybrid modalities
Other modality combinations illustrate the interdependence Lessig
describes. Pure Architecture (UN 4, EU 1) remains rare, suggesting that
technical design is typically paired with legal or normative frameworks.
Law x Architecture (UN 3, EU 1) and Law x Norms (UN 2, EU 1) indicate
deliberate integration of legal authority with design or social consensus.
Triple hybrids such as Law % Architecture x Norms (UN 3) demonstrate
multi-layered regulatory strategies, while niche pairings like Market X
Architecture or Norms % Architecture show targeted regulation through

both technical and non-technical constraints.

d. National-level inputs: How ASEAN Member States Reshape the Modality
Balance
1. Legal instruments resurge with national lawmaking capacity
When ASEAN member states are added back into the corpus, Law again
becomes the top modality; reproducing the benchmark pattern and
reversing the norms-led profile seen in the “regional-only” cut. The key
driver is the substantial contribution of national instruments from
ASEAN countries (34 documents). In Lessig’s terms, this confirms that

ex post, sanction-backed regulation is most active and relevant where
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states possess clear legislative competence and enforcement capacity.
National parliaments and regulators can pass statutes, amend sectoral
codes, and mandate compliance in ways regional bodies (especially
consensus-based ASEAN) typically cannot. The result is a vertical
rebalancing: once domestic lawmaking enters the picture, the governance
ecology shifts toward formal legal constraint, with norms and
architecture acting more as supporting modalities than primary ones.
Normative governance expands, but as a complement to law

With member states included, Norms remain the second pillar, and
ASEAN states now slightly edge the UN (16 documents). Strategically,
these are national strategies, white papers, and defense or policy
statements that diffuse expectations about “responsible” behaviour,
incident response, and cooperation; ex post social constraints that travel
via legitimacy and reputation rather than penalties. Read through Lessig,
this shows how domestic actors use norms to buttress law: norms
frame acceptable conduct and socialize agencies and firms into
compliance cultures, while statutes and regulations supply the teeth.
Compared to the regional-only view (where norms led), the addition of
national material reveals interdependence: norms flourish, but their
practical effect is amplified because law is now close at hand.
Governing by design scales up the national layer

Architecture climbs as ASEAN member states contribute 16 documents,
outnumbering UN and EU entries. Much of this output takes the form of
ICT master plans, cybersecurity standards, data governance frameworks,
and sectoral technical blueprints. In Lessig’s model, architecture
regulates ex ante by making certain behaviours easy or hard; through
authentication requirements, network segmentation, logging baselines, or
protocol choices. The strong national showing reflects two dynamics.
First, many technical instruments sit at the boundary between cyberspace
governance and more general statutory domains (telecommunications,

criminal procedure, critical-infrastructure protection), so architectural
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mandates often ride alongside or within those laws. Second, the work of
implementation; procurement specifications, configuration baselines,
certification schemes, naturally occurs at the domestic level, where states
can standardize systems in public networks and nudge private adoption.
The upshot is a clearer Law <> Architecture reinforcement loop: statutes

compel controls; controls make compliance automatic.
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4. Market instruments remain sparse- but they are national
As in the benchmark, Market is the least emphasized modality, and here
it appears only in ASEAN member states (3 documents); notably
Singapore and Malaysia, covering a National Policy on Industry 4.0, a
cybersecurity certification guide, and an operational-technology (OT)
cybersecurity competency framework. In LRT terms, these are ex ante
economic constraints that steer behaviour via pricing, eligibility, or
capability requirements (e.g., certification as a market access condition,
or skills frameworks that shape labour supply). Their national locus
makes sense: market structure, industrial policy, and skills pipelines are

domestic levers, and ASEAN’s regional layer lacks both the mandate and
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instruments to operationalize them. The scarcity also underscores a
documentation bias; market rules often live in trade, competition, and
industrial policy channels that are less visible in legal/policy repositories,
yet the pattern is consistent with the regional cut: market regulation is not
the principal tool in international cyberspace governance.

What the national re-insertion reveals

Bringing ASEAN member states back into the analysis shows how scale
redistributes modality weight. Law surges because the capacity to
punish is clearest domestically; Architecture grows because
implementation lives close to systems; Norms expand but mainly as
legitimating and socializing companions to law and design; Market
appears selectively where industrial and skills policy bite. This is the
Lessig interdependence thesis in practice: national law enables and
demands Architecture; Norms make both governable within
organizations and professions; Market occasionally aligns incentives but
is not the dominant lever. The contrast with the regional-only view
(norms-led) exposes vertical fragmentation: regional actors coordinate
principles; states operationalize them through statutes and systems.
Where those layers align, regulation is coherent; where they diverge,
gaps will exist; strong national technical baselines without shared
regional interoperability, or rich UN norms without matching domestic

enforcement.

Synthesis: Modality balance, Interdependence, and Fragmentation Across

The sequential mapping of Lessig’s four modalities across the benchmark, regional-

only, and national-inclusive datasets reveals a dynamic regulatory landscape in

international cyberspace governance: one in which the balance between Law, Norms,

Architecture, and Market shifts depending on the institutional scale under examination.

In Lessig’s terms, the “pathetic dot” of cyberspace governance is constrained by the

same four regulators, but the relative weight and interaction of these constraints change
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as the locus of authority moves from global and regional bodies to domestic

governments.

338

1. From Legal Dominance to Normative Leadership — Vice versa

In the benchmark view (all documents, all levels), Law clearly
dominates. This is driven not by the UN or ASEAN at the institutional
level, but by the legislative capacity of states (especially ASEAN
member states) whose 34 national documents anchor the dataset in
formal, sanction-backed regulation. However, when the scope is
narrowed to regional-only instruments (UN, EU, ASEAN), Norms
overtake Law, underscoring that international and regional bodies;
particularly the UN and ASEAN, rely heavily on consensus, peer
pressure, and legitimacy rather than binding compulsion. Reintroducing
national-level instruments reverses this shift: Law surges back into
dominance, revealing that legislative competence is the strongest single
driver of legal modality weight. This swing between Law and Norms
across scales is a textbook example of vertical fragmentation, where the
same governance system looks radically different depending on which

layer of authority is examined.

. Architecture as a Scale-Sensitive Modality

Across all views, Architecture; governance by technical design, remains
secondary to Law and Norms, but its profile changes markedly with
scale. At the regional level, Architecture appears primarily through
hybrids with Norms (Architecture X Norms), reflecting design principles
embedded with value commitments (e.g., EU interoperability rules with
transparency norms, ASEAN ICT master plans with responsible-use
guidelines). At the national level, however, Architecture expands
substantially, driven by ICT master plans, cybersecurity standards, and
data governance frameworks that states can directly implement. This
confirms Lessig’s interdependence thesis: legal authority at the national

level mandates architectural controls, and those controls in turn make

338 Lessig, Code, 121-123
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legal compliance automatic; forming a Law—Architecture reinforcement
loop largely absent at the regional layer.33°

Market: Marginal but Targeted

In all three cuts, Market remains the least represented modality, and
almost exclusively appears in the national-inclusive datasets. This pattern
reflects both mandate limitations (regional bodies lack authority over
industrial and competition policy) and visibility bias (market rules are
often housed in trade and industrial policy channels not captured in
cyberspace governance repositories). Where it does appear; Singapore’s
Industry 4.0 strategy, Malaysia’s cybersecurity certification and OT
competency frameworks, it functions as an ex ante economic constraint
that aligns market access, skills, and investment flows with cybersecurity
objectives. At the regional scale, Market X Norms hybrids are ASEAN’s
niche: aligning economic integration with trust-building and ethical data
governance.

Hybrid Configurations and Interdependence

Hybrid modalities (documents that combine two or more of Lessig’s
regulators) are not peripheral but central to cyberspace governance across
all scales. The Architecture x Norms combination is a constant, though
its composition changes: EU-led at the regional scale, nationally led in
Southeast Asia. The Market X Norms hybrid is almost entirely an
ASEAN phenomenon, both regionally and nationally, and represents a
distinctive Southeast Asian approach to embedding normative values into
economic frameworks. Law x Norms and Law x Architecture appears
more frequently at the UN level, where legal authority is often coupled
with value framing or technical implementation to enhance legitimacy
and compliance. These hybrids embody Lessig’s observation that
constraints are distinct yet interdependent; each modality can support,

undermine, or enable others.

339 Lessig, Code,119-126
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5. Fragmentation in Modality Balance
The three datasets together demonstrate that fragmentation in cyberspace
governance is not only thematic or institutional but modal. At the
regional layer, governance is norm-heavy, legally thin, and technically
integrated via hybrid tools. At the national layer, governance is law-
heavy, technically operationalized, and only selectively market-oriented.
These differences create vertical mismatches: norms without
enforcement at the top, legal mandates without cross-border coordination
at the bottom, and architectural solutions that lack regional
interoperability. Where modalities align across layers, such as UN norms
embedded into national laws; the system is coherent; where they diverge,

governance gaps emerge.
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Figure 14 — Overall mapping of LRT modalities

Law dominates (EU + ASEAN states), followed by Norms (UN + ASEAN). Architecture is led by ASEAN with
some EU input, while Market is least represented, appearing only in ASEAN.
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Figure 15 Regional Mapping of LRT Modalities
In the regional context, Norms dominate, with the UN contributing most and ASEAN adding several instruments,
while the EU plays only a minor role. Law comes next, driven by UN resolutions and EU directives. Architecture
shifts into hybrid form (Architecture x Norms), led by the EU and ASEAN with little from the UN. Market also

appears only in hybrid form (Market x Norms), where ASEAN contributes the majority and the EU provides
limited support.
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Figure 16 Overall LRT Modality mapping - AMS Included

When ASEAN member states are added, Law regains dominance, reflecting extensive national legislation on data
protection and cybersecurity. Norms remain strong, with strategies and declarations diffused across both regional
and national levels. Architecture expands significantly at the domestic layer through ICT masterplans and
technical standards, creating a Law—Architecture reinforcement loop. Market, though still the least represented,
appears through national industrial and digital economy policies, almost exclusively from Singapore and
Malaysia.
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B. Fragmentation in Cyberspace Governance

The governance of cyberspace has evolved into a deeply fragmented and complex regime
landscape, shaped by overlapping institutions, contested norms, and competing regulatory
visions. Rather than a coherent legal regime, the global order of cyberspace is best described
as a regime complex; a dispersed and non-hierarchical arrangement of legal, technical, and
political frameworks involving states, international organizations, private actors, and civil
society.>*® This complexity has emerged not only from the rapid expansion of cyberspace into
diverse policy domains (such as trade, security, human rights, and infrastructure), but also
from the growing divergence in how key actors define and pursue cyber governance.

At its core, this fragmentation operates along multiple and intersecting dimensions.4!
Institutionally, global cyber governance is distributed across various overlapping bodies;
from the United Nations and regional organizations (such as the EU and SCO) to private
standard-setting bodies like the IETF and ICANN. As Raymond (2016) conceptualizes, the
cyber domain resembles a “nested set of club goods,” governed through diverse and often
uncoordinated authority structures. This structural decentralization gives rise to vertical
fragmentation, where national, regional, and international mechanisms coexist without a clear
hierarchy or enforcement mechanism; resulting in policy contradictions and jurisdictional
frictions.34?

Thematically, the expansion of cyberspace governance into domains beyond core
technical infrastructure, such as content regulation, economic policy, and human rights, has
further multiplied the actors and interests involved.’** This thematic diversification amplifies
fragmentation, as institutions with vastly different mandates engage in cyber-related norm
production, often with minimal coordination. Such proliferation increases the potential for

institutional redundancy, normative inconsistency, and scope overlap.

340 Kouliopoulos, Report: Case Study of Cyber Governance, 5

341 Alter and Meunier, The Politics of International Regime Complexity, 13
342 Raymond, Managing Decentralized Cyber Governance, 125

343 Nye, The Regime Complex, 5
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A second axis of fragmentation concerns normative and legal contestation. As Zwingel
(2022)3* and Stadnik (2017)**> show, key global actors operate based on incompatible
strategic narratives and legal models. Liberal democracies (e.g., the EU and US) emphasize
multistakeholder participation, open internet principles, and human rights as foundational
cyber norms. In contrast, authoritarian powers such as Russia and China promote a
sovereigntist, state-centric conception of cyber governance grounded in information control
and strategic stability. These conflicting ideational positions drive normative fragmentation,
as states engage in forum shifting, promote competing standards, and resist universal
agreements. This dynamic is compounded by legal fragmentation, as parallel norm-setting
efforts produce diverging interpretations of binding law; especially in areas such as
cybercrime, attribution, and the applicability of international humanitarian law.

The regime complex is further complicated by what Raymond and Sherman (2024)
describe as a “double transformation” of multilateralism, wherein authoritarian states adopt
formal multilateral procedures to push illiberal norms while liberal actors reconfigure
multilateralism through hybrid multistakeholder approaches. This procedural divergence
reinforces modality-based fragmentation, as governance practices increasingly diverge in
their reliance on law, norms, technical architectures, and market mechanisms; mirroring the
four modalities theorized by Lessig.34®

Collectively, these dynamics point to a fragmented governance ecosystem in which
institutional mandates, legal interpretations, normative foundations, and regulatory
modalities frequently collide. The result is a cyberspace regime that lacks coherence,
consistency, and enforceability, posing critical challenges to global stability, norm
convergence, and effective policy coordination.

The following section presents empirical evidence of this fragmentation, organized across
four analytical axes: (1) institutional fragmentation, reflected in the diversity and overlap

of governing bodies; (2) thematic fragmentation, indicated by the uneven expansion of

344 André Barrinha and Rebecca Turner, “Strategic Narratives and the Multilateral Governance of Cyberspace: The
Cases of European Union, Russia, and India,” Contemporary Security Policy 45, no. 1 (January 2, 2024): 72-109,
https://doi.org/10.1080/13523260.2023.2266906.

3% [lona Stadnik, “What Is an International Cybersecurity Regime and How We Can Achieve 1t?,” Masaryk University
Journal of Law and Technology 11, no. 1 (June 30, 2017): 129-54, https://doi.org/10.5817/MUJLT2017-1-7.

346 Mark Raymond and Justin Sherman, “Authoritarian Multilateralism in the Global Cyber Regime Complex: The
Double Transformation of an International Diplomatic Practice,” Contemporary Security Policy 45, no. 1 (2024): 110-
40, https://doi.org/10.1080/13523260.2023.2269809.
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cyber governance across issue areas; (3) vertical fragmentation, seen in the misalignment
of governance across national, regional, and international levels; and (4) modality-based
fragmentation, captured through the differential application of Lessig’s four regulatory
modalities: law, norms, market, and architecture. This multi-dimensional mapping provides
a grounded understanding of how fragmentation manifests in practice and how it reshapes the

evolving global order of cyberspace governance.

1. Institutional fragmentation: cross-regional patterns and functional gaps

The institutional mapping reveals that each regime/region possesses a network of bodies
that collectively cover a range of governance functions, including policymaking, legislative
action, cooperation, and structural roles. While all three regions (UN, EU, ASEAN) have
institutions fulfilling both legislative and policymaking mandates, their distribution and
specialization patterns differ significantly.

The United Nations (UN) exhibits the broadest institutional diversity, with numerous
bodies serving overlapping yet distinct functions. The main UN organs: the General
Assembly (UNGA), Security Council (UNSC), and the Secretary-General, all contribute to
policymaking and cooperative functions. Legislative authority within the UN context
typically manifests through resolutions, which, while not legally binding in the traditional
sense, carry significant normative influence.**” The UNGA tends to focus on thematic areas
such as crime, privacy, and rights-related aspects of cyberspace governance, whereas the
UNSC concentrates on infrastructure protection and security imperatives. Beyond these
central bodies, specialized agencies such as the International Telecommunication Union
(ITU) manage technical and standardization work, while the UN Office on Drugs and Crime
(UNODC) addresses cybercrime, and the Group of Governmental Experts (GGE) advances
norm-setting. This layered distribution of roles results in high intra-organizational
fragmentation, with multiple bodies operating in parallel on intersecting mandates.

The European Union (EU), by contrast, demonstrates a far more centralized institutional

structure. Legislative functions are concentrated in the European Parliament and the Council

347 Marko Divac Oberg, “The Legal Effects of Resolutions of the UN Security Council and General Assembly in the
Jurisprudence of the ICJ,” European Journal of International Law 16, no. 5 (November 1, 2005): 8§79-906,
https://doi.org/10.1093/ejil/chil51.
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of the EU, supported by the European Commission, which primarily handles policymaking,
cooperation, and implementation.’*® The institutional network is relatively compact, with
fewer overlapping mandates compared to the UN. One notable outlier is the Council of
Europe, which, while operating beyond the EU’s formal structure, plays a pivotal legislative
role in the adoption of the Budapest Convention on Cybercrime.?* Overall, the EU’s
fragmentation is less horizontal and more hierarchical, with clear lines of authority and

functional separation between its legislative and executive bodies.
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Figure 17 Institutional Fragmentation - Institutions mapped by functions

ASEAN occupies a middle ground in terms of the number of bodies but remains heavily
weighted toward political and cooperative functions. Most ASEAN-level governance is
driven by the ASEAN Heads of State, Ministerial Meetings, Leaders’ Summits, and

Regional Forums, which set broad policy agendas and coordinate regional cooperation.

348 Eva G. Heidbreder and Gijs Jan Brandsma, “The EU Policy Process,” in The Palgrave Handbook of Public
Administration and Management in Europe (London: Palgrave Macmillan UK, 2018), 805-21,
https://doi.org/10.1057/978-1-137-55269-3 42.

349 Peter Csonka, “The Council of Europe’s Convention on Cyber-Crime and Other European Initiatives,” Revue
Internationale de Droit Pénal Vol. 77, no. 3 (September 17, 2007): 473501, https://doi.org/10.3917/ridp.773.0473.
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Legislative output is minimal, with the sole example being the e-ASEAN Framework
Agreement concluded by the ASEAN Heads of State. Technical and legal governance roles
are less developed compared to the UN or EU, reflecting ASEAN’s consensus-based and
non-binding approach to regional governance.

Taken together, the comparison reveals a clear pattern of institutional diversity and
concentration across regions. The UN exhibits the widest institutional spread,
encompassing political, legislative, technical, and cooperative bodies with overlapping
mandates. The EU’s institutional architecture is more centralized, with legislative
authority concentrated in the European Parliament and Council, and policymaking
and coordination handled largely by the European Commission. ASEAN, by contrast,
is dominated by political and ministerial forums, with cooperation mechanisms far
outweighing legislative instruments and almost no specialized technical or
enforcement bodies at the regional level.

These differences underscore how institutional fragmentation is not only about the
number of bodies but also about functional scope and depth.**® The UN’s broad coverage
creates complex overlaps, the EU’s concentration limits diversity but strengthens
vertical coherence, and ASEAN’s diplomatic-heavy structure results in gaps in legal
and technical capacity. This variation reflects deeper regional governance philosophies
and directly shapes how each bloc approaches cyberspace regulation, norm development,
and enforcement.

These differences are further reflected when institutional type is examined in relation to
governance function. Across the global regime complex, technical and standardization
bodies, such as telecommunications agencies and cybersecurity certification authorities;
are primarily engaged in policymaking and structural functions, providing the technical
underpinnings of cyberspace governance. Political and deliberative organs are more evenly
distributed across policymaking, legislative, and cooperative functions, serving as the
primary arenas for negotiating norms, adopting resolutions, and facilitating

intergovernmental dialogue. Operational and enforcement-oriented institutions tend to be

350 Cuihong Cai and Ruoyang Zhang, “Fragmentation of Global Cybersecurity Governance: Quasi-Public Goods and
Multi-Level  Conlflicts,”  Global  Political ~ Economy 4, no. 1 (March ~ 2025): 32-50,
https://doi.org/10.1332/26352257Y2024D000000016.
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concentrated in legislative and cooperative domains, particularly in areas such as
cybercrime prevention, infrastructure protection, and law enforcement coordination.
Meanwhile, normative and expert development groups function almost exclusively within
the policymaking sphere, advancing voluntary norms, principles, and confidence-building
measures that operate alongside formal legal instruments.

This distribution highlights that fragmentation arises not only from the existence of
multiple institutions, but also from the uneven alignment of institutional types with
governance functions. Technical bodies may be present in some regions but absent in
others, political organs may dominate in consensus-driven frameworks, and operational
agencies may exist only within certain legal cultures. As a result, similar governance
functions, such as legislation or cooperation; are often carried out by institutions of
fundamentally different types, with varying mandates, levels of authority, and operational
capacities. This structural mismatch reinforces asymmetries in global governance capacity,
shaping the way norms are produced, laws are enforced, and technical standards are

implemented across different regional and international settings.
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2. Divergence of Thematic Priorities in Cyberspace Governance

Thematic fragmentation in cyberspace governance reveals not only which issues
dominate the regulatory agenda of different regions, but also the degree of legal authority
attached to each theme. Security emerges as the most governed aspect across all regions,
with the UN producing the largest number of instruments, followed by the EU and ASEAN.
However, the legal formality of these instruments differs sharply. Both the UN and ASEAN
rely overwhelmingly on non-binding measures in security governance, with only a single
potentially binding instrument under the UN (a draft cybercrime convention; still under
negotiation).>** ASEAN’s security regulation is embedded in cooperative declarations,
policy frameworks, and ministerial statements. The EU, in contrast, maintains a more
balanced mix of binding and non-binding security rules. Its binding legislation includes the
NIS2 Directive,**? the Directive on combating fraud and personal data misuse,**® and the

Cybersecurity Act,**

while non-binding measures cover cybersecurity strategies and
sectoral cooperation initiatives.

A similar pattern is visible in infrastructure and standardization, where the UN and
ASEAN again depend heavily on non-binding instruments. For the UN, this is exemplified
by the International Telecommunication Regulations and ITU technical recommendations.
ASEAN’s principal binding rule in this domain is the e-ASEAN Framework Agreement,
complemented by various cooperative frameworks. The EU’s approach mirrors its security
governance model, with non-binding outputs like the EU Cyber Resilience Strategy, CIIP
communications, and the Internal Security Strategy, alongside binding acts such as the Data

Governance Act, NIS2 Directive, and Cybersecurity Act; reflecting how infrastructure and

security are often addressed in tandem in EU lawmaking.

351 UN Ad Hoc Committee to Elaborate a Comprehensive International Convention on Countering the Use of
Information and Communications Technologies for Criminal Purposes, “Draft Convention on Cybercrime,” UN Doc.
A/AC.291/L.15 (23 Aug. 2024)

352 Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on measures for a
high common level of cybersecurity across the Union (NIS2 Directive), OJ L 333, 27.12.2022, p. 80—152.

353 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data by competent authorities for the purposes of the
prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on
the free movement of such data, OJ L 119, 4.5.201

354 Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the
European Union Agency for Cybersecurity) and on information and communications technology cybersecurity
certification and repealing Regulation (EU) No 526/2013 (Cybersecurity Act), OJ L 151, 7.6.2019
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Development presents a striking point of convergence: all three regions address it
exclusively through non-binding measures. The UN leads in volume with twelve
instruments, followed closely by ASEAN with ten, while the EU produces only three,
indicating that development is not a major thematic focus at the EU level. In these cases,
instruments tend to focus on capacity building, narrowing the digital divide, and enhancing
regional cooperation.

The economy theme offers an interesting reversal of dominance. ASEAN leads with
two binding agreements; the e-ASEAN Framework Agreement and the ASEAN Agreement
on Electronic Commerce; marking one of the few thematic areas where ASEAN produces
more legal instruments than the UN or EU. The EU contributes a single binding measure,
the Directive on Combating Fraud and Counterfeiting of Electronic Payments. By contrast,
there is no dedicated UN instrument explicitly targeting the economic dimension of
cyberspace governance, despite relevant norms being embedded in WTO agreements and
other international frameworks.
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In human rights, the EU takes the lead with robust binding legislation, most notably the
Directive on Personal Data Protection and the GDPR package (Regulation 2016/679). The

UN addresses human rights through non-binding instruments, focusing on the right to
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privacy, child online protection, and digital cooperation. ASEAN, while less prolific, has
introduced region-specific frameworks such as the ASEAN Framework on Personal Data
Protection and the Framework on Digital Data Governance.

The socio-cultural domain remains the least developed in terms of legal authority, with
the UN as the only active actor producing non-binding resolutions. These include the
Resolution on the Creation of a Global Culture Strategy and initiatives for private sector
engagement in countering the use of ICT for terrorism. Neither the EU nor ASEAN has
dedicated instruments in this thematic space, underscoring its marginal position in regional
cyberspace governance agendas

Thus, these patterns demonstrate that thematic fragmentation is not simply about
coverage breadth, but about how each region allocates binding authority across different
themes. The UN exhibits broad thematic reach but a heavy reliance on non-binding norms,
the EU focuses on fewer themes but uses binding law more consistently, and ASEAN’s
presence is concentrated in non-binding cooperation frameworks; except in select economic
and infrastructural areas where it asserts binding commitments. This divergence in thematic
priorities and legal weight reinforces asymmetries in governance capacity and complicates

the creation of harmonized global regulatory frameworks.

3. Vertical Fragmentation: Binding Authority Across Governance Levels

Vertical fragmentation in cyberspace governance reveals clear differences in how
authority is distributed across bilateral, multilateral, and regional levels. Across both
datasets, the bilateral layer is virtually absent, with only a single non-binding EU instrument
appearing in the mapping. This absence suggests that, unlike in some other regulatory
domains, state-to-state arrangements are not a significant pathway for developing cyber
governance norms or rules.?

At the multilateral level, the UN overwhelmingly dominates in both volume and breadth,
but its output is heavily skewed toward non-binding instruments. Only two binding

multilateral UN documents appear in the dataset, underscoring the organization’s reliance

355 Arun Sukumar, Dennis Broeders, and Monica Kello, “The Pervasive Informality of the International Cybersecurity
Regime: Geopolitics, Non-State Actors and Diplomacy,” Contemporary Security Policy 45, no. 1 (January 2, 2024):
744, https://doi.org/10.1080/13523260.2023.2296739.
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on consensus-driven resolutions, frameworks, and guidelines that aim for universal
legitimacy rather than direct enforceability. While this approach allows for broad
participation and norm diffusion, it also limits the capacity for coercive compliance. By
contrast, the EU and ASEAN have almost no multilateral presence; only one binding
instrument from the EU and none from ASEAN; highlighting their focus on governance
within regional rather than global settings.

At the regional level, the patterns diverge sharply. The EU emerges as a regional
legislator, with a relatively balanced mix of binding and non-binding rules. Its binding
directives and regulations, such as those on cybersecurity, data governance, and critical
infrastructure, create high internal coherence and legal certainty among member states,
though their effect is geographically limited. ASEAN, on the other hand, functions as a
regional facilitator, producing a substantial number of instruments but with a strong bias
toward non-binding commitments. This reflects its diplomatic and consensus-based
governance style, prioritizing flexibility and inclusiveness over enforceability. The UN’s
regional footprint is minimal, consistent with its global mandate.

Vertical Fragmentation X Scope of Governance

Level New

Scope Value ateral
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Figure 20 Vertical Fragmentation - Scope of governance

Viewed collectively, these patterns point to an uneven layering of authority: global

norms under the UN offer broad coverage but limited enforceability, EU regional rules
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provide narrower coverage yet carry strong binding force, and ASEAN’s cooperative
frameworks encourage participation while leaving substantial gaps in legal obligation. This
vertical imbalance deepens the fragmentation of the cyberspace governance regime, as both
the regulatory weight and enforceability vary not only between regions but also across

governance levels.

4. Fragmentation based on LRT Modalities
i. Law based fragmentation

The law-based fragmentation data reveals a stark contrast in how regions
operationalize the “Law” modality within cyberspace governance. The UN
demonstrates a strong reliance on general principles (16 in total) alongside only two
pure-law treaties or conventions. This pattern underscores the UN’s role as a global
norm-setter, producing broad but often non-binding legal reference points. The heavy
weighting toward general principles, rather than binding instruments, mirrors
ASEAN’s own approach and positions the UN as a soft-law anchor in the global
governance landscape.

The EU, in contrast, exemplifies a codified, treaty-driven legal model. Nine binding
treaties or conventions and two general principles indicate a strong preference for
harmonized enforceable instruments. This approach reflects the Western tradition of
legal integration and vertical coherence, which stands in sharp opposition to ASEAN’s
minimal formal law output. The EU’s legal depth also highlights a significant axis of
vertical fragmentation, as its binding law structures are absent from ASEAN’s
governance architecture.

ASEAN’s footprint in pure law sources is minimal; only one binding convention
classified as pure law; revealing both structural and philosophical divergences.
Structurally, this scarcity reflects limited regional legal machinery capable of
producing binding instruments. Philosophically, it reflects ASEAN’s consensus-based
diplomatic culture, which prioritizes political and cooperative instruments over
enforceable law. This combination of legal minimalism and political pragmatism

suggests that ASEAN’s divergence from Western models is not merely a result of
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capacity constraints, but a deliberate governance choice aligned with its broader
regional identity.

Taken together, these patterns reinforce the fragmentation of the international
cyberspace regime. The EU’s binding-law-heavy model, the UN’s norm-oriented legal
framework, and ASEAN’s political-legal minimalism represent distinct regulatory
philosophies coexisting in the same governance space. For the purposes of this
research, ASEAN’s position; closer to the UN’s soft-law orientation than to the EU’s
hard-law codification, serves as empirical evidence of the easternization of
international law, where regional governance frameworks redefine legitimacy and
authority away from the Western treaty-centric model. This evidences a shift toward a
more regionally driven and fragmented regime in which Southeast Asia is carving out
an alternative pathway for cyberspace regulation.
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Figure 21 Law Fragmentation

ii. Norm based fragmentation
The distribution of norm-based instruments across regions reveals a pronounced
concentration within the UN system, with institutional security and institutional
development emerging as its dominant thematic clusters. These instruments, while
non-binding in nature, carry significant normative weight by articulating standards,
guidelines, and principles that shape global discourse on cyberspace governance. The
UN’s normative influence extends beyond security into areas such as economic
governance, human rights, infrastructure and standardization, and socio-
cultural dimensions, demonstrating a breadth of thematic engagement unmatched by
other regions. However, this breadth also reflects a reliance on soft law approaches,
which, while fostering broad participation, lack direct enforceability.
ASEAN’s norm-based contributions, though smaller in absolute numbers, are
heavily concentrated in security and development. This focus mirrors the bloc’s

strategic priorities of regional stability and economic modernization, while also
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highlighting its consensus-based diplomatic culture. In this sense, ASEAN’s
normative instruments serve a dual function: they act as political commitments that
reinforce regional cohesion, and they provide flexible frameworks that accommodate
varying national capacities. Despite their modest volume compared to the UN, these
norms are regionally significant, particularly when viewed against ASEAN’s limited
legal and technical capacity at the regional level.

The EU’s presence in the norm-based modality is marginal, with its
governance framework largely anchored in binding legal rules rather than soft
norms. The few norm-oriented documents that do exist complement its legislative
instruments, often providing interpretive guidance or policy framing in support of its
legal acquis. This reflects a broader regulatory philosophy in which norms play a
secondary role, primarily serving to facilitate the implementation of binding measures

rather than operating as standalone governance tools.
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Figure 22 Norm Fragmentation

It is important to note that this visualization captures only pure norm-based
instruments, excluding hybrid documents that combine normative provisions with
legal or architectural elements. As a result, the extent of cross-modality interaction

(such as norms embedded in legally binding agreements or standards) may be
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understated here. Nonetheless, the distribution patterns point to an asymmetry in
normative authority: the UN dominates the global norm-setting space, ASEAN
channels its limited resources into politically salient thematic areas, and the EU relies
on norms mainly as a supporting layer to its legal framework. Together, these
differences reinforce the fragmented nature of cyberspace governance, where the role

and weight of norms vary sharply by region and institutional philosophy.

iii. Architecture based fragmentation

The architecture-based fragmentation dataset reveals that only the UN and the EU
have a visible footprint in this modality, with ASEAN entirely absent. This absence
underscores a significant regional gap in shaping the “code layer” of cyberspace
governance; technical standards, system design, and infrastructural safeguards remain
largely outside Southeast Asia’s direct regulatory reach. The result is a dependency on
external frameworks, particularly those set by global bodies like the UN and, to a lesser
degree, the EU.

Within this limited landscape, the UN emerges as the dominant authority in
architecture governance, covering a broad range of thematic scopes. In infrastructure
and standardization, two key instruments stand out: the Resolution on the Creation of
a Global Culture of Cybersecurity and the Protection of Critical Information

¢ and the Work of the Advisory Board on Disarmament Matters as

Infrastructures®
reported by UNIDIR.**’ These instruments not only frame global technical norms but
also integrate them into broader security discourses, highlighting how architecture is
used to underpin both resilience and strategic stability. In the security domain, the UN’s
architectural focus reinforces the link between technical standards and the protection of
critical infrastructure. In development and socio-cultural governance, the
Plenipotentiary Resolution 130 — Strengthening ITU Role in Building Confidence and

Security in the Use of ICTs reflects the organization’s attempt to embed architectural

considerations into wider digital inclusion and trust-building agendas.

336 UNGA Res. 58/199, Creation of a Global Culture of Cybersecurity and the Protection of Critical Information
Infrastructures, UN Doc. A/RES/58/199 (30 Jan. 2004)

3T UNGA, Work of the Advisory Board on Disarmament Matters: Report of the Secretary-General, UN Doc. A/79/240
(22 Jul. 2024)
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By contrast, the EU’s architectural governance is narrowly focused, represented by
a single document, the EU Data Governance Act. While its scope is restricted to
infrastructure and standardization, its provisions are highly specific, aiming to shape the
data economy through standardized frameworks for intermediation services. The Act
explicitly addresses the technical infrastructure necessary for connecting data subjects,
holders, and users, with an emphasis on eliminating barriers for SMEs and start-ups.
Furthermore, it mandates the creation of interoperable platforms, databases, and other
infrastructures to facilitate data exchange. Throughout the instrument, standardization
is geared toward data processing and governance, aligning architectural design with
market efficiency and competitiveness within the EU’s internal data space.
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Figure 23 Architecture Fragmentation

This distribution of authority reflects a clear vertical asymmetry in architecture
governance. At the global level, the UN not only defines overarching technical norms
but also integrates them into security, development, and socio-cultural governance.?*®
At the regional level, the EU’s interventions are narrower and economically oriented,

while ASEAN has yet to develop architectural frameworks of its own. This imbalance

358 Maurer, Tim. Cyber Norm Emergence at the United Nations: An Analysis of the Activities at the UN Regarding
Cyber-Security. Discussion Paper 2011-11. Science, Technology, and Public Policy Program, Belfer Center for
Science and International Affairs, Harvard Kennedy School, September 2011.
https://www.un.org/en/ecosoc/cybersecurity/maurer-cyber-norm-dp-2011-11.pdf.
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deepens fragmentation: global rules are expansive but externally set, regional rules
(where they exist) are sector-specific, and Southeast Asia’s absence prevents it from
embedding regional priorities into the foundational infrastructure of cyberspace. In the
context of the easternization debate, this modality shows a key limitation; without
architectural self-reliance, ASEAN’s ability to shape an independent regional
governance model remains constrained, even if it advances in other modalities such as

norms or cooperation.

iv. Market based fragmentation

The market modality in international cyberspace governance emerges not as a
stand-alone regulatory approach but almost exclusively in hybrid form, intersecting with
law, norms, and architecture. This means that no region (ASEAN, EU, or UN) produces
a “pure” market instrument in isolation. Instead, market-oriented governance is
embedded within broader frameworks that simultaneously invoke legal obligations,
normative principles, and technical or infrastructural provisions. This hybrid nature
reflects the practical reality that economic governance in cyberspace is inseparable from
legal enforceability, value-based legitimacy, and technical implementation.

ASEAN dominates the scope of market governance among the three regions, with
the largest thematic allocation to economy-related instruments. However, every one of
these instruments exists as a hybrid between market, law, norms, and architecture. Key
examples include the ASEAN Framework on Personal Data Protection, ASEAN
Framework on Digital Data Governance, Framework for ASEAN Digital Economy,
ASEAN Agreement on Electronic Commerce, and the ASEAN Digital Masterplan
2025. These instruments appear not only in the economic category but also under scopes
related to infrastructure, development, and human rights. This indicates that ASEAN’s
market governance is not narrowly commercial; rather, it positions economic integration
within a multi-dimensional governance approach aimed at boosting competitiveness
while addressing cross-cutting issues like data security, infrastructure readiness, and
societal inclusion.

The EU’s market-related governance, while smaller in volume, is similarly

hybridized, typically blending market, law, and norms. Unlike ASEAN’s development
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and integration-oriented economic governance, the EU’s market frameworks are tightly
bound to regulatory and security priorities. For instance, the EU Cybersecurity Strategy
2020 and the Joint Framework for Countering Hybrid Threats embed economic
considerations, such as strengthening the EU’s digital single market, within binding
legal provisions and shared security objectives. This reflects the EU’s tendency to frame
market governance through a rules-based model that seeks both competitiveness and
systemic resilience.

The UN contributes the least to market-based governance in quantitative terms, and
its approach is almost entirely cross-matched with architecture. The market modality
here appears in highly specific scopes, primarily security and socio-cultural governance.
A notable example is the Working Paper: Private Sector Engagement in Responding to
the Use of ICT for Terrorist Purposes by the UN Counter-Terrorism Executive
Directorate (CTED), which focuses on mobilizing private sector capacity for security
objectives. This signals that the UN’s market-oriented initiatives are less about fostering
open economic activity and more about aligning commercial actors with global security

imperatives.

Market Fragmentation

Figure 24 Market Fragmentation
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Taken together, these patterns highlight a clear divergence in the role and scope of
the market modality across regions. ASEAN’s expansive, integrationist, and multi-
sectoral economic governance departs from the EU’s regulatory-security orientation and
the UN’s narrowly security-linked market initiatives. The hybrid nature of all market
governance further suggests that economic activity in cyberspace is deeply entangled
with legal, normative, and technical architectures; a finding that not only reinforces the
interconnectedness of Lessig’s modalities but also underscores how regional priorities

shape distinct pathways in the emerging regime complex of cyberspace governance.

5. ASEAN’s Role in the Fragmentation of Global Cyberspace Governance

ASEAN’s approach to cyberspace governance reflects a deliberate preference for
pragmatic, non-confrontational, and flexible solutions, even in the face of significant and
geopolitically motivated cyber threats.® High-profile incidents; such as Chinese APT
campaigns linked to the South China Sea dispute,*®® the Naikon intrusion following the

disappearance of MH370,°°! and long-running APT30 espionage activities®*?; have

363 Yet, rather than adopting

underscored the region’s vulnerability and strategic relevance.
confrontational or punitive measures, ASEAN has maintained a consensus-based diplomatic
posture consistent with the “ASEAN Way,” prioritizing cohesion and dialogue over binding

t.3%4 This structural choice mirrors the empirical findings in the mapping:

enforcemen
ASEAN’s regional cyber instruments are overwhelmingly non-binding, concentrated in
political and cooperative domains, and lack the coercive capacity characteristic of EU

legislation.

359 Eu
Baltic

gene E.G. Tan and Benjamin Ang, “ASEAN Ambiguity on International Law and Norms for Cyberspace,” in
Yearbook of  International Law, vol. 20 (Brill Nijhoff, 2022), 133-62,

https://doi.org/10.1163/22115897_02001_008.
360 Greg Austin, Kai Lin Tay, and Munish Sharma, “China’s Cyber Influencing
and Interference,” International Institute for Strategic Studies, 2022, https://www.iiss.org/globalassets/media-library-

--cont

ent--migration/files/research-papers/2022/02/great-power-offensive-cyber-campaigns 04-china.pdf.

361 Elise Viebeck, “Cyberattacks Followed Malaysia Airlines Flight Disappearance,” The Hill, 2015.

362 Fireeye Labs, “APT30 and The Mechanics of a Long-Running Cyber Espionage Operation,” 2015.

363 Elina Noor, “Positioning ASEAN in Cyberspace,” Asia Policy 15, no. 2 (April 1, 2020): 107-14,
https://doi.org/10.1353/ASP.2020.0033.

364 Susy Tekunan, “The Asean Way: The Way To Regional Peace?,” Jurnal Hubungan Internasional 3, no. 2 (2014):
14247, https://doi.org/10.18196/hi.2014.0056.142-147.
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Thematic patterns further illustrate ASEAN’s distinctive contribution to fragmentation.
In line with its strategic priorities, ASEAN’s most developed areas of governance are
security, infrastructure, and the digital economy. %> While the dataset shows that ASEAN
rarely produces binding instruments, the exceptions are notable: economic governance
agreements such as the e-ASEAN Framework Agreement and the ASEAN Agreement on E-
Commerce represent rare instances of hard law at the regional level. However, the legal depth
of these instruments remains limited when compared to the EU’s multi-thematic legislative
acquis. ASEAN’s breadth of thematic coverage is more comparable to the UN, but like the
UN, this breadth is coupled with shallow legal authority, producing asymmetries in
governance capacity.

Institutionally, ASEAN’s governance network is dense at the political and ministerial
levels, encompassing mechanisms such as the ASEAN Digital Ministers’ Meeting
(ADGMIN), the ASEAN Ministerial Meeting on Transnational Crime (AMMTC), the
ASEAN Defence Ministers’ Meeting (ADMM), and the ASEAN Regional Forum (ARF). 3¢
However, the mapping confirms that specialized technical and enforcement bodies are absent
at the regional level. Even with initiatives such as the ASEAN Regional Computer
Emergency Response Team (CERT) and the ASEAN Cybersecurity Cooperation Strategy
2021-2024, capacity remains uneven across member states. This gap is particularly acute in
architecture-based governance, where ASEAN has no regional instruments at all, relying
instead on external frameworks set by the UN or EU.

From a vertical perspective, ASEAN’s activity is concentrated almost entirely at the
regional level, with no binding multilateral contributions in the dataset and no bilateral
agreements of substance. Instead, ASEAN participates in multilateral norm-setting through
UN processes, such as the Group of Governmental Experts (UNGGE) and the Open-Ended
Working Group (OEWG). 37 This participation has yielded commitments to voluntary norms
; most notably, the 2015 UNGGE norms of responsible state behaviour in cyberspace,
endorsed collectively by ASEAN in 2018, but without binding treaty obligations. The result

365 Noor, Positioning ASEAN in Cyberspace, 58
366 Sari, ASEAN Regional Effort, 3
367 Ibid 6
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is a vertical imbalance: ASEAN reinforces its regional identity and centrality in diplomacy
but contributes little to enforceable multilateral law.

When viewed through Lessig’s modalities, ASEAN’s fragmentation footprint becomes
more precise. In the law modality, ASEAN has minimal codified legal frameworks, with no
regional cybersecurity convention and only isolated economic agreements as binding law. In
norms, ASEAN plays a regionally significant role, particularly in security and development,

368 In

using political commitments to maintain cohesion while preserving flexibility.
architecture, ASEAN is absent, ceding standard-setting and infrastructural governance to
external actors. The market modality, however, reveals ASEAN’s strongest presence: hybrid
instruments such as the ASEAN Framework on Digital Data Governance, ASEAN Model
Contractual Clauses, and the ASEAN Digital Masterplan 2025 link economic integration with
data protection, infrastructure readiness, and societal inclusion. 3*° Yet, these instruments
remain non-binding, limiting their structural impact.

Capacity and enforcement gaps compound these structural features. ASEAN’s 77.6%
internet penetration rate and rapidly expanding digital economy make it a prime target for
cyberattacks, as noted by INTERPOL.3”® The cyber maturity gap; with Singapore leading,
followed by Malaysia and Indonesia, slows the region’s ability to adopt and implement
higher-standard governance tools.>’! Even in high-profile incidents such as the Tokopedia
data breach, ASEAN members have often looked to external legal models like the EU’s
GDPR rather than developing a unified regional framework.>”?

Overall, ASEAN’s contribution to fragmentation lies in its creation of a distinct
governance pole that blends wide thematic engagement, norm-heavy cooperation, and
market-driven integration, while leaving gaps in legal enforceability, technical standard-

setting, and multilateral binding authority. This approach departs from the EU’s hard-law

model and only partially overlaps with the UN’s soft-law architecture, reinforcing a regime

368 Noor, Positioning ASEAN in Cyberspace, 112

369 Sari, ASEAN Regional Effort, 19

370 Ibid

37! Australia Strategic Policy Institute (ASPI). Cyber Maturity in the Asia-Pacific Region 2017. Barton, ACT: ASPI,
2017.https://adaspi.s3.apsoutheast2.amazonaws.com/201712/ASP1%20Cyber%20Maturity%202017 AccPDF FA
opt.pdf.

372 Sari, ASEAN Regional Effort, 11
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complex in which Southeast Asia’s regulatory philosophy both complements and complicates

global cyberspace governance.

C. Regime complex of International Cyberspace Governance
1. Rule overlap

The analysis of rule overlap within the cyber regime complex reveals how governance
across different thematic areas; ranging from security and infrastructure to human rights,
economic regulation, and socio-cultural development, frequently converges and collides
across institutions. Because cyberspace is inherently cross-cutting, no single regime can
fully contain its governance; instead, institutional mandates and regulatory scopes overlap
in ways that produce both synergies and tensions.>’® Security-related instruments often
extend into infrastructure protection, while economic frameworks intersect with privacy and
human rights, and development agendas overlap with socio-cultural and access-related
concerns. These overlapping rule systems highlight the extent to which cyberspace
governance is shaped not only by institutional diversity but also by the entanglement of
issue areas themselves, creating a dense network of intersecting norms and obligations that

reinforce the regime complex character of this field.

a. Security

Security emerges as the dominant governance scope across all three regions in the
dataset, with thirty-five documents; more than double the count for the second-
ranked scope, infrastructure (sixteen). The UN produces the largest share of security-
related instruments (twenty-two), closely followed by the EU (twenty-four), with
ASEAN trailing at five. Within the UN, the General Assembly is the principal
source of these instruments, issuing a series of resolutions that, while framed
broadly in terms of protecting ICTs through international cooperation,

concentrate substantively on combating cybercrime. Resolutions such as 55/63,374

373 Stephanie C. Hofmann and Patryk Pawlak, “Governing Cyberspace: Policy Boundary Politics across
Organizations,” Review of International Political Economy 30, no. 6 (November 2, 2023): 212249,
https://doi.org/10.1080/09692290.2023.2249002.

374 Resolution on Combating the criminal misuse of information technologies (A/RES/55/63)
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56/121,37557/239,376 75/282,%77 and 79/243378 chart an evolving approach: from early
calls for legal harmonization and capacity building to the current mandate for an Ad
Hoc Committee to elaborate a comprehensive international convention on
cybercrime. This trajectory is notable for its explicit acknowledgment of regional
instruments; most prominently the Budapest Convention, marking a rare instance
where a global body references a regional framework in the security domain.

Overlaps also appear between UN specialized agencies themselves. The ITU37
and UNODC?® both govern aspects of cybercrime and child protection, each
producing studies and policy briefs that address similar concerns. While UNODC
explicitly references ITU in its child protection work, the reverse is not observed,
illustrating asymmetrical coordination even within the same institutional family.

By contrast, the EU’s security governance is more inward-focused, with binding,
technical, and enforcement-oriented measures; NIS2, the Cybersecurity Act, the EU
Cybersecurity Strategy, Directive 2013/40/EU, and ENISA mandates, dominating
the field. These instruments show little to no reference to UN norms or resolutions,
with external coordination occurring primarily through NATO, as in the Cyber
Defence Policy Framework and the Joint Framework on Countering Hybrid Threats.

ASEAN’s security governance remains largely non-binding and consensus-based,
with the ASEAN Declaration to Prevent and Combat Cybercrime?®! the sole regional
instrument overlapping substantively with the UN’s cybercrime agenda. However,
ASEAN exhibits occasional direct engagement with UN processes, as in the ASEAN
Working Paper on Needs-Based Cyber Capacity-Building Catalogue,*®? which aligns

375 Resolution on Combating the criminal misuse of information technologies (A/RES/56/121)

376 Resolution on the Creation of a global culture of cybersecurity (A/RES/57/239)

377 General Assembly Resolution 75/282 Countering the Use of ICTs for Criminal Purposes

378 General Assembly Resolution 79/243 Strengthening International Cooperation for Combating Certain Crimes
Committed by Means of Information and Communications Technology Systems and for the Sharing of Evidence in
Electronic Form of Serious Crimes

379 UNODC Comprehensive Study on Cybercrime, Compilation of Preliminary Conclusions and Recommendations
from the UNODC Expert Group on Cybercrime, Study on the Effects of New Information Technologies on the Abuse
and Exploitation of Children UNODC

380 ITU Child Online Protection (COP) Policy Brief, ITU Global Cybersecurity Agenda — Chairman’s Report

381 Association of Southeast Asian Nations (ASEAN). ASEAN Declaration to Prevent and Combat Cybercrime.
Adopted at the 31st ASEAN Summit, Manila, Philippines, November 13, 2017

382 Association of Southeast Asian Nations (ASEAN). ASEAN Working Paper on Needs-Based Cyber
Capacity-Building Catalogue. Submitted by ASEAN Member States to the Open-Ended Working Group on the
Security of and in the Use of ICTs, 2021-2025
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regional capacity-building priorities with the UN OEWG framework by matching
ASEAN states’ cyber capacity gaps with international providers. Another notable
overlap is with the EU in the area of critical information infrastructure protection
(CIIP), where both develop guidelines to strengthen resilience. The EU works
through internal bodies such as ENISA and EPCIP, whereas ASEAN partners
externally, notably with Japan, to produce regulatory checklists and best-practice
frameworks.

Taken together, the security domain exhibits the regime-complex condition
of rule overlap: a common governance objective; protecting cyberspace security
pursued simultaneously by different institutional clusters, each employing
distinct modalities and referencing patterns. The UN advances soft-law norms
with occasional regional recognition; the EU codifies hard-law obligations with
minimal external reference; ASEAN issues non-binding cooperative commitments,
selectively linking to UN processes or external partners. This plural, non-hierarchical
structure ensures that actors face multiple, sometimes competing, points of authority
for security governance, a defining feature of fragmentation in the cyber-regime
complex.

b. Infrastructure and standardization

In the governance of infrastructure and standardization, the mapping reveals a
subtler but still discernible pattern of regime-complex overlap. The UN accounts for
the largest share of instruments in this scope, with 11 documents compared to only
two each from the EU and ASEAN. However, for the UN, infrastructure is rarely
treated as a primary governance object; instead, it most often appears as a supporting
scope embedded within broader security agendas. This is evident in a range of

instruments such as A/72/327,3% A/RES/64/211,3%* and UNSC Resolution 2341.3%

383 United Nations General Assembly. Developments in the Field of Information and Telecommunications in the
Context of International Security: Report of the Group of Governmental Experts. A/72/327, August 15, 2017.
https://undocs.org/A/72/327.

384 United Nations General Assembly. Creation of a Global Culture of Cybersecurity and the Protection of Critical
Information Infrastructures. A/RES/64/211, March 8, 2010. https://undocs.org/A/RES/64/211

385 United Nations Security Council. Resolution 2341 (2017): Protection of Critical Infrastructure Against Terrorist
Attacks. S/RES/2341, February 13, 2017. https://undocs.org/S/RES/2341(2017)
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Among UN outputs, only A/RES/58/199%%¢ explicitly addresses the protection of
critical information infrastructure as its central aim. The single binding UN

387 provides

instrument in this area, the International Telecommunication Regulation,
a broad legal framework for telecommunication standards, charges, and principles of
cooperation but predates most modern cyber-infrastructure issues.

By contrast, EU and ASEAN instruments in this field are more targeted toward

t388 establishes a legal

specific infrastructure objects. The EU’s Data Governance Ac
framework for data-sharing architecture and technical standards, while the
Cybersecurity of 5G Networks Toolbox**? sets detailed strategic and technical risk-
mitigation measures for member states’ network rollouts. ASEAN’s Digital
Masterplan 2025%° outlines regional broadband expansion, digital services, e-
government, and inclusion, articulated through eight desired outcomes. This object-
specific focus marks a clear difference from the UN’s more general and security-
linked framing. Still, overlaps emerge in certain subfields: between the EU and the
UN in data-related governance, where the UN’s A/HRC/27/37°°! report frames
privacy in the digital age within human rights law, and the EU codifies technical rules
for data-sharing; between the EU and ASEAN in broadband and 5G development,
where both set frameworks that can be read alongside the UN’s International
Telecommunication Regulations; and between ASEAN and the UN, where the
Digital Masterplan 2025 makes explicit reference to ITU standards, such as using
ITU metrics to track e-government service use and broadband quality.

From a regulatory modality perspective, the UN’s approach is dominated by

norms and architecture (through ITU standards) with few bindings’ legal anchors,

386 United Nations General Assembly. Creation of a Global Culture of Cybersecurity. A/RES/58/199, January 30,
2004. https://undocs.org/A/RES/58/199

387 International Telecommunication Union (ITU). Final Acts of the World Conference on International
Telecommunications (WCIT-12): International Telecommunication Regulations. Dubai, UAE, December 2012.
https://www.itu.int/en/wcit-12/Documents/final-acts-wcit-12.pdf

388 European Union. Regulation (EU) 2022/868 of the European Parliament and of the Council of 30 May 2022 on
European Data Governance (Data Governance Act). Official Journal of the European Union, L 152, June 3, 2022

389 European Commission. Cybersecurity of 5G Networks — EU Toolbox of Risk Mitigating Measures. Brussels:
European Commission, January 29, 2020

390 ASEAN Digital Masterplan 2025 (ADM 2025). Jakarta: ASEAN Secretariat, January 2021. https://asean.org/wp-
content/uploads/2021/01/ASEAN-Digital-Masterplan-2025.pdf.

391 United Nations Human Rights Council. The Right to Privacy in the Digital Age: Report of the United Nations High
Commissioner for Human Rights. A/HRC/27/37, June 30, 2014. https://undocs.org/A/HRC/27/37.
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the EU combines law and architecture through binding technical standards enforced
by regulation, and ASEAN primarily employs norms and architecture, with the latter
often derived from external standard-setters like the ITU. This arrangement produces
a multi-layered governance environment where states may be influenced by global
norms, legally bound by regional technical measures, and guided by development-
oriented infrastructure goals, all without a single hierarchical authority to reconcile
these frameworks.
c¢. Development
In the development scope (covering issues such as broadband, internet access,
transport networks, the digital divide, and capacity building) the dataset reveals a dense
web of cross-regional references and alignments, with all three governance hubs (UN,
EU, and ASEAN) producing instruments that interact in visible ways. ASEAN has the
highest number of development-focused instruments (five), but four of these explicitly
reference the UN’s Group of Governmental Experts (GGE) cyber norms. This is most
evident in the ASEAN Ministerial Conference on Cybersecurity (Third Edition),*"?
which endorsed the 2015 UN GGE norms in principle and proposed a region-specific
ASEAN cyber mechanism, and in the ASEAN Checklist for the Implementation of the
Norms of Responsible State Behaviour in Cyberspace, which operationalises the same
11 voluntary norms into actionable steps for member states. Other high-level
statements such as the ASEAN Leaders’ Statement on Cybersecurity Cooperation®*?
and the ASEAN Regional Forum Work Plan on Security of and in the Use of ICTs;**
similarly cite UN GGE recommendations, while signalling an intent to tailor them to
regional priorities. The ARF work plan is explicit in stating that it does not intend
to duplicate UN work, instead building on it with regionally designed capacity-

building measures. This illustrates a pattern where ASEAN positions its

392 Association of Southeast Asian Nations (ASEAN). Chairman’s Statement, Third ASEAN Ministerial Conference
on Cybersecurity. Singapore, September 19-20,2018. https://asean.org/chairmans-statement-of-the-3rd-asean-
ministerial-conference-on-cybersecurity/

393 Association of Southeast Asian Nations (ASEAN). ASEAN Leaders’ Statement on Cybersecurity Cooperation.
Issued at the 32nd ASEAN Summit, April 2018. https://asean.org/wp-content/uploads/2018/04/ASEAN-Leaders-
Statement-on-Cybersecurity-Cooperation.pdf

394 ASEAN Regional Forum (ARF). Work Plan on Security of and in the Use of Information and Communications
Technologies. Adopted by ARF Foreign Ministers, Kuala Lumpur, August6,2015. https:/cil.nus.edu.sg/wp-
content/uploads/2019/02/2015-ARF-WP-on-ICT-Security.pdf
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development agenda within an inherited UN normative frame but insists on
maintaining distinct regional processes.

The UN’s contribution to this scope (four documents) is shaped heavily by its
institutional architecture. Two major resolutions: Plenipotentiary Resolution 174
(Busan, 2014)*% and Plenipotentiary Resolution 130;*¢ link development to security
through the ITU’s mandate for technical assistance, capacity building, and confidence-
building. A significant standalone instrument, A/RES/74/197: ICTs for Sustainable
Development,*®’ positions ICT access and inclusion as drivers of the Sustainable
Development Goals, explicitly linking digital cooperation to bridging the global digital
divide. The Final Acts of the Plenipotentiary Conference (Bucharest, 2022) deepen
this regional connection by empowering ITU regional offices to coordinate with
subregional bodies and UN agencies in implementing digital-inclusion goals.
However, the ITU’s Asia-Pacific development initiatives focus primarily on least
developed countries, small island developing states, and landlocked developing
countries, without direct targeting of Southeast Asia, indicating that ASEAN’s
developmental priorities are not the primary focus of UN regional programming.

The EU’s approach to development in cyberspace is, consistent with its treatment
of security and infrastructure, more formal, technical, and regulation linked. The EU
Cybersecurity Strategy 2020 frames development through the lens of cyber resilience,
strategic autonomy, and the promotion of EU values globally. Importantly, this is the
first EU document in your dataset to explicitly adopt UN GGE norms, referencing
them as part of its effort to advance responsible state behaviour in cyberspace. The
strategy outlines a proactive role for the EU and member states in multilateral forums,
including a Programme of Action (PoA) proposal at the UN to operationalise norms

and promote capacity building. This creates a clear normative link between EU and

395 International Telecommunication Union (ITU). Resolution 174 (Rev. Busan, 2014): ITU’s Role with Regard to
International Public Policy Issues Relating to the Risk of Illicit Use of Information and Communication Technologies.
Plenipotentiary Conference, Busan, 2014

396 International Telecommunication Union (ITU). Resolution 130 (Rev. Guadalajara, 2010): Strengthening the Role
of ITU in Building Confidence and Security in the Use of Information and Communication Technologies.
Plenipotentiary Conference, Guadalajara, 2010

397 United Nations General Assembly. Information and Communications Technologies for Sustainable Development.
A/RES/74/197, 10 January 2020
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UN instruments, albeit framed within the EU’s own institutional and strategic
priorities.

Finally, one development-related EU instrument overlaps directly with ASEAN
at the bilateral level: the EU-Malaysia Framework Agreement on Partnership and
Cooperation (2022). This agreement contains dedicated provisions on ICT and cyber
cooperation, with an emphasis on capacity building, marking the only example in the
dataset of a formal EU framework agreement with an ASEAN member state in the
cyber domain. This reinforces the point that development-oriented governance in
cyberspace often intersects not just across institutions but across governance
levels: global, regional, and bilateral, without a single overarching hierarchy to
reconcile differences in emphasis, scope, or normative content.

d. Human rights

In the field of human rights, cyberspace governance presents one of the clearest
examples of rule overlap that functions in a complementary rather than a conflicting
manner. Each of the three regions (UN, EU, ASEAN) has produced two instruments
related to human rights and cyberspace. The only difference lies in the institutional
sources: within the UN, one document originates from the Office of the High
Commissioner for Human Rights and another from the General Assembly, reflecting
a degree of institutional fragmentation. By contrast, the EU instruments are both
produced by the European Parliament, while ASEAN’s instruments stem from
ASEAN TELMIN.

Despite these institutional differences, all three regions converge on the same
object of governance: the protection of privacy and personal data. In the EU, this is
articulated through Directive (EU) 2016/680, which harmonises rules on the
processing of personal data by competent authorities for law-enforcement purposes,
and Regulation (EU) 2016/679 (GDPR), a horizontal regulation establishing a binding
and comprehensive data protection regime across the Union. These instruments are
formal, rigid, and binding in character. The UN approaches the issue through broader
human rights framing, as seen in the OHCHR report on The Right to Privacy in the
Digital Age (A/HRC/27/37), which addresses privacy in the context of surveillance

and mass data collection, and the General Assembly resolution The Right to Privacy
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in the Digital Age (A/RES/68/167), which reaffirms privacy as a universal human
right, condemns mass surveillance, and urges states to review national procedures and
protections. ASEAN, meanwhile, adopts a more flexible and economic-oriented
approach through the non-binding ASEAN Framework on Digital Data Governance
and the ASEAN Framework on Personal Data Protection. These establish principles
and strategies to guide member states in harmonising domestic approaches to data
collection, processing, and transfer in support of regional trade and information flows.

At a general level, all three regions acknowledge privacy and personal data
protection as best implemented within the domestic legal sphere. The difference is
primarily linguistic: ASEAN and the UN instruments tend to use the language of
“national frameworks” or “national laws,” while the EU stresses harmonisation among
member states’ ‘“national laws.” Substantively, the EU emerges as the most
comprehensive and technical regulator, covering issues such as cross-border data
transfers, supervisory authorities, and detailed obligations on data controllers and
processors. ASEAN’s frameworks resemble the EU model but distil it into broader
guidelines and strategies, with repeated emphasis on “harmonisation”; a term

traditionally associated with EU legal practice.’”®

The UN instruments, by contrast,
retain a more general human rights framing by focusing on privacy as a universal right,
urging states to review surveillance practices in light of international obligations.

The most striking finding, however, is the degree to which the UN instruments
explicitly reference and draw upon the European legal experience. The OHCHR report
on the right to privacy cites the jurisprudence of the EU Court of Justice and refers no
fewer than eight times to European Court of Human Rights cases, such as Weber and
Saravia v. Germany>*° on interference with privacy. This demonstrates a normative

diffusion in which the EU’s detailed regulatory approach to personal data protection

significantly informs and shapes the UN’s human rights discourse on privacy.

398 LexisNexis. Harmonisation. Last modified 2024. https://www.lexisnexis.co.uk/legal/guidance/harmonisation-01
399 Gabriele Weber and Cesar Richard Saravia v. Germany, Application no. 54934/00, decided by the European Court
of Human Rights.
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e. Economy

In the economic scope of cyberspace governance, ASEAN emerges as the most
active and dominant actor compared to the UN and EU. Out of the collected instruments,
ASEAN accounts for three, while the UN contributes only one and the EU none. This
imbalance, however, must be understood within the methodological limitations of the
dataset, which draws on sources such as the UNIDIR Cyber Policy Portal and prioritises
documents explicitly cyber-related. Broader economic treaties with major digital
implications, such as the EU’s Digital Single Market Strategy, or WTO agreements like
GATS, GATT, and TRIPS were excluded for scope reasons. If included, such
instruments would likely have overshadowed the ASEAN-led initiatives in this area.

Within ASEAN’s three economic instruments, notable institutional diversity
appears. Two are intergovernmental agreements adopted by ASEAN Heads of State,
while the Framework for Negotiating the ASEAN Digital Economy Framework
Agreement (DEFA) originates from the ASEAN Coordinating Committee on Electronic
Commerce and Digital Economy (ACCED), and the ASEAN ICT Masterplan 2020 was
produced by the ASEAN Secretariat. This reflects a degree of institutional overlap at
the ASEAN level in governing economic aspects of cyberspace.

The UN’s sole contribution, the Roadmap for Digital Cooperation (Report of the
Secretary-General), sets out a broad vision of an inclusive digital economy and society.
It emphasises global connectivity, digital public goods, and digital inclusion. However,
its regional focus is limited: Southeast Asia is treated only in combination with the wider
“Asia-Pacific,” offering little direct guidance specific to ASEAN’s context.*%

Among ASEAN’s instruments, the e-ASEAN Framework Agreement (2000) and
the ASEAN Agreement on Electronic Commerce stand out as foundational to ASEAN’s
digital economy governance. The e-ASEAN Framework Agreement sets liberalisation
measures for ICT, e-commerce, and digital infrastructure. Two elements are particularly
notable. First, the agreement commits member states to adopt national e-commerce
regulatory and legislative frameworks “based on international norms.” While it does not

specify which norms or organisations, this illustrates ASEAN’s recognition of the

409 United Nations, Roadmap for Digital Cooperation: Implementation of the Recommendations of the High-Level
Panel on Digital Cooperation. A/74/821, May 29, 2020. https://undocs.org/A/74/821.
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authority of global governance practices. Second, it explicitly adopts the WTO’s
definition of “ICT products™°! under the Information Technology Agreement (ITA1),
integrating a global economic framework into its regional policy. Similarly, the ASEAN
Agreement on Electronic Commerce refers to WTO norms, specifically GATS, situating
ASEAN’s economic regulation within established international trade structures.**?

The other two ASEAN instruments display a more regionally distinct orientation.
The Framework for Negotiating the ASEAN Digital Economy Framework Agreement
(DEFA) (2025 target) sets principles, scope, and timeline for a legally binding
agreement covering digital trade, cross-border e-commerce, payments, data flows, and
data protection, while also extending into cybersecurity. Meanwhile, the ASEAN ICT
Masterplan 2020 provides a five-year strategy with eight thrusts to propel ASEAN
toward a secure, integrated digital economy. Its outlook is general, oriented toward
capacity building and regional development, rather than embedding ASEAN firmly
within global economic governance frameworks.

Altogether, the documents reveal an interesting duality. ASEAN’s economic
governance of cyberspace is both inward-looking, seeking to build regional integration
through agreements such as DEFA and the ICT Masterplan, and outward referencing,
aligning itself with global trade institutions like the WTO. By contrast, the UN offers
only a broad, globalist vision, and the EU’s absence reflects the scope limitation of the
dataset rather than a lack of economic regulation. Overall, ASEAN’s role in the
economic scope underscores how regional institutions can carve a space for governance
by balancing local integration with selective incorporation of international economic

norms.

2. Modalities overlap

Across the four modalities, law emerges as the most dominant, with the UN and EU
serving as the primary anchors. The UN contributes ten legal instruments, often in the form
of resolutions, conventions, and formal reports which, even when formally non-binding,

consistently reference higher legal authorities such as the UN Charter or international law.

401 . ASEAN Framework Agreement 2000, Article 1 (b)
402 ASEAN Agreement on Electronic Commerce, Article 1(3), 7 (4)(c), 7(6)(c)
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This practice gives UN outputs a quasi-binding character that reinforces its position as the
legal reference point in cyberspace governance. The EU follows closely with eight binding
instruments, including directives, regulations, and strategies that exert direct force over its
member states. In contrast, ASEAN has no regionally binding legal documents, relying
instead on consensus-based cooperation. This asymmetry produces a convergence between
the UN and EU on law-based governance, while ASEAN remains outside that overlap. As a
result, fragmentation is reinforced vertically: ASEAN member states may participate
individually in legal frameworks such as the Budapest Convention, but ASEAN as a
bloc avoids legal commitments at the regional level.

Norms form the second most prominent modality, though distributed unevenly. The UN
leads with fifteen instruments that formalize voluntary principles through GGEs, OEWG
processes, and General Assembly resolutions. ASEAN follows with six instruments, many of
which directly adopt or repurpose UN norms. The ASEAN Checklist for Norm
Implementation, the ARF Work Plan, and ministerial statements all reference the 2015 GGE
report, demonstrating ASEAN’s willingness to align with the UN while retaining its own
mechanisms for operationalization. The EU, by contrast, contributes only one clear norm-
based instrument, its Cybersecurity Strategy, which merely acknowledges UN norms rather
than embedding them into a structured regional framework. Overlaps here are therefore
asymmetrical: ASEAN and the UN converge through norm references, while the EU touches
norms only rhetorically. These dynamic underlines the UN’s centrality in norm-setting but
also highlights ASEAN’s distinctive role in filtering and recontextualizing global norms
rather than generating new ones.

Architecture appears less frequently but is strategically significant. The UN, primarily
through the ITU, contributes four documents that address standards and technical
arrangements, often as a supporting scope within security-related instruments such as those
on protecting critical infrastructure. The EU offers one distinct architecture-focused
instrument, its 5G risk-mitigation toolbox, which sets strict technical and strategic measures
for member states without reference to global standards. ASEAN takes a more hybrid
approach, producing five instruments where architecture overlaps with norms. A notable case
is the ASEAN Digital Masterplan 2025, which directly cites ITU reporting requirements and
broadband standards. Here the overlap structure diverges: UN—ASEAN linkages are visible
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through ITU references, while the EU operates independently, illustrating
fragmentation in standards-setting.

The market modality is the least represented, largely because broader trade instruments
such as WTO TRIPS or GATS were excluded from the dataset. Within what remains, ASEAN
contributes five instruments overlapping with norms, reflecting its focus on digital economy,
e-commerce, and regional integration. The EU adds one significant instrument combining
market and norm modalities, notably its Digital Single Market regulations and data
governance frameworks. The UN plays almost no role here, aside from occasional references
to data and privacy within human rights reports. Overlaps are thus limited to ASEAN and EU
activity, but these remain siloed: the EU looks inward to regulate its own market, while
ASEAN frames its digital economy through regional cooperation and partnerships with
external factors such as Japan.

These distributions and overlaps reveal an uneven balance across modalities. Law and
norms are concentrated around the UN, with the EU reinforcing the legal dimension and
ASEAN selectively adapting normative ones. Architecture is split, with ASEAN aligning to
the UN’s ITU while the EU regulates autonomously. Market governance, meanwhile, is
fragmented, with ASEAN and the EU active in parallel but without coordination. The overall
picture is that law and norms constitute the densest areas of overlap, but architecture
and market are marked by disconnection. This imbalance sits at the heart of the cyber
regime complex, showing both convergence in legal and normative authority and

fragmentation in technical and economic regulation.

3. Overlap between domestic and global authorities

The overlap between domestic and regional authorities in Southeast Asia reveals a
striking degree of vertical alignment in how cyberspace governance is framed and
implemented. At the ASEAN level, the Political-Security Community (APSC) pillar
dominates, with instruments that emphasize cybercrime, critical infrastructure, voluntary
norms, confidence-building measures, and broader regional stability concerns. This framing
positions cyberspace primarily as a matter of security, where cooperative pledges,
information sharing, and regional mechanisms are designed to reinforce resilience against

perceived threats. The ASEAN Economic Community (AEC) plays a secondary role,
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reflected in instruments on digital trade facilitation, e-commerce, and data flows, while the
ASEAN Socio-Cultural Community (ASCC) is almost entirely absent from cyber-related
initiatives, surfacing only indirectly through the ASEAN Digital Masterplan 2025, which
itself remains marginal in addressing socio-cultural dimensions.

At the domestic level, ASEAN member states largely mirror this pattern, thereby
reinforcing the regional framing. Across the region, national instruments overwhelmingly fall
within the APSC pillar, covering cybersecurity laws, cybercrime legislation, personal data
protection statutes, and frameworks for critical information infrastructure. Countries such
as the Philippines and Vietnam have national frameworks almost exclusively oriented
toward security, embedding cyberspace within broader state security agendas. In the
case of the Philippines, this orientation is notable not only because of its comprehensive
domestic framework, but also because it is the sole ASEAN member to have acceded to the
Budapest Convention on Cybercrime, directly linking its domestic legal commitments to a
global treaty framework that ASEAN itself has not joined.

Other member states demonstrate a more diversified approach. Malaysia, for instance,
maintains a wide portfolio, combining security-focused instruments with economic and
governance frameworks such as e-commerce legislation,*** a national Industry 4.0 policy,**4
and public sector transformation initiatives.**> Singapore similarly blends security and socio-
cultural aspects, particularly through cooperative initiatives like the National Cybercrime
Action Plan, which emerged from ASEAN-Japan collaboration with Interpol. These
examples highlight how some states, through their domestic instruments, both reflect
ASEAN’s security orientation and expand it by connecting with external actors and
frameworks.

Nevertheless, the overall pattern shows that ASEAN’s framing of cyberspace governance
as primarily a security issue has been internalized by its member states, creating a strong

vertical alignment between regional and domestic levels. Economic governance is present but

403 Malaysia Electronic Commerce Act 2006 (Act 658), https://aseanconsumer.org/file/post_image/Act%20658%20-
%20Electronic%20Commerce%20Act%202006.pdf

404 Malaysia Industry4WRD: National Policy on Industry 4.0, https://www.malaysia.gov.my/stag-
portal/content/31224

405 Malaysia Smart City Framework, Executive Summary,
https://www.kpkt.gov.my/kpkt/resources/user 1/GALERI/PDF_PENERBITAN/FRAMEWORK/FRAMEWORK S
MART _CITY_EXECUTIVE _SUMMARY .pdf
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fragmented across a handful of states, while socio-cultural governance remains marginal at
both levels. This consolidation produces a feedback loop: ASEAN sets the security-first
framework, and member states implement it domestically, thereby strengthening ASEAN’s
authority as a regional reference point. At the same time, capacity gaps among weaker states
such as Cambodia or Myanmar reinforce ASEAN’s role, as these states rely on regional
mechanisms or external guidance to compensate for domestic limitations.

In this way, the overlap between domestic and ASEAN authorities generates
coherence within Southeast Asia but simultaneously accentuates divergence from global
authorities such as the UN and EU, whose approaches are more balanced across legal,
normative, and economic modalities. The result is a vertically aligned but globally
differentiated governance model that underscores ASEAN’s distinctive orientation toward
cyberspace governance.

The cross-synthesis between ASEAN/AMS documents and the UN/EU instruments
shows both strong parallels and structural divergences in how governance priorities are
articulated across levels. The clearest convergence is around the Political-Security pillar
(APSC). This mirrors the general governance mapping: both the UN and EU place heavy
emphasis on security, cybercrime, and critical infrastructure protection. The UN has 35
instruments aligned with APSC, while the EU has 17, mostly in the form of directives,
regulations, and acts. These overlap substantively with ASEAN’s own security-centric
governance, where both regional (ASEAN-level) and domestic (AMS) documents are
overwhelmingly concentrated in the APSC pillar. At the global level, therefore, ASEAN’s
domestic priorities appear to resonate with the UN and EU emphasis, creating a strong
security-driven alignment across institutional levels.

Where divergence begins to emerge is in the treatment of the economic (AEC) and socio-
cultural (ASCC) pillars. The UN demonstrates some breadth here: 3 instruments cross into
AEC (such as the Roadmap for Digital Cooperation and ICTs for Sustainable Development
resolution), while 2 instruments extend into ASCC, notably on privacy and human rights in
the digital age. These UN documents provide normative and developmental linkages that go
beyond narrow security concerns, reflecting the UN’s broad mandate to balance peace,
development, and rights. ASEAN, however, reflects only a partial translation of this agenda;

AMS states tend to codify security into law while leaving economic and socio-cultural
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governance either underdeveloped or embedded in broader digital economy frameworks like
ADM 2025.

By contrast, the EU remains heavily skewed toward APSC, with most outputs tied to
binding legal measures, directives, acts, and regulations on cybercrime, data protection, and
infrastructure resilience. Only a handful of EU instruments touch ASCC themes (e.g., GDPR
package, Cybersecurity Strategy, EU-Malaysia cooperation agreements). Notably absent is
a strong economic (AEC) track in the EU’s cyber governance corpus; despite the EU’s Digital
Single Market being highly developed, its representation in this dataset is muted, since
UNIDIR’s portal filters out purely market-oriented regulations. The EU therefore appears as
a law-anchored counterpart to ASEAN’s largely non-binding approach: both emphasize
APSC but differ fundamentally in modality and depth.

When examining document types, further contrasts sharpen. For the UN, APSC and AEC
governance is primarily advanced through resolutions and reports, while ASCC elements
appear in reports and final acts of conferences, reflecting the UN’s normative and agenda-
setting character. The EU’s governance, by contrast, is operationalized through directives,
acts, and regulations, with ASCC-related issues appearing in strategies and cooperation
agreements. ASEAN, meanwhile, remains reliant on plans, statements, and cooperation
pledges, with binding lawmaking left for AMS states. This asymmetry in governance
instruments highlights the layered nature of authority: global institutions Favor broad norm
diffusion, regional bodies like the EU legislate, and ASEAN/AMS combine consensus-based

pledges with fragmented national implementation.
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Overall, the overlap between domestic (AMS) and global (UN/EU) authorities reveals a

hierarchical alignment in security governance but also fragmentation in economic and socio-
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cultural governance. The UN provides breadth, the EU provides depth, and ASEAN provides
political cohesion without binding law. This uneven structure underscores both the
opportunities for cross-pillar cooperation (particularly in norm diffusion from the UN) and
the persistence of fragmentation when ASEAN states selectively internalize global priorities

without regionally binding commitments.

4. Strategic implications: spillovers in the cyber regime complex

The preceding analysis of fragmentation and regime complexity demonstrates not only
the multiplicity of actors and institutions governing cyberspace, but also the layered
interactions that occur when their respective mandates and outputs overlap. Such interactions
rarely remain contained within the boundaries of individual institutions. Instead, they
generate spillover effects (both positive and negative) that shape the coherence and
legitimacy of global cyberspace governance.**® As Faude and GroBe-Kreul argue,
international institutions cannot be understood as stand-alone entities pursuing isolated
governance objectives; rather, they are embedded within regime complexes characterized by
rule overlap and interdependence, where legitimacy depends on how negative spillovers are
addressed and justified.*”” In this sense, the strategic implications of fragmentation in
cyberspace governance can best be captured through the lens of spillover dynamics.

Positive spillovers are visible in several areas of the mapping. The most notable is the
reciprocal recognition between global and regional institutions. The United Nations has
repeatedly referenced the Budapest Convention as a touchstone for cybercrime governance,
an example of a global institution legitimizing itself by drawing upon a regional framework.
Similarly, ASEAN’s cyber capacity-building catalogue explicitly aligns with the UN Open-
Ended Working Group (OEWG), demonstrating how regional instruments can reinforce the
authority and relevance of global ones. In infrastructure and standardization, ASEAN’s
reliance on ITU norms within its Digital Masterplan 2025 shows how global technical
standards provide legitimacy and functional support for regional implementation. These

patterns reflect what Faude and GroBe-Kreul describe as the ability of regime complexes to

406 Faude and Grofe-Kreul, “Let’s Justify! How Regime Complexes Enhance the Normative Legitimacy of Global
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produce inter-institutional justificatory practices that broaden legitimacy by reinforcing rather
than duplicating governance objectives.**

At the same time, negative spillovers also emerge prominently. The European Union’s
decision to develop binding cybersecurity and 5G regulations without reference to ITU
standards demonstrates how regional autonomy can undermine global cohesion, creating
parallel rules and duplication. Within the UN itself, the lack of coordination between ITU and
UNODC on child protection issues reflects an intra-institutional spillover that fragments
authority and weakens coherence. ASEAN’s relative weakness in the socio-cultural and
human rights domain, compared to the UN’s rights-based approach, similarly creates a
legitimacy gap: global institutions press norms of privacy and freedom of expression, while
ASEAN’s silence or selective engagement forces other actors to question whether its
governance approach adequately addresses broader normative expectations. These examples
illustrate what Faude and GroBe-Kreul identify as the “partial orders of justification”
produced by stand-alone institutions, which privilege certain governance objectives while
marginalizing others, thereby creating pressure within regime complexes to justify such
asymmetries.**

Spillovers also highlight the dynamics of justification and contestation across levels of
governance. In the overlap between domestic and global authorities, ASEAN member states
adopt UN and EU norms selectively, embedding them in national legislation in ways that
reshape global frameworks. The Philippines’ accession to the Budapest Convention integrates
a domestic legal system into the global cybercrime framework, a positive spillover that
reinforces coherence. Conversely, Malaysia’s prioritization of economic and security pillars
without significant alignment to socio-cultural norms reflects a divergence that requires
justification vis-a-vis global standards. ASEAN as a regional organization further exemplifies
this dynamic: by referencing UN GGE norms but insisting on non-duplication, ASEAN
effectively “breaks open” the justificatory order imposed by UN institutions, asserting its
autonomy while still acknowledging global legitimacy. This is precisely the type of

justificatory practice that regime complex theory highlights as a source of normative progress,
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since it compels powerful actors to engage with the concerns of weaker or regionally distinct
institutions.*!°

These findings suggest that fragmentation in cyberspace governance does not simply
produce incoherence but rather sets in motion a cycle of spillovers that can both
undermine and reinforce legitimacy. Positive spillovers: such as UN referencing
Budapest, ASEAN aligning with OEWG and ITU, or bilateral ASEAN—-EU cooperation show
the integrative potential of regime complexes. Negative spillovers such as EU autonomy in
cybersecurity, intra-UN duplication, and ASEAN’s neglect of rights and socio-cultural issues
reveal the risks of rule overlap without coordination. Crucially, these dynamics are not static:
regime complexes create a space where institutions are compelled to justify their rules to one
another, thereby broadening the discursive field and reducing the dominance of any single
actor. In line with Faude and GroBe-Kreul’s account, this indicates that the legitimacy of
cyberspace governance is increasingly dependent not on the performance of isolated
institutions, but on the justificatory practices that emerge within the broader cyber regime

complex.*!!

D. Shifting Frontiers: The Easternization of International Cyberspace Law

This final section advances the core claim of the chapter by identifying and analysing five
interrelated indicators through which the easternisation of international cyberspace law becomes
empirically visible. Rather than treating easternisation as a singular or uniform shift, the analysis
traces how it materializes through changes in where authority is exercised, how norms are
produced and applied, and which values underpin governance choices. Specifically, the section
demonstrates easternisation through (1) a redistribution of norm-setting influence from universal
institutions toward ASEAN as a regional interpreter and, in certain domains, originator of norms;
(2) the decentralization of governance away from hierarchical, law-centric models toward plural,
non-binding arrangements; (3) the emergence of culturally and philosophically distinct
regulatory logics privileging consensus and pragmatism over legal formalism; (4) growing
regulatory self-reliance at national and regional levels, marked by selective engagement with

global instruments; and (5) a divergence in underlying values and principles that recalibrates
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what counts as legitimate governance in cyberspace. Taken together, these indicators show that
easternisation does not displace existing global frameworks but reshapes their operation and
authority, revealing cyberspace as a site where Southeast Asia increasingly asserts influence
through adaptation, mediation, and regionally grounded innovation.

1. Shift in norm-setting power?*!?

A defining marker of easternization in cyberspace governance is the gradual shift in
norm-setting power from universal institutions such as the UN toward regional frameworks
like ASEAN. This process does not entail the wholesale replacement of existing institutions,
but instead reflects selective uptake, reinterpretation, and regional localization of norms.
Together, these dynamics redistribute influence in global governance and highlight the
growing role of Southeast Asia as a normative agent.

The first evidence of this shift lies in the increasing visibility of ASEAN initiatives in
multilateral negotiations. ASEAN is the only regional institution to have formally committed
to implement the UN GGE 2015 norms, reaffirming this pledge at the 32nd ASEAN Summit
(2018).#13 This commitment was operationalized through the ASEAN Checklist for
Implementation and related ministerial statements, which were subsequently presented by
ASEAN states in UN OEWG debates. While UN reports may not always cite ASEAN
directly, ASEAN’s inputs consistently appear in member state submissions, with Singapore
and Indonesia in particular positioning ASEAN as a collective model for norm uptake. This
demonstrates that ASEAN does not simply co-exist with global norm-making but actively
feeds regional experiences back into global forums, influencing the language and priorities
of UN-level discussions.*!4

At the same time, ASEAN’s repackaging of global norms into region-specific
mechanisms signals a more subtle redistribution of authority. The UN GGE norms remain

the global reference point, but ASEAN translated them into the ASEAN Checklist for
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Implementation; a voluntary, consensus-based tool adapted to Southeast Asia. Regional
workshops hosted by Singapore and Malaysia to operationalize the GGE norms further
demonstrate ASEAN’s causal role: these initiatives facilitated domestic adoption in several
AMS, showing that regional mechanisms acted as the pathway through which global norms
were internalized nationally.*!> By operationalizing global norms in this way, ASEAN
preserves the UN’s authorship but asserts control over their application. This partial
decentralization illustrates easternization not by rejecting global rules, but by regionalizing
their meaning and relevance. As Tan and Ang note, ASEAN does not subscribe wholesale to
European or American interpretations of cyberspace governance; rather, it adopts a pragmatic
approach that selectively confirms the application of international law while leaving its
precise meaning ambiguous.*!¢

This assertiveness, however, is uneven. In infrastructure and standardization,
ASEAN remains a norm-taker, adopting ITU benchmarks rather than projecting
regional alternatives. Here, authority remains firmly in the hands of global technical
institutions, revealing the limits of ASEAN’s normative influence. The absence of
regional norm entrepreneurship in this domain tempers the broader easternization narrative,
underscoring that its reach varies across issue areas.

By contrast, in the economic dimension, ASEAN demonstrates genuine norm
entrepreneurship. The ASEAN Digital Integration Framework and e-Commerce
Agreements exemplify region-driven initiatives that exceed both UN and EU outputs.
Malaysia and Thailand, for instance, explicitly referenced the ASEAN Digital Integration
Framework in their national e-commerce roadmaps, illustrating how ASEAN-originated
instruments shape domestic regulatory priorities. Beyond the region, ASEAN’s digital trade
principles have been cited in discussions around RCEP negotiations, reinforcing ASEAN’s
role as a broker of digital economy norms.*!” These instruments are not derivative of Western
frameworks but emerge directly from regional priorities, positioning ASEAN as a leader in
digital economy governance. Crucially, the UN plays only a marginal role in this domain,

highlighting a significant reallocation of authority from universal to regional venues. Here,

415 Ibid
416 Tan and Ang, ASEAN Ambiguity on International Law, 138
417 Feline and Wibisono, Global Cyber Norms, 27

162



easternization manifests most clearly: the East actively produces new norms rather than
merely adapting existing ones.

Looking across modalities, the pattern is consistent: the UN remains the author of
abstract global principles, while ASEAN increasingly shapes their practical implementation.
Through checklists, toolkits, and ministerial statements, ASEAN ensures that global norms
are localized in line with its consensus-driven style. This filtering role has been explicitly
acknowledged in OEWG discussions, where ASEAN is presented as bridging Western multi-
stakeholder approaches and sovereignty-focused models promoted by China and Russia. In
this way, ASEAN acts not only as a regional adapter but as a translator and broker, mediating
between competing global visions.*'® For instance, ASEAN has mapped its Charter principles
of sovereignty, non-intervention, and human rights directly onto the 2015 UNGGE cyber
norms, thereby demonstrating its ability to reinterpret global principles through a regional
legal vocabulary.*!”

Finally, the overlap between domestic and global authorities reinforces this dynamic.
The UN promotes a multi-pillar governance agenda spanning security, economy, rights, and
development, but ASEAN member states have selectively internalized only the security
(APSC) pillar. AEC and ASCC pillars remain underdeveloped, reflecting ASEAN’s filtering
of global priorities. Moreover, ASEAN member states often enact domestic cyber laws that
reflect but do not directly adopt global instruments such as the Budapest Convention, thereby
confirming alignment with global standards without conceding interpretive control.*** A good

! which centres on the protection of critical

example is Singapore’s cybersecurity law,*?
infrastructure, compared with Vietnam’s cyber law,**? which prioritizes data localization and
content control.*?* Both are broadly consistent with international frameworks but framed
through divergent domestic priorities, illustrating ASEAN’s pluralized, localized approach to

norm uptake. These domestic divergences, when justified by reference to ASEAN’s
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collective strategies, further demonstrate that ASEAN functions as the conduit through which
global norms are reinterpreted in practice.

In sum, the shift in norm-setting power is layered rather than absolute. The UN continues
to produce overarching norms, but ASEAN increasingly defines their meaning in practice,
while in domains such as the digital economy it acts as an autonomous norm-setter. By tracing
ASEAN’s translation of UN norms into regional mechanisms, its spillover into domestic law,
and its recognition in UN debates, this section demonstrates causation rather than mere
correlation. This selective uptake, regional reinterpretation, and issue-specific
entrepreneurship collectively embody easternization in cyberspace governance: a steady
redistribution of authority away from Western, law-centric universality toward Southeast

Asian, consensus-driven pluralism.

2. Decentralization of governance

Another key marker of easternization lies in the gradual decentralization of cyberspace
governance. Instead of consolidating authority within a single hierarchical regime,
governance has become increasingly dispersed across bilateral, regional, and multilateral
levels, producing a dense regime complex. Within this landscape, ASEAN has emerged as a
critical actor (not by centralizing authority in the manner of the European Union) but by
cultivating a decentralized governance model that privileges voluntary coordination, political
trust, and regional ownership. This divergence is rooted in what Tan and Ang describe as
ASEAN’s deliberate ambiguity toward international law: it confirms general commitments
while avoiding rigid centralization, thereby preserving flexibility in how norms are
interpreted and applied.***

The contrast with the EU is most visible in the security domain. The EU institutionalizes
cybersecurity through binding directives and supranational regulations, which are
enforceable across member states. ASEAN, by contrast, operates through non-binding
consensus and informal mechanisms. Its partnerships (such as cooperation with Japan on
Critical Information Infrastructure Protection) bypass global institutions altogether and
instead advance targeted bilateral or regional arrangements. This stands in sharp contrast to

the EU’s hierarchical approach, where supranational institutions define obligations, monitor
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compliance, and impose penalties. ASEAN’s model fragments authority but also reduces
dependence on centralized multilateral forums, reflecting a distinctively pluralistic mode of
governance.

Infrastructure and standardization follow the same pattern. While the EU uses harmonized
legal instruments to enforce technical standards across its internal market, ASEAN develops
regionally specific frameworks that coexist alongside ITU global anchors without imposing
uniform obligations. This generates overlapping reference points for states, embedding
diversity in implementation. Unlike the EU, which aims at legal coherence through
supranational enforcement, ASEAN embraces a decentralized approach that tolerates
variation and asymmetry as a matter of design.

Development governance similarly illustrates this divergence. The ASEAN Regional
Forum’s Work Plan explicitly commits to “building on” UN and OEWG outputs without
duplicating them. This language signals ASEAN’s choice to integrate global norms
selectively while retaining control over how they are operationalized. By contrast, EU
development governance often prescribes standardized models for implementation,
reinforcing hierarchy. The ITU’s recognition of regional offices further legitimizes ASEAN’s
decentralized role, suggesting that fragmentation is not merely tolerated but institutionally
validated. The economic domain highlights perhaps the sharpest contrast. In Europe, digital
economy governance is tightly bound to the Digital Single Market and enforced through
supranational regulations such as the GDPR. Southeast Asia, by contrast, relies on ASEAN-
driven instruments like the ASEAN Digital Integration Framework and the ASEAN
Agreement on e-Commerce, which are voluntary and adaptable. These frameworks are not
Western imports but region-driven innovations reflecting Southeast Asia’s priorities. This
shift underscores how decentralization allows ASEAN to function as an autonomous rule-
maker without replicating the EU’s supranationalism.

The law modality deepens this divide. Whereas the EU converges around binding,
enforceable legal frameworks, ASEAN relies almost entirely on non-binding commitments,
soft-law instruments, and national-level legislation. This is not simply a matter of capacity
but a conscious choice: ASEAN’s integration proceeds without legal supranationalism,

advancing instead through political consensus, pragmatic cooperation, and the preservation
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of sovereignty.*”® In place of the EU’s rigid, centralized legalism, ASEAN offers an
alternative model of regionalism: horizontal, pluralistic, and adaptive.

In sum, decentralization in cyberspace governance exemplifies easternization by
highlighting ASEAN’s divergence from Western institutional models. The EU
centralizes authority through law; ASEAN disperses it through norms, markets, and
voluntary frameworks. This does not negate the role of global institutions but dilutes their
monopoly, embedding governance within a more pluralistic and decentralized order in which

Southeast Asia plays an increasingly influential role.

3. Cultural and philosophical shifts

The easternization of cyberspace governance is visible not only in institutional design but
also in the cultural and philosophical assumptions that underpin regulatory choices. A
comparison between ASEAN, the UN, and the EU reveals a profound divergence in the
normative foundations of governance. Whereas Western institutions continue to treat binding
law as the apex of regulatory legitimacy, ASEAN privileges consensus-based decision-
making, voluntary norms, and developmental pragmatism. This divergence demonstrates that
global cyberspace governance is no longer shaped solely by the logic of legal centralization
but increasingly by alternative philosophies rooted in Southeast Asian political culture.*?®

The contrast is most apparent in the domain of security. The EU has pursued a distinctly
legalistic path, producing directives (such as NIS2), regulations, and enforcement
mechanisms that bind its member states to a harmonized cybersecurity regime. This reflects
a hierarchical mode of regime complexes, where central institutions are designed to exercise
authority over member states and resolve normative conflicts through binding law.*?’
ASEAN, by contrast, relies on ministerial declarations, voluntary checklists, and capacity-
building initiatives. These lack binding legal force but derive legitimacy from shared political
will and mutual restraint. Such reliance on non-binding measures is not merely an
institutional weakness; it reflects ASEAN’s philosophy of non-interference and gradual

consensus.*?® Referencing practices make this divergence clearer: ASEAN and the UN often
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acknowledge one another’s instruments, while the EU largely operates within a self-
referential legal order. This asymmetry suggests different normative orientations: ASEAN
embraces permeability and adaptation, whereas the EU reinforces the autonomy of its
legal system.**’

Development governance further illustrates this philosophical divide. While development
cooperation might seem a domain conducive to binding commitments, ASEAN resists
legalization even here, favouring facilitative frameworks and voluntary coordination. That
ASEAN avoids hard law in a low-conflict domain indicates a principled preference rather
than mere incapacity. It illustrates how the consensus norm remains embedded across issue-
areas, reflecting a cultural attachment to gradualism and flexibility.

Economic governance highlights the divergence even more starkly. The EU regulates the
digital economy through binding trade law, competition policy, and market compliance
instruments. This embodies the Western tradition of embedding integration within rule-based
and legalistic systems of governance, ensuring uniformity through law.**° ASEAN, in
contrast, frames digital integration around connectivity, inclusivity, and small business
participation. Its regulatory discourse is not limited to legal ordering but is explicitly tied to
regional identity formation; digital economy governance becomes a tool of community-
building and solidarity rather than pure market liberalization. This embedding of normative
aspirations within economic regulation exemplifies ASEAN’s pragmatic but culturally rooted
philosophy of governance.

The distribution of regulatory modalities reinforces this interpretation. For the UN and
EU, law remains the “gold standard” of legitimacy, with norms and markets as secondary
instruments. For ASEAN, law is one tool among many, often outweighed by norms and
market mechanisms. To interpret this merely as a capacity deficit would be misleading.
Instead, it reflects ASEAN’s deliberate subordination of law to consensus and practical
cooperation.*! This modality pluralism represents a philosophical alternative to Western

legalism and is itself a key marker of easternization.

429 Alter and Meunier, The Politics of International Regime Complexity, 17
430 1bid
431 Tan and Ang, ASEAN Ambiguity on International Law, 144

167



Finally, the broader framing of cyberspace governance reflects these cultural divergences.
Western models consistently link cyberspace to rights, freedoms, and competitive markets,
reinforcing liberal assumptions of governance. ASEAN, however, interprets cyberspace
through a security-first, state-centric lens, in which sovereignty and stability form the
parameters of legitimacy. Its guiding philosophy of “unity without supranational law”
encapsulates this worldview: integration is sought, but without the binding legal
centralization characteristic of the EU. Hierarchical regime complexes such as the EU reduce
fragmentation through central authority, but at the cost of adaptability.**> ASEAN
deliberately rejects this model, preferring a decentralized, flexible order that privileges
harmony, pragmatism, and resilience over formal legalism.

Cultural and philosophical divergences show that easternization is not only about
relocating governance venues but also about redefining the substance of governance
itself. By privileging consensus, developmental pragmatism, and modality pluralism,
ASEAN advances an alternative conception of legitimacy in cyberspace governance.
What appears as fragmentation from a Western perspective can thus be read as the
institutionalization of a distinct governance philosophy: one that reflects Southeast Asian

traditions and gradually reshapes the normative contours of the global order.

4. Regulatory self-reliance

A central indicator of easternization in cyberspace governance lies in the growing
trajectory of regulatory self-reliance across ASEAN. Unlike the EU, which embeds member
states within a supranational legal order, or the UN, which seeks to universalize binding
norms, ASEAN and its member states have opted for a more autonomous, nationally
anchored approach. Over time, ASEAN states have multiplied domestic cyber laws; such as

Indonesia’s Personal Data Protection Act,*** Singapore’s Critical Information Infrastructure

432 Henning et al., Hierarchy and Differentiation in International Regime Complexes, 2183
433 Indonesia, Law No. 27 of 2022 concerning Personal Data Protection (Personal Data Protection Act). Enacted
October 17,2022.

168



regulations,*** and Malaysia’s digital economy acts,**

while the regional level has advanced
cooperative frameworks without legal compulsion. This reflects a deliberate strategy: to
engage selectively with global lawmaking processes while retaining sovereignty over
implementation. In effect, ASEAN safeguards policy autonomy while still participating in
global cyber governance on its own terms, marking a distinct departure from the Western
law-centric model.**¢

This tendency is particularly visible in the legal modality. Whereas the UN and EU
converge around binding conventions, treaties, and regulations, ASEAN operates almost
entirely outside that overlap. Its preference is for non-binding declarations, hybrid
architecture—norm initiatives, and market-oriented instruments. The upcoming signing of the
UN Cybercrime Convention in October 2025, hosted in Vietnam, illustrates this dynamic.*’
ASEAN states will likely join the 193 parties by signing the instrument, but (as historical
precedent suggests) ratification and full domestic incorporation will be delayed or selectively
applied. In this way, ASEAN signals participation in the global process without fully
conceding legal sovereignty. Hosting the signing in Vietnam further underscores ASEAN’s
growing procedural visibility in global cyber governance, even as the locus of regulatory
authority remains primarily national and regional. More importantly, this moment can be
interpreted as a litmus test for ASEAN’s regulatory philosophy: whether it will deepen
alignment with global legalism or continue privileging selective engagement as a form of
easternization.

The same logic extends across other governance domains. In security, the EU’s approach
reflects a hierarchical regime complex: centralized, binding frameworks that harmonize
member states under supranational authority.**® ASEAN, by contrast, advances its own
frameworks for critical information infrastructure protection and regional cybersecurity

declarations. Though modest in scope, these instruments demonstrate a form of embryonic
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legal and technical self-reliance, privileging regional ownership over supranational
imposition. In infrastructure, ASEAN continues to rely heavily on ITU standards,
suggesting dependency. Yet this reliance can be read not as weakness but as a sector-
selective strategy: adopting global anchors where necessary, while innovating regionally
in domains where autonomy is more feasible.

The development domain further illustrates this selective engagement. ASEAN
documents consistently reference UN frameworks, but their implementation rests on
ASEAN-specific procedures that allow member states to retain control. The absence of
structured ASEAN-EU engagement in development (apart from ad hoc bilateral agreements
such as the EU-Malaysia Framework Agreement) highlights ASEAN’s preference for intra-
regional and bilateral governance over cross-regional, hierarchical coordination.*** Similarly,
in the economic domain, ASEAN has produced independent instruments such as the ASEAN
Agreement on e-Commerce and the ASEAN Digital Integration Framework. These do not
replicate WTO, GATS, or TRIPS templates but instead reflect region-driven priorities,
positioning ASEAN as an emerging hub for digital economy governance.

Equally important is the modalities mix ASEAN employs. Unlike the UN and EU, which
privilege law as the central mode of regulation, ASEAN experiments with flexible
combinations such as architecture x norms or market x norms. The ASEAN Digital
Masterplan 2025, for instance, references ITU standards but embeds them within a broader
framework that emphasizes inclusivity, economic growth, and capacity-building. This hybrid
approach demonstrates that ASEAN is not attempting to replace global anchors wholesale
but is instead constructing adaptive, region-specific regulatory instruments.

Taken together, these patterns reveal a trajectory of regulatory self-reliance in Southeast
Asia. At the national level, member states rely on domestic legal instruments as the backbone
of cyber governance. At the regional level, ASEAN produces cooperative frameworks
that reinforce autonomy without binding supranational authority. At the global level,
ASEAN engages selectively, signing and referencing instruments when politically
advantageous but resisting full legal integration. This constellation of practices illustrates
easternization: the consolidation of a third regulatory pole within the cyber regime complex,

one that blends national sovereignty, regional pragmatism, and selective engagement with
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global law.** In this way, ASEAN is not only a participant in global cyberspace governance
but increasingly a trend-setter, demonstrating how non-Western approaches can redefine the

normative and institutional contours of international law itself.

5. Values and principles divergence

The final dimension of easternization in cyberspace governance emerges in the
divergence of values and principles underpinning institutional practices across regions.
Whereas the UN and EU continue to anchor their frameworks in formal legality,
enforceability, and universalist normative claims, ASEAN embeds its governance philosophy
in consensus, developmental pragmatism, and flexibility. This divergence is not simply
procedural but reflects deeper cultural and political traditions that shape each region’s
regulatory ethos. It also explains why cyberspace governance is fragmenting into distinct
normative pathways.**!

In the security domain, the contrasts are particularly sharp. UN General Assembly
resolutions and OEWG processes frame cybercrime primarily through criminal law
enforcement, emphasizing state responsibility, international cooperation, and capacity-
building assistance. The EU, by contrast, constructs its security governance around technical
resilience and regulatory compliance, as seen in instruments such as the NIS2 Directive and
the EU Cybersecurity Act. Here, security is tied not only to law but also to the binding
alignment of markets, infrastructures, and private actors with enforceable standards. ASEAN
adopts yet another philosophy: cooperative capacity-building. Its initiatives stress shared
resources, regional coordination, and non-binding commitments rather than enforceable legal
regimes. In this sense, ASEAN reflects a governance culture where legitimacy derives from
consensus and inclusivity, rather than legal compulsion.*?

In infrastructure governance, divergence is less pronounced. All three regions broadly
converge on ITU-driven standards and global development metrics, suggesting that
easternization is uneven across thematic scopes. Where global harmonization is technically

indispensable, ASEAN aligns itself with international anchors. Yet even here, ASEAN
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emphasizes adaptation and accessibility, situating infrastructure development within a
broader narrative of digital inclusivity and regional integration rather than strict compliance
with uniform technical benchmarks.*+3

The divergence is more striking in the economic domain. ASEAN’s economic
instruments (such as the ASEAN Digital Integration Framework and the ASEAN Agreement
on e-Commerce) prioritize regional development, inclusivity, and pragmatic cooperation. By
contrast, the EU and UN embed economic governance within broader commitments to rights,
enforceability, and legal compliance. The EU, in particular, advances a rule-based economic
model grounded in competition law, consumer protection, and rights safeguards. ASEAN,
however, frames the digital economy as a vehicle for regional cohesion and empowerment,
focusing on MSMESs, digital connectivity, and equitable growth. This divergence reflects an
east—west philosophical split: legal formalism in the West versus developmental pragmatism
in Southeast Asia.***

The distribution of regulatory modalities further reinforces this values divergence. UN
and EU documents converge around a law—norm overlap, projecting stability, security, and
binding order as the preferred governance template. ASEAN, by contrast, Favors norm—
market and norm-—architecture overlaps, emphasizing flexibility, inclusivity, and
developmental outcomes. This points to easternization at the level of values: ASEAN
consciously resists the primacy of binding law and instead institutionalizes a governance
philosophy rooted in voluntary consensus, collective development, and adaptive cooperation.

Taken together, these divergences reveal that easternization is not only about the
relocation of governance venues or the balance of modalities but also about the normative
underpinnings of governance itself. ASEAN’s emphasis on inclusivity, pragmatism, and
consensus reflects a governance philosophy that is qualitatively distinct from the legalism of
the UN and EU. This cultural and normative divergence, embedded in ASEAN’s institutional
practice, represents a critical dimension of easternization in cyberspace governance: the
emergence of alternative philosophies of order that recalibrate what counts as “legitimate

governance’” in the global digital domain.
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E. Broader implications for international law

The preceding analysis has shown how the rise of Southeast Asia’s cyberspace governance
frameworks contributes to what can be described as the easternisation of international law.
This argument rested on a systematic mapping of cyberspace governance using Lessig’s theory
of regulability, which provided a conceptual lens to evaluate the interplay of law, norms, market,
and architecture across institutional and regional levels. On this basis, fragmentation and regime
complexity in cyberspace were identified, revealing not only overlapping and contested
institutional claims but also distinctive regional approaches. The comparison between the UN,
EU, and ASEAN underscored how ASEAN states, while engaging global and Western
frameworks, increasingly develop their own regimes, referencing external models selectively
rather than adopting them wholesale. Viewed through the regime complex framework,
ASEAN’s governance philosophy emerged as distinct: pragmatic, non-binding, consensus-
driven, and anchored in regional developmental priorities.

Such findings cannot be confined to cyberspace alone. They carry broader implications for
the structure and trajectory of international law as a whole, particularly in rapidly developing
and technologically sensitive domains such as artificial intelligence and outer space. Cyberspace
thus becomes a prism through which wider transformations in the authority, legitimacy, and
normative underpinnings of international law can be observed.

One implication concerns the shifting authority structure of international law. The Asia-
Pacific region, long underrepresented in the making of international legal norms, is increasingly
shaping the field. Despite being home to a significant share of the world’s population and
economy, Asian states historically remained peripheral to international law’s development. This
imbalance is now being redressed, driven by both threats (climate change, human rights
violations, and cyber insecurity) and opportunities such as regional economic integration and
the proliferation of legal mechanisms.** Since the end of the Cold War, this has manifested in
the creation of institutions such as the ASEAN Regional Forum (ARF), designed in part to
accommodate regional hegemons and in part to allow smaller states to shape their environment.

Meanwhile, larger actors such as China and India have advanced evolving norms on climate
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change, cyber governance, energy security, trade, and outer space (Sidhu, in Chesterman). In the
cyberspace domain, ASEAN’s frameworks demonstrate this broader dispersion of authority:
rather than binding supranational regimes, governance authority is dispersed horizontally across
national and regional levels, creating a multipolar legal landscape. Authority is no longer
exercised solely through universal treaties but is negotiated among plural institutional
venues.

A second implication relates to legitimacy. The author argues that international law’s
inherently global nature ensures that overlapping claims are inevitable: states and regions
continuously seek to shape law to advance their own positions, often in opposition to its
supposed universalist origins. “Contributionism” has thus become a justificatory tool for Third
World states to assert their role in law’s creation. Yet the legitimacy of international law is now
increasingly pluralized. Great power ambitions and geopolitical contestation have made existing
legal frameworks inadequate, even to the point of requiring a “restart.”*¢ Cyberspace
governance illustrates this tension: the UN relies on universalist resolutions, the EU on binding
regulatory compliance, and ASEAN on consensus-based declarations. Each claims legitimacy,
but on different grounds; formal legality, enforceability, or inclusivity. This suggests that
international law’s legitimacy now derives not only from binding instruments but also
from justificatory practices across overlapping institutions, where consensus and ownership
can confer as much legitimacy as formal law.

Third, easternisation in cyberspace governance demonstrates how international law
itself is being recalibrated. Traditional international law, based on states as primary subjects
and sources confined to treaties, custom, precedents, and general principles, often proves too
rigid to address contemporary challenges. Climate change, artificial intelligence, and other
global technological transformations reveal the limitations of this model. Posthuman theory has
further exposed the Eurocentric underpinnings of international law, built on the universalized
image of “Man” as rational, sovereign, and progressive; an image deeply tied to colonial
expansion and Western modernity. In cyberspace, these assumptions persist in Western
approaches privileging enforceability and formal legality. By contrast, ASEAN’s consensus-
driven, pragmatically developmental, and hybrid modality frameworks recalibrate the

field. They reveal an alternative regulatory philosophy that resists the universalism of law-

446 Tikk-Ringas, International Cyber Norms Dialogue as an Exercise of Normative Power, 3
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centric models and foregrounds flexibility, inclusivity, and regionally grounded pragmatism.
This reconstitution of international law through easternisation does not signify rejection but
rather adaptation; an assertion of plural visions of order that weaken the hegemony of
Eurocentric legalism.

Finally, the findings carry implications for the discipline of international law itself.
Cyberspace demonstrates that international law can no longer be conceptualized as a single,
coherent system cantered on treaties and customary rules. Instead, it functions as a regime
complex in which binding and non-binding instruments, universalist norms, and regional
practices coexist. This raises critical questions: whose values underpin legitimacy? Can
coherence be maintained when authority is so fragmented? How should universality be
reconciled with plural, even divergent, governance philosophies? Rather than pathologizing
fragmentation, scholars may need to reconceptualize it as the institutionalization of regulatory
pluralism. From this perspective, easternisation represents more than a regional
phenomenon: it is a structural transformation of international law itself, normalizing the
coexistence of alternative philosophies of order and recalibrating what counts as legitimate
governance in the global domain.

In this sense, cyberspace governance is an early test site. The easternisation visible in
ASEAN’s approaches foreshadows similar transformations in other domains shaped by
technological disruption and rapid development, from Al to space governance. International law
will increasingly need to operate in a multipolar, plural, and contested environment: an order
where legitimacy stems as much from inclusivity, pragmatism, and adaptability as from

enforceable legal form.
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CHAPTER V
CONCLUSION
A. Summary of findings

The mapping exercise establishes that international cyberspace governance remains
fragmented, soft-law heavy, and regionally pluralized. Across 148 instruments, the global
order is shaped less by binding treaties than by strategies, declarations, and cooperative
frameworks. Binding law exists but is unevenly distributed: the EU leads in enforceable
regulation, the UN functions primarily as a forum for global norms, and ASEAN advances
consensus-driven but non-binding frameworks. Governance activity surged after 2015,
peaking in 2021, reflecting the securitization of cyberspace in response to major cyber
incidents and accelerated digital transformation during the COVID-19 pandemic. Once
peripheral to international law, cyberspace has now become central to global governance
debates. ASEAN’s output is notable: collectively, the region and its member states have
produced more instruments than the UN and EU combined, indicating the emergence of a
regionally distinctive normative presence. While the UN and EU continue to hold formal
authority, ASEAN’s thematic focus and procedural distinctiveness demonstrate that
cyberspace governance is no longer exclusively Western-led. Nearly two-thirds of instruments
originate domestically, confirming that national legal systems remain the backbone of cyber
regulation, while thematic emphasis highlights security as dominant, complemented by
ASEAN’s economic frameworks linking digital governance with regional integration and
developmental goals.

The analysis shows that international cyberspace governance is modality-diverse rather
than law-centric. Norms dominate at global and regional levels, particularly through UN-led
principles and ASEAN’s consensus-based mechanisms, while binding law is concentrated at
the domestic level or within the EU’s supranational system. Regional divergence is evident:
the EU anchors governance in binding law, the UN primarily produces norms, and ASEAN
favours non-binding instruments and hybrid technical-market approaches. This variation
reflects different regulatory philosophies, explaining both fragmentation and regime
complexity. Hybrid instruments further illustrate practical governance adaptation, though they
also increase overlap and potential inconsistency. Collectively, these findings confirm the

relevance of Lessig’s framework for mapping international cyberspace governance and show
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how ASEAN’s approach contributes to easternisation—not by overturning Western models,
but by establishing regionally distinctive ways of interpreting, operationalizing, and selectively
complementing global norms.

Fragmentation manifests horizontally across institutions and vertically across authority
levels. Thematic fragmentation privileges security while other domains such as human rights,
economy, socio-cultural issues remain peripheral. Institutional divergence shows the UN
emphasizing norm diffusion, the EU enforcing binding regulation, and ASEAN promoting
non-binding declarations and cooperative frameworks. Vertical fragmentation arises from the
uneven translation of global norms into regional or national law: ASEAN member states adopt
domestic cyber laws that often diverge in scope and implementation, and regional frameworks
lack harmonizing authority. This confirms that cyberspace governance proliferates through
overlapping and partially inconsistent logics rather than converging into a single legal order.

These dynamics collectively generate a regime complex: overlapping institutions pursue
similar objectives without hierarchical coordination. Security, infrastructure, and
developmental domains are characterized by parallel frameworks, some referencing each
other, others operating independently. Economic initiatives further illustrate region-driven
norm entrepreneurship, particularly ASEAN’s digital economy agreements, which exist
alongside global frameworks. This non-hierarchical coexistence produces both positive
spillovers, such as operationalizing UN norms regionally, and challenges, such as duplication
and legal uncertainty.

Finally, the analysis demonstrates that ASEAN’s governance trajectory exemplifies
easternisation in cyberspace law. ASEAN selectively interprets and implements global norms,
redistributes normative influence within the region, and develops autonomous instruments in
domains like the digital economy. Governance is increasingly decentralized, favouring
regional and bilateral arrangements that complement rather than replicate Western-centric
institutions. Cultural and philosophical divergences such as consensus, pragmatism, and
voluntary cooperation further distinguish ASEAN’s approach from EU legalism or UN
universalism. Regulatory self-reliance is evident as ASEAN and its members engage
selectively with global treaties while preserving sovereignty and shaping domestic and regional
frameworks according to local priorities. Together, these patterns illustrate easternisation not

as a wholesale transformation of international law, but as the emergence of regionally
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distinctive practices that coexist with, adapt, and selectively diverge from Western-dominated
models, signalling Southeast Asia’s growing role as a normative actor in global cyberspace

governance.

B. Challenges and Limitations

While this dissertation offers a systematic and empirically grounded account of
international cyberspace governance, it is not without challenges and limitations. These reflect
both the nature of the research design and the inherent complexity of the subject matter.

1. Data collection and availability

The first limitation concerns the scope and availability of the dataset. Although the
study systematically collected 148 instruments across the UN, EU, ASEAN, and ASEAN
member states, it does not represent an exhaustive corpus of all potentially relevant
documents. Notably, the dataset excludes instruments that are not inherently cyber-related
but nonetheless shape the digital domain, such as EU regulations governing the internal
market or the Digital Single Market. These omissions were deliberate, aimed at
maintaining analytical focus, but they narrow the lens of governance mapping. Similarly,
court judgments and case law (which exert significant influence in some regions)
particularly within the EU, were excluded to preserve comparability across regions. While
these decisions ensured consistency, they inevitably limit the generalizability of findings
and mean that certain normative or jurisprudential developments fall outside the scope of
the analysis.

A further limitation concerns uneven coverage across regions. While UN and EU
repositories provide comprehensive and centralized access to official instruments, ASEAN
and several of its member states have less systematic publication practices, with many
documents available only in national languages or scattered across government portals.
Although multiple repositories were consulted to mitigate this gap, the possibility remains
that some instruments were missed or under-represented. This coverage asymmetry may
bias east—west comparisons by overstating the density of Western legal instruments
relative to Southeast Asia, even where governance activity exists but is less formally
documented.

2. Methodological suitability, quality, and feasibility
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A second set of challenges arises from the methodological approach itself.
Computational legal studies offer powerful advantages, particularly their ability to process
large volumes of documents and reveal macroscopic patterns that would be invisible
through close doctrinal reading. As Lie and Langford emphasize, these approaches provide
“distant reading” tools that can complement doctrinal interpretation by uncovering broader
networks and hidden regularities. Yet, their strength is also their limitation: computational
methods are less suited to answering causal questions or capturing fine-grained
interpretive nuance. For example, coding overlap between regimes can identify cross-
references, but it cannot on its own explain why such overlaps occurred or how actors
understood them. This interpretive gap requires supplementation by qualitative reasoning,
which introduces an additional layer of subjectivity.

Quality concerns also extend to both data and method. Computational approaches
depend heavily on the completeness and reliability of the underlying corpus, and any
omission, misclassification, or processing error risks distorting results. Although
validation checks and triangulation were employed, some uncertainty inevitably remains.
Likewise, computational tools operate probabilistically, and small coding errors or mis-
specified algorithms can generate unexpected outcomes. This raises a broader feasibility
challenge: most international lawyers, including the author of this dissertation, are trained
in doctrinal methods rather than computational ones. Engaging with such methods requires
either moderation of ambition, collaboration, or careful adaptation of computational tools
into a legal framework. This study pursued the first of these strategies, using accessible
classification and visualization methods (e.g., Tableau) to complement qualitative
interpretation, while recognizing that deeper machine learning applications would exceed
its technical and disciplinary scope.

3. Applicability of Lessig’s modalities

Another limitation stems from the analytical framework itself. Lessig’s theory of
regulability was originally formulated in the context of national and domestic regulation of
cyberspace. Its adaptation to the international domain requires conceptual stretching. While
the modalities of law, norms, architecture, and market remain useful heuristics, their
meanings become less precise when applied to fragmented international regimes. For

example, “law” at the international level often takes the form of non-binding resolutions or

179



regional directives, which lack the same enforceability as domestic legislation. The
dissertation addresses this challenge by refining the operational definitions of each
modality for international governance, but this remains an interpretive choice that could be
contested by other scholars.
4. Intent vs resource limitations

The study also faces difficulty in disentangling intent from capacity. ASEAN’s
reliance on non-binding, consensus-based instruments can be interpreted both as a
principled governance philosophy and as a pragmatic response to resource disparities
among member states. Similarly, the absence of binding ASEAN-wide legal frameworks
may reflect a deliberate preference for soft-law coordination, but it may equally result from
limited institutional infrastructure. The findings cannot conclusively determine which of
these explanations is primary. Instead, the dissertation treats both as analytically relevant
but acknowledges that the ambiguity complicates causal claims about why fragmentation
and divergence occur.

S. Threshold of easternization

Finally, the greatest limitation lies in the novelty of the easternization concept itself. The
research presents easternization as an interpretive framework for identifying normative and
institutional divergence in international law, rather than as an established theory with clear
benchmarks. As such, the evidentiary threshold for demonstrating easternization is
necessarily fluid. The dissertation does not claim that Southeast Asia has fundamentally
transformed the global legal order, but that it provides recurring, empirical indicators of
alternative pathways. These findings remain provisional, and further evidence will be
needed to determine whether the trends identified here consolidate into a more durable
structural shift.

Taken together, these challenges do not undermine the dissertation’s findings but
contextualize them. They highlight the balance between breadth and depth, between
computational scalability and interpretive nuance, and between theoretical innovation and
empirical caution. By acknowledging these limitations, the study aims to situate its claims
within the evolving methodological debates of international law and to provide a

transparent basis for future research to refine, expand, or contest its conclusions.
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C. Directions for future research
The limitations of this study also open up promising avenues for further inquiry. Four in
particular stand out.
1. Toward a more holistic mapping of cyberspace governance
This dissertation has primarily mapped governance through instruments issued by states
and international organizations, with a focus on treaties, conventions, declarations, and
national legislation. However, as noted in the limitations, the sources of international law
remain broader than the categories covered here. Future research could integrate judicial
decisions, arbitral awards, and customary law practices to provide a fuller picture of how
cyberspace is regulated under the international law framework. Including jurisprudence,
particularly from the EU and regional human rights courts, would help to capture the
interpretive authority of courts and tribunals, and offer a more balanced comparison
between regions where adjudication plays a stronger role. Similarly, incorporating
customary practice could clarify whether repeated state behaviour in cyberspace is
crystallizing into general rules of international law.
2. Extending comparative mapping beyond ASEAN
The scope of this project was deliberately limited to ASEAN and its member states,
compared against the UN and EU, in order to examine the dynamics of easternization in a
manageable framework. Future research could broaden this comparison to include other
regional actors, such as the African Union, the Organization of American States, or sub-
regional initiatives in Latin America or Africa. Such comparative work would allow
researchers to test whether the trends observed in Southeast Asia (consensus-driven norm-
making, selective integration with global law, and reliance on hybrid modalities) are unique
to ASEAN or part of a broader rebalancing in international law. This would also address
the limitation of regional focus and contribute to a more global understanding of regime

complexity in cyberspace.

3. Substantive testing of Lessig’s modalities
In this dissertation, Lessig’s modalities were operationalized in a formal and structural

way, identifying whether documents carried features of law, norms, architecture, or market.
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While this approach captured patterns of modality dominance and hybridization, it did not
conduct a deep content analysis of how each modality substantively functions in practice.
Future studies could, for instance, analyse how specific legal texts frame enforcement
mechanisms, how norms evolve through diplomatic discourse, how architecture constrains
behaviour through technical standards, or how markets regulate through trade and
competition law. Such a substantive analysis would not only validate the suitability of
Lessig’s framework for international law but also enrich our understanding of how

modalities interact in concrete regulatory settings.

4. Developing easternization as a grounded analytical framework

The concept of easternization has been introduced here as a lens for interpreting regional
divergence in cyberspace governance, but it remains a novel and relatively underdeveloped
framework in international law scholarship. Future research could test the robustness of this
concept through a more grounded, qualitative content analysis of national and regional
instruments. This would involve examining not only the form of instruments but also their
substantive language (values, principles, and enforcement philosophies) to trace how far
they depart from Western legalist traditions. In addition, further empirical work could
expand beyond cyberspace to adjacent domains such as artificial intelligence governance or
outer space law, testing whether similar patterns of regional norm entrepreneurship,

selective integration, and alternative modality balances can be observed.

In sum, these directions underscore that the present research should be seen as an initial
mapping exercise rather than a definitive account. By combining broader sources of
international law, extending comparative scope, deepening modality analysis, and grounding
the concept of easternization more fully, future research can build on this study’s foundation
to develop a richer and more comprehensive understanding of how global governance in

technology-sensitive domains is evolving.
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ANNEX A
MASTER DATASET

Link to the full dataset on sheets: https://bit.ly/Masterdataset-HaekalsThesis
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