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Abstract 
The Internet of Medical Things (IoMT) has continued to revolutionize the healthcare sector, resulting in reduced 
costs and improved quality of treatment. To facilitate real-time remote patient monitoring, biosensors frequently 
interact with medical systems over the public Internet. This connectivity, however, exposes the IoMT environment 
to a myriad of privacy and security threats. Although past research has proposed numerous security techniques to 
address these challenges, most of these solutions fail to provide an adequate balance between security and 
performance. In this paper, we propose a robust IoMT security scheme that leverages elliptic curve cryptography 
and one-way hashing operations to achieve low communication, energy, and computation overhead. Formal 
security analysis using a random oracle model demonstrates the robustness of the negotiated session keys. In 
addition, semantic security analysis confirms that our scheme mitigates various typical IoMT cyber threats, such 
as desynchronization, forgery, impersonation, and ephemeral secret leakage attacks. A comparative performance 
evaluation verifies that the proposed protocol incurs the lowest execution, energy, and communication costs. 
Specifically, it reduces computation and energy costs by 19.04%, increases supported functionalities by 69.23%, 
and lowers communication overheads by 8.7%. These efficiencies make our scheme ideal for deployment in IoMT 
devices with limited energy, processing and communication capabilities. 
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1. Introduction 

The Internet of Medical Things (IoMT) environment is comprised of smart devices and various 
interconnected systems that collect, process and transmit health-related data [1]. These systems include 
portable health applications, wearable or implantable biosensors and remote monitoring systems [2]. The 
physiological data continuously collected by these biosensors include heart rate, electrocardiography, 
respiratory rate, blood pressure, oxygen saturation, electromyography, body temperature, glucose levels, 
electroencephalography and electrocardiogram. Data such as patient movement, activity, sleep patterns, 
posture and medication adherence can also be collected [3, 4]. These data are collected in real-time and 
shared with medical experts for appropriate intervention. At the patient’s end, a control unit such as a 
smartphone can be incorporated to amalgamate healthcare data from various sensors and forward it to 
other devices. This control unit can also serve as a gateway between the hospital servers and patient 
sensors. The analysis of these data can facilitate early disease diagnosis, personalized treatment and the 
initiation of corrective responses [5–7]. 

The integration of biosensors with medical equipment and electronic health records enables healthcare 
professionals to remotely monitor patients in real time, make informed decisions, take proactive responses 
and administer individualized treatment [8–10]. Therefore, the IoMT has improved the healthcare sector in 
areas such as chronic diseases management, healthcare accessibility, drug adherence, reduced expenses, 
increased patient engagement, enhanced healthcare quality and effective personalized treatment [11–13]. 
Reductions in healthcare costs are enabled by the remote monitoring of patients in their homes [14]. This 
also helps decongest hospitals and reduce the medical staff’s workload. As explained in [15], significant 
benefits of the IoMT include decreased error rates, improved patient experience and increased treatment 
efficiencies. Once the data are forwarded to medical servers (MSs), machine learning algorithms and 
advanced analytics can be deployed to gain critical insights that facilitate preventative interventions. 

The IoMT has revolutionized the healthcare sector through data-driven personalized treatments and 
real-time remote monitoring of patients. To facilitate this real-time data exchange between biosensors 
and hospital servers, frequent interactions occur over the insecure public Internet. This raises numerous 
security and privacy challenges regarding the sensitive patient data transmitted in these networks [16–
19]. Any successful data breach or network intrusion can have serious repercussions, including the loss 
of life. Some of the cyber threats in the IoMT include unauthorized access, tracking, smart card theft, 
physical sensor capture, session key leakages, desynchronization, hacking, denial-of-service (DoS) 
attack, forgery, eavesdropping, man-in-the-middle (MitM) attack and privileged insider attacks [20, 21]. 
In addition, attackers can intercept communication between medical sensors and hospital systems to steal 
or alter the transmitted data. This compromises the privacy of sensitive patient records, and malicious 
modifications can result in misdiagnosis. This can lead to inappropriate drug administration, which can 
endanger a patient’s life [22].  

To address the security and privacy threats in the IoMT, strong authentication techniques must be 
implemented. Therefore, many authentication protocols have been presented in the recent past to 
maintain the confidentiality and integrity of transmitted data. However, due to their limited storage, 
communication and processing capabilities, IoMT biosensors are unable to execute highly sophisticated 
cryptographic procedures.  

 
1.1 Motivation 

The healthcare sector has seen an increase in cyber-attacks in the recent past. According to the 
European Union Agency for Network and Information Security, a 55% increase in these attacks occurred 
in 2023, frequently targeting IoMT devices. A significant number of these devices have vulnerabilities, 
which have been exploited in 41%–88% of attacks. A report by the Science and Information Organization 
indicates that over 6.2% of IoMT devices have been impacted by ransomware, which has cost 
organizations millions of dollars. This report also indicates that 53% of critical healthcare systems have 
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been affected, leading to loss of patient records and costing more than $22 million. Therefore, addressing 
these security challenges is critical. However, the majority of current solutions are characterized by either 
high complexity or security lapses that can still be exploited to wreak havoc in the IoMT. As a result, 
robust IoMT security is needed at a low cost. 

 
1.2 Contributions 

IoMT sensors and medical systems have continued to positively affect the healthcare sector by 
facilitating patient data management and remote, real-time patient monitoring. However, these networks 
have also introduced numerous security and privacy threats and vulnerabilities to sensitive patient data 
[23]. Therefore, the IoMT needs to be protected from malicious intrusions and other cyber threats. 
Although numerous security solutions have been developed recently, the majority of them are inefficient 
for the resource-constrained IoMT smart devices. Robust security protocols often require high 
computation and communication capabilities, which can drain sensor batteries in a very short time [24]. 
In addition, the IoMT environment is highly dynamic, with smart devices frequently leaving and joining 
the network. This highlights a need for efficient authentication and key management schemes. In light of 
this, this paper makes the following major contributions: 

l We incorporate a decentralized private blockchain (BC) in the registration process to mitigate threats 
from privileged insider attacks and single points of failure, which are inherent in centralized security 
protocols. This contrasts with most current schemes where registration is centrally executed by a 
trusted or registration authority. 

l To eliminate human errors, our protocol executes authentication without human intervention. This 
helps reduce authentication errors often found in current password- and biometrics-based schemes. 

l We include location data in authentication procedures to mitigate physical attacks, such as stolen 
sensors. This ensures that sensors stolen from one location cannot be deployed elsewhere. 

l To reduce communication overhead, our protocol executes mutual authentication without involving 
gateway nodes (GWNs) or a trusted authority (TA). 

l We carry out elaborate formal and informal security analyses to demonstrate the robustness of the 
negotiated session keys and our protocol against typical IoMT attacks, respectively. 

l An extensive comparative performance evaluation shows that our protocol incurs the lowest 
computation, energy and communication costs. 

 
1.3 Threat Model 

The Canetti–Krawczyk (CK) model is a well-known framework for depicting the attacker capabilities 
in most authentication protocols. In this model, we assume that message exchanges between biosensors 
and hospital MSs occur over the open public Internet. As such, attackers can intercept, eavesdrop on and 
retrieve sensitive data from communication channels. Specifically, the adversary !" is capable of: 

l Intercepting and altering the messages exchanged between biosensors and MSs; 
l Replaying old but valid messages to unsuspecting IoMT entities; 
l Physically capturing the biosensors and other IoMT elements and extract stored security tokens via 

power analysis techniques;  
l Brute-forcing and performing guessing to disclose the deployed security keys; 
l Composing and inserting malicious messages in the IoMT environment; 
l Repudiating all transmitted messages; 
l Tracking IoMT entities and associating captured messages to particular parties. 
 

1.4 Requirements 

Data origin authentication: MSs must verify the origin of all received data to prevent the insertion of 



Page 4 / 24  Blockchain-Based Lightweight Anonymous Authentication Scheme for Security Enhancement in Internet of Medical Things Environment 

 

malicious data into the communication channel. This is achieved through the use of regional codes 
generated during the registration phase. 

Patient records confidentiality: Collected data forwarded to MSs must be kept confidential due to its 
sensitive nature. This confidentiality is enabled by negotiated session keys, which are used to encrypt 
data transmitted across the public Internet. 

Sensor data integrity and authorization: Data forwarded from sensors to MSs must be protected 
against malicious modifications. Therefore, strong mutual authentication must be executed before servers 
can accept or access the data. 

Uninterrupted accessibility and availability: Sensors on the patient side should frequently forward 
real-time patient data to MSs without interruption. To ensure this, DoS and desynchronization threats 
must be mitigated. 

Non-repudiation and conditional privacy: All IoMT participants should be capable of being 
positively identified by a TA. In addition, the TA should be capable of associating these network entities 
to their messages when necessary. 

Data freshness: Data transmitted from sensors to MSs should be up to date to facilitate relevant 
decision-making and interventions. Therefore, malicious data interception, modifications and forwarding 
should be mitigated. This can be achieved by incorporating timestamps in all exchanged messages. 

Efficiency and attack resiliency: Long latencies are discouraged in the IoMT due to the time-sensitive 
nature of the data. Delays in the proper reception of sensory data can postpone critical decisions and 
interventions, potentially leading to a loss of patient life. Moreover, malicious entities and activities 
should be prevented to mitigate fatalities that can result from cyber-attacks. 

The remainder of this paper is structured as follows. Section 2 discusses related authentication 
protocols, and Section 3 presents the proposed scheme. Section 4 provides the security analyses of our 
scheme, and Section 5 details its performance evaluation. Finally, Section 6 offers a conclusion and 
outlines future research scopes in this domain. 

 
1.5 Mathematical Preliminaries 

Our scheme deploys elliptic curve cryptography (ECC) because of its robust security with relatively 
short key sizes, especially when compared to other public key-based techniques, such as RSA (Rivest–
Shamir–Adleman). In addition, we use a collision-resistant one-way hashing function due to its efficiency 
and the difficulty of reversing it. The mathematical formulations for ECC and the hashing function are 
described in the sections that follow. 
 
1.5.1 ECC 

Let # and $ be constants and P be a base point of the elliptic curve %!∗(#, $) over some finite field 
denoted by )!∗, where * is a large prime number. We also let (+, ,) ∈ .!∗ × .!∗  be a set of solutions to 
congruence denoted by Equation (1): 
 

,# ≡ +$ + #+ + $	(345	*) (1) 
 

Considering the Galois field (GF), the elliptic curve %!∗(#, $) over 6)(*) is defined as in Equation (2): 
 

,# = +$ + #+ + $ (2) 
 

The security of this elliptic curve emanates from the discrete logarithm problem in a group that is 
defined by the various points on this elliptic curve. On this curve, #, $ ∈ 6)(*) must satisfy Equation (3): 
 

4#$ + 27$# ≠ 0	(345	*) (3) 
 

The difficulty of the elliptic curve discrete logarithm (ECDL) problem is critical for the security of all 
ECC-based protocols. Specifically, the elliptic curve Diffie–Hellman (ECDH) problem and ECDL mathe-
matical problems are crucial in these security protocols. The definitions of these problems are as follows. 
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ECDL problem: Given elliptic curve %!∗(#, $) defined over 6)(*) and two points =, > ∈ %!∗(#, $) 
whose order is q, finding integer ? ∈ .%∗, such that = = ?. A, is computationally challenging. 

ECDH problem: Suppose that A is the generator of a cyclic group 6 of prime order on %!∗(#, $). We 
let B and C be two points, such that B, C ∈ .%∗. Suppose that BA, CA and A are known. However, deriving 
BCA in polynomial time τ remains infeasible. 
 
1.5.2 Hashing function 

The difficulties of reversing the one-way hashing function rely on its pre-image and collision-resistance. 
 

First pre-image resistance: Consider hash function ℎ: {0,1}∗ → {0,1}& and the following hash value: 
 

, = ℎ(+) (4) 
 

The adversary’s interest is to find input +∗, such that 
 

ℎ(+∗) = , (5) 
 

Mathematically, finding +∗ is equivalent to a brute force search over 2s possibilities. However, no 
algebraic structure can efficiently solve ℎ(+∗) = ,. 
 

Second pre-image resistance: Given input *, finding another input J is extremely difficult, such that 
 

ℎ(*) = ℎ(J) (6) 
 

This is attributed to the hash function’s avalanche effect, which serves to mitigate targeted collisions. 
Due to the stochastic nature of ℎ(. ), any small change in input * results in extremely large capricious 
change in ℎ(*), thereby complicating any practical systematic searches. 

Collision-resistance: Suppose that .' and .# are two inputs to the hashing function. Given .' ≠ .#, 
the following is difficult to find: 
 

ℎ(.') = ℎ(.#) (7) 
 

Consider a K -bit hash function. Using a generic birthday attack, finding a collision requires 2
!
" 

operations. However, hash functions are characterised by high entropies, and K is normally a large value, 
thereby rendering collision attacks extremely infeasible. 
 

2. Related Works  

The need to provide security for information exchanged in the IoMT has led to the development of 
various authentication techniques. For instance, biometrics-bases authentication techniques are presented 
in [25–29]. Although biometrics technology enhances IoMT security, it requires additional hardware that 
can hinder seamless integration. In addition, these schemes need extensive fuzzy extraction procedures 
that can lead to high processing costs [30]. Moreover, the protocol in [27] cannot withstand threats from 
a stolen controller device [31]. Likewise, a zero-trust deployment model is presented in [32], but it has 
not been evaluated against security threats, such as side-channelling and session-hijacking. To provide 
enhanced IoMT security, protocols based on ECC have been developed in [33–35]. However, the scheme 
in [34] suffers from numerous security challenges [36], and the protocol in [33] requires extensive scalar 
point multiplications, resulting in high computation overheads [37]. To address the security issues in [34], 
an improved scheme is introduced in [38]. Unfortunately, a cryptanalysis by [36] reveals many security 
vulnerabilities in [38]; hence, an enhanced technique is developed in [35]. However, this improved 
scheme is vulnerable to ESL attacks [33]. 

To overcome computational inefficiencies in [33], the identity-based lightweight scheme developed by 
[39] can be utilized. However, identity-based protocols are susceptible to key escrow challenges. In 
addition, this protocol fails to provide perfect anonymity amongst biosensors due to inefficient digital 
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signature management for each device [36]. As a result, improved anonymous authentication approaches 
are introduced in [29, 40, 41]. Although the scheme in [29] achieves forward security and resistance against 
MitM and insider attacks, its use of numerous fuzzy extractions results in high processing overheads. 
Conversely, the technique in [40] is susceptible to master secret compromise, ESL, impersonation and 
key compromise threats [31]. Similarly, the protocol in [41] protects against smart card loss but remains 
vulnerable to tampering and physical attacks [42]. To address these issues, an enhanced certificate-based 
scheme is introduced in [43]. Although this protocol supports privacy, integrity and resistance against 
replay threats, its certificate management may not scale well with increased network entities. In addition, 
it fails to provide anonymity and joint validation [31].  

Consequently, numerous certificate-less authentication techniques are presented in [17, 44–49]. The 
authors in [36] note that security and performance evaluations are missing in [48]. The identity-based 
scheme in [17] is prone to key escrow challenges [50]. Protocols that rely on extensive point multiplications, 
such as those in [44, 46, 49], and bilinear pairing operations [45, 49, 51] often incur significant computation 
costs. For example, the execution time for [49] is long due to its use of bilinear pairing during partial 
private key distribution, and it also lacks forward key secrecy and protection against replays [31]. 
Similarly, the ECC-based protocol in [52] is not evaluated against attacks such as desynchronization, 
session hijacking and side-channelling, and its scalar multiplication operations result in high computation 
costs. Physically unclonable function (PUF)-based techniques, such as those in [47, 57, 58], are also 
characterized by instability challenges. Although [58] is a batch authentication technique, it fails to offer 
anonymity and untraceability [42]. To address these issues, lightweight authentication techniques are 
introduced in [53–55]. However, the scheme in [53] is susceptible to desynchronization attacks [42]. The 
protocol in [54] is also vulnerable to desynchronization and session key disclosure attacks and lacks 
forward key security [42, 56]. Additionally, the protocol in [55] cannot support anonymous communication 
[42]. A more improved authentication approach is introduced in [59], but while it preserves anonymity, 
its extensive point multiplications make it computationally inefficient. 

Based on this discussion, the provision of perfect security at low computation, energy and communication 
costs is extremely elusive. Despite numerous efforts from academia and industry, most presented schemes 
remain vulnerable to various security attacks, and others are computationally inefficient. The proposed 
scheme, however, is shown to mitigate most typical IoMT security threats while incurring minimal 
computation, energy and communication overheads. 

 

3. The Proposed Scheme 

The main network elements in our scheme include the TA, an MS, a sensor unit (SU) and a GWN. The 
SU is implanted in the patient’s body or placed in the vicinity of the patient to collect physiological data. 
The GWN interconnects the SU to the MS, which stores all the collected patient data. The TA registers all 
the SUs and MSs and is assumed to be sufficiently secured. Fig. 1 presents the network model of the 
proposed scheme. 

 
Fig. 1. Network model. 
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In terms of operations, our protocol comprises of four main phases: system initialization, registration, 
authentication, and dynamic sensor addition. Registration takes place over secured channels, and 
authentication and session key negotiation are performed across public channels. Table 1 presents the 
notations utilized throughout this paper. 

The subsections below describe of the various phases of our proposed scheme. 
 
Table 1. Notations 

Symbol Description 
TA Trusted authority 
MSj Medical server j 
GWN Gateway node 
SUi Sensor unit i  
h (.) One-way hashing function 
|| Concatenation operation 
⊕  XOR operation 
Gpk, Gsk Public and private keys belonging to GWN, respectively 
IDTA Unique identity of the TA 
ϕ, ac Private and public keys for TA, respectively 
SIDi Unique identity for sensor unit SUi 
GID Unique identity of GWN 
MIDj Unique identity of MSj 
RCi, RCj Regional codes for SUi and MS, respectively 
Ti ith timestamp 
∆T Maximum transmission delay 
∆R Location threshold 
SKms Session key derived at MS 
Ek/Dk Encrypt and decrypt using k, respectively 

 

3.1 System Initialization 

The essence of this phase is for the TA to distribute private tokens to the sensor nodes and MS via the 
BC. As such, the BC ledger keeps records of the identities of all MSs and sensor nodes. The specific steps 
followed during the system initialisation are described below. 
Step 1: The TA selects an ECC base point P. It also chooses the GWN’s unique identity GID and private 

key Gsk, as shown in Fig. 2. Next, it computes the corresponding GWN public key as Gpk = P.Gsk. 
Step 2: The TA chooses a one-way hashing function h(.). At the end, it publishes {Gpk, h(.), P, E*

p 
(s, t)}, where (s, t) are constants. 

 
3.2 Registration 

In this phase, the TA registers itself to the BC network. Thereafter, the SUs and MSs are also registered to 
the BC via the TA. During this process, some security tokens are loaded unto the SUs prior to their actual 
field deployment. The following subsections describe the registration process in some greater details. 

 
3.2.1 TA registration 

In this phase, the TA registers itself with the BC. Afterwards, the TA uploads the SUs’ identity data into 
the BC. The following two steps are critical during this registration process. 
Step 1: The TA selects a random nonce r1 and generates its unique identity IDTA. 
Step 2: The TA derives ab = h (r1.P||IDTA). Next, it composes BCa = {ab, h (IDTA)} and forwards it to the 

BC network for storage. Finally, the TA keeps {r1, IDTA} as secret parameters.  
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Fig. 2. System initialization and registration. 

 

3.2.2 SU registration 
In this phase, the sensor nodes are registered at the TA via the BC. The following two steps are followed 

during this registration process. 
Step 1: The TA generates some private keys ϕ. Next, it chooses a unique identity SIDi for the SUi. It then 

derives ac = ϕ.P, ad = h (SIDi||GID||Gpk||ac)⊕Gpk and ae = ad⊕ac. 
Step 2: The TA constructs Rs = {h (SIDi), h (GID), Gpk, ae, RCi, P} and forwards it to the SUi where these 

values are stored in memory. Finally, the TA forwards Rb = {SIDi, GID, Gpk, ae, RCi} to the BC for 
storage. 

The above two steps are followed to register the MS. Therefore, the MS stores {h (MIDj), h (GID), Gpk, 
be, RCj, P} in its repository upon successful registration. 
 
3.3 Authentication and Key Setup 

In this phase, the SU and MS mutually authenticate each other and set up a session key deployed for 
secure data exchange. Fig. 3 presents a high-level overview of the authentication flow. This authentication 
and key agreement are facilitated by the secret tokens already preloaded during the registration phase. 
The following six steps are executed during this process. 
Step 1: The SUi generates a random nonce r2 at timestamp T1. Next, it derives ba = h (h(SIDi)||h(GID)|| 

Gpk||T1)⊕ae, bc = h (h(GID)||Gpk||T1||ae)⊕r2.P and bd = h (h(GID)||r2.P||ae)⊕RCi. At the end, it 
constructs a message autha = {h(SIDi), ba, bc, T1, bd}, which is forwarded to the MS, as shown in 
Fig. 4. 

Step 2: Upon receiving the message autha, the MS establishes the current timestamp T2 and checks 
whether T2 − T1 ≤ ∆T, where is the maximum permissible transmission latency. If this condition 
does not hold, then the authentication session is terminated. Otherwise, the MS recomputes ae

* = h 
(h(SIDi)||h(GID)||Gpk||T1)⊕ba. 

Step 3: The MS derives r2.P* = h (h(GID)||Gpk||T1||ae
*)⊕bc and RCi

* = h (h(GID)|| r2.P*||ae
*)⊕bd. This is 

the determination of whether RCj − RCi ≤ ∆R, such that the session is halted if this condition does 
not hold. Otherwise, the MS generates a random nonce r3 at timestamp T3. 

Step 4: The MS computes be = r3(r2.P*), ca = h (ae||r2.P* ||Gpk||h(MIDj)||h(GID)||T3)⊕be, cb = h (be||Gpk|| 
h(MIDj)||T3)⊕r3, cd = h (h(GID)||r3||be)⊕RCj and session key SKms = h (h(SIDi)||h(MIDj)||h(GID)|| 
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Gpk||be||r2.P*||T1||T3||RCi
*||RCj). Finally, the MS composes a message authb = {h(MIDj), ca, cb, T3, cd}, 

which is passed across to the SUi. 
Step 5: On getting the message authb, the SUi determines the present timestamp T4. Next, it checks if T4 

− T3 ≤ ∆T, halting the session upon verification failure. Otherwise, it recomputes be
* = h (ae||r2.P* 

||Gpk||h(MIDj)||h(GID)||T3)⊕ca, r3
* = h (be

*||Gpk||h(MIDj)||T3)⊕cb and RCj
*= h (h(GID)||r3

*||be
*)⊕cd. 

Step 6: The SUi confirms whether RCi − RCj
* ≤ ∆R. Basically, the session is terminated if this condition 

does not hold. Otherwise, the SUi calculates be
* = r3

* (r2.P), as well as session key SKsm = h (h(SIDi)|| 
h(MIDj)||h(GID)||Gpk||be

*||r2.P||T1||T3||RCi
*||RCj

*). Finally, the MS and SUi set SKsm = SKms as the 
session key for encrypting the data exchanged over insecure wireless channels. 

 

 

Fig. 3. High-level overview of the authentication flow. 
 

 

Fig. 4. Authentication and session key agreement. 
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3.4 Dynamic Sensor Addition 

This phase is activated whenever the SUs fail, malfunction, are stolen or are lost. To facilitate 
continuous remote patient monitoring, new SUs must be added through the following steps. 
Step 1: The TA generates its private key ϕ and selects SU identity SIDi. Next, it derives ac = ϕ.P, ad = h 

(SIDi||GID||Gpk||ac)⊕Gpk and ae = ad⊕ac. 
Step 2: The TA constructs a message Reg = {h (SIDi), h (GID), Gpk, ae, RCi, P} and forwards it towards 

the SUi over secure communication channels. Finally, TA sends {SIDi, GID, Gpk, ae, RCi} to the 
BC for storage. 

Step 3: Upon receiving Reg from TA, the SUi stores {h (SIDi), h (GID), Gpk, ae, RCi, P} in its memory. 
 

4. Security Analysis 

In this section, we present formal and informal security analyses of the proposed scheme. The sub-
sections that follow gives detailed description of these analyses. 
 
4.1 Formal Security Analysis 

In this subsection, we utilise the well-known random oracle model (ROM) to demonstrate the robustness 
of the negotiated session keys SKms and SKsm. We demonstrate that the session keys are still secure even 
if the attacker has access to secret values for the SU {SIDi, GID, ae, RCi, ϕ, Gsk}, as well as the security 
token for the MS {MIDj, GID, Gsk, be, RCj, ϕ}. To accomplish this, the oracle is assumed to successfully 
execute Query 1 and Query 2, as described below. 
Query 1: The oracle can deploy this reveal () query to obtain a hash message m from some hash outputs 

λ, where λ = h (m). 
Query 2: Given the elliptic curve base point P ∈ %!(#, $), the oracle can derive the secret key k from its 

corresponding public key K, where K= k × P. 
 

Lemma 1: Assume that the hash function and ECDH act as the ROM. In addition, let the adversary Ã 
utilise power analysis techniques to extract values {h (SIDi), h (GID), Gpk, ae, RCi, P} and {h (MIDj), h 
(GID), Gpk, be, RCj, P} stored in SUi and MS, respectively. However, the adversary Ã cannot retrieve 
{SIDi, ϕ, GID} from the SUi.   
Proof: Suppose that attacker the adversary Ã has access to values {h (SIDi), h (GID), Gpk, ae, RCi, P} 
stored in the SUi’s memory via side-channelling. In addition, assume that the adversary Ã can correctly 
guess {SIDi, ϕ, GID}. Next, the attacker proceeds to verify the authenticity of the guessed values. To 
accomplish this, the adversary Ã derives Gpk = P.Gsk, ae = ad⊕ac, where ad = h (SIDi||GID||Gpk||ac)⊕Gpk 
and ac = ϕ.P. This is followed by the deployment of Query 1 as input to oracle h (SIDi), that is,  

SIDi ← Query 1 (h (SIDi)). 

Similarly, Query 1 is utilised as an input to oracle h (GID), as evidenced as follows: 

GID ← Query 1 (h (GID)). 

To retrieve Gsk, Query 2 is deployed as input to oracle Gpk as follows: 

Gsk.P ← Query 2 (Gpk). 

Thereafter, the adversary Ã derives h (SIDi
*), h (GID*), Gpk

* = P.Gsk
* and ae

* = ad
*⊕ac

*. The adversary 
then checks if Gpk

* = Gpk, returning a failure if this condition does not hold; otherwise, success is returned. 
Next, the adversary Ã determines if ae

* = ae, returning failure when this condition does not hold; otherwise, 
success is returned. Thereafter, the adversary Ã computes SIDi, ϕ and GID for SUi and MS.  

We denote the success probability as Pr (.). Therefore, the success probability that the adversary Ã has 
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in breaking the ECDH and h (.) is denoted as AM	[Ã	*+,-_/]. As such, the function of AM	[Ã	*+,-_/] is denoted 
as Succ =|AM	[Ã	*+,-_/= 1] − 1|. In addition, we represent the advantage function for AM	[Ã	*+,-_/] as AdvÃ 
(tr, qn) = max (Succ), where tr is the running time, and qn is a particular query n launched by the adversary 
Ã. Moreover, let μ be a small value, such that μ > 0. The proposed protocol is safe against threats posed 
by the adversary Ã on the condition that AdvÃ (tr, qn) ≤ μ. Suppose that the adversary Ã is interested in 
retrieving values protected by h (.) and ECDH, such as SIDi, GID and ϕ. However, accessing security 
tokens protected by ECDH and h (.) is mathematically infeasible. As such, the adversary Ã cannot extract 
{SIDi, GID, ϕ}. 
Lemma 2: Suppose that ECDH and h (.) are inputs to the random oracle. In addition, we assume that the 
adversary Ã has captured values {h(SIDi), ba, bc, T1, bd, h(MIDj), ca, cb, T3, cd} exchanged in messages 
autha and authb. However, the adversary Ã is still unable to derive session keys SKms = h (h(SIDi)||h(MIDj)|| 
h(GID)||Gpk||be||r2.P*||T1||T3||RCi

*||RCj) and SKsm = h (h(SIDi)||h(MIDj)||h(GID)||Gpk||be
*||r2.P||T1||T3||RCi

*||RCj
*). 

Proof: Suppose that the adversary Ã has captured messages autha = {h(SIDi), ba, bc, T1, bd} and authb = 
{h(MIDj), ca, cb, T3, cd}. In addition, we assume that the adversary Ã has access to security tokens such as 
SIDi, ϕ and GID. Thereafter, the adversary Ã proceeds to derive session keys SKms = h (h(SIDi)||h(MIDj)|| 
h(GID)||Gpk||be||r2.P*||T1||T3||RCi

*||RCj) and SKsm = h (h(SIDi)||h(MIDj)||h(GID)||Gpk||be
*||r2.P||T1||T3||RCi

*||RCj
*).  

To accomplish this, the adversary Ã calculates ba = h (h(SIDi)||h(GID)||Gpk||T1)⊕ae, bc = h (h(GID)||Gpk||T1||ae) 
⊕r2.P, bd = h (h(GID)|| r2.P||ae)⊕RCi, ca = h (ae||r2.P* ||Gpk||h(MIDj)||h(GID)||T3)⊕be, cb = h (be||Gpk||h(MIDj)|| 
T3)⊕r3 and cd = h (h(GID)||r3||be)⊕RCj. To retrieve SU identity SIDi, the adversary supplies Query 1 as 
input to oracle h (SIDi) as follows:  

SIDi ← Query 1 (h (SIDi)). 

Similarly, the unique identity of the MSj (MIDj) is obtained by supplying Query 1 as the input to oracle 
h (MIDj), as shown as follows: 

MIDj ← Query 1 (h (MIDj)). 

This is followed by the derivation of parameters ba
* = h (h(SIDi

*)||h(GID*)||Gpk
*||T1)⊕ae, bc

* = h (h(GID*)|| 
Gpk

*||T1
*||ae)⊕r2

*.P, bd
* = h (h(GID*)||r2

*.P||ae)⊕RCi, ca
* = h(ae||r2

*.P ||Gpk
*||h(MIDj

*)||h(GID*)||T3
*)⊕be, 

cb
* = h (be||Gpk

*||h(MIDj
*)||T3

*)⊕r3
* and cd

* = h (h(GID*)||r3
*||be)⊕RCj. Next, the adversary checks if ba

* 
= ba, bc

* = bc, bd
* = bd, ca

* = ca, cb
* = cb and cd

* = cd. On the condition that the outcomes of these verifications 
are negative, failure is returned. Otherwise, the adversary Ã successfully derives session key SKsm = SKms. 
Here, the success probability function of this derivation is denoted as Succ = |AM	[Ã	*+,-_/= 1] − 1|, 
whereas the advantage function is represented by AdvÃ (tp, qs) = max (Succ), where tp is the execution 
time, and qs is a specific query n initiated by the adversary Ã.  

Our protocol is robust against threats posed by the adversary Ã, provided that AdvÃ (tp, qs) ≤ μ for some 
small values μ >0. In our scheme, if the adversary Ã can retrieve security tokens protected with h (.) and 
ECDH, then the derivation of session key SKsm = SKms can be attempted. However, extracting values 
protected by h (.) and ECDH is computationally infeasible. In a nutshell, the adversarial derivation of 
SKsm and SKms is infeasible in our scheme due to the difficulties of solving the ECDH problem and 
reversing the collision-resistant h (.) function. 

 
4.2 Informal Security Analysis 

In this subsection, we show that the proposed protocol is sufficiently robust against the attacker 
capabilities in the CK model. As such, we state and proof the salient features supported by our scheme as 
detailed below. 

Our scheme offers location-aware verification: In wireless networks, adversaries can steal SUs from 
one location and deploy them elsewhere to commit illicit activities. To address this, our protocol preloads 
location data into SUs and servers {RCi, RCj}. We also specify a location threshold ∆R that dictates how 
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far the network entities can be shifted from their initial regions. During the authentication process, these 
location data are incorporated in the derived transient values. It is therefore infeasible for sensors and 
servers to be stolen from one region and deployed in other regions. 

Eavesdropping and impersonation attacks are mitigated: Suppose that the adversary Ã is interested 
in eavesdropping the public challenges and afterwards attempt to impersonate the SUi or MS. For this 
impersonation to succeed, the adversary Ã must construct valid messages autha = {h(SIDi), ba, bc, T1, bd} and 
authb = {h(MIDj), ca, cb, T3, cd}. Here, ba = h (h(SIDi)||h(GID)||Gpk||T1)⊕ae, ae = ad⊕ac, ad = h (SIDi||GID||Gpk||ac) 
⊕Gpk, ac = ϕ.P, bc = h (h(GID)||Gpk||T1||ae)⊕r2.P, ca = h (ae||r2.P* ||Gpk||h(MIDj)||h(GID)||T3)⊕be, cb = h 
(be||Gpk||h(MIDj)||T3)⊕r3 and cd = h (h(GID)||r3||be)⊕RCj. Evidently, the adversary Ã must have access to 
unique identities {MIDj, SIDi, GID}, random nonces {r2, r3} and TA’s private key ϕ, amongst other values. 
Given that these values are never exchanged in plain text over the public channels, the adversary Ã cannot 
obtain them. Therefore, these two attacks flop. 

Anonymity and untraceability are attained: In our protocol, all SUs are securely registered to the 
private BC network via the TA. Therefore, credentials such as {ab, h (IDTA)}, {SIDi, GID, Gpk, ae, RCi} 
and {MIDj, GID, Gpk, ae, RCj} are safely stored in the BC. During the authentication procedures, messages 
autha = {h(SIDi), ba, bc, T1, bd} and authb = {h(MIDj), ca, cb, T3, cd} are exchanged between MS and SUi. 
Although these messages incorporate unique identities {SIDi, MIDj}, they are protected by the collision-
resistant one-way hashing function. Given that reversing this hashing function is computationally 
infeasible, anonymity of these unique identities is preserved. Therefore, the adversary Ã cannot deploy 
these messages as vectors for tracking MS and SUi. 

The developed protocol prevents MitM and forgery attacks: Assume that the adversary Ã can 
generate valid timestamps T1 and T3. In addition, we assume that the adversary Ã has intercepted messages 
autha = {h(SIDi), ba, bc, T1, bd} and authb = {h(MIDj), ca, cb, T3, cd}. To deceive the unsuspecting receivers, 
the adversary tries to forge messages autha and authb. However, long-term secrets, such as {SIDi, MIDj, 
GID, ϕ}, and short-term values, such as {r2, r3}, are unavailable to the adversary Ã. Consequently, MitM 
and forgery attacks against our protocol flop. 

Privileged insider threats are mitigated: In many organisations, some entities have elevated privileges 
that can be misused to compromise the security of the communication system. This is mostly the case 
during the registration phase. To curb this threat, we deploy a private BC to register the network entities, 
such as SUs and MSs. Therefore, critical security tokens, such as {ab, h (IDTA)}, {SIDi, GID, Gpk, ae, RCi} 
and {MIDj, GID, Gpk, ae, RCj}, are forwarded to the BC ledger for storage. Given that this ledger is only 
accessible to properly authenticated entities, network compromise through privileged insiders is prevented. 

Physical, session hijacking and side-channelling attacks are prevented: Suppose that the adversary 
Ã has physically captured the SUi. Next, power analysis techniques are deployed to extract stored values 
{h (SIDi), h (GID), Gpk, ae, RCi, P}. This is followed by an attempt to construct a message autha = {h(SIDi), 
ba, bc, T1, bd}, which is forwarded from the SUi towards the MS in an effort to hijack the SU’s session. 
Given that the adversary does not have access to parameters ba, bc, T1 and bd, these attacks are effectively 
mitigated. 

Replay, desynchronization and DoS attacks are prevented: In our protocol, two messages are 
exchanged over the public communication channels. These messages include autha = {h(SIDi), ba, bc, T1, 
bd} and authb = {h(MIDj), ca, cb, T3, cd}. Here, ba = h (h(SIDi)||h(GID)||Gpk||T1)⊕ae, bc = h (h(GID)||Gpk|| 
T1||ae)⊕r2.P, bd = h (h(GID)|| r2.P||ae)⊕RCi, ca = h (ae||r2.P* ||Gpk||h(MIDj)||h(GID)||T3)⊕be, cb = h (be||Gpk|| 
h(MIDj)||T3)⊕r3 and cd = h (h(GID)||r3||be)⊕RCj. Evidently, these messages incorporate timestamps {T1, 
T3}, which are verified at the receiver’s end. This effectively curbs any attempts to replay old but valid 
messages that can overwhelm the network leading to DoS. In addition, these messages incorporate 
random nonces {r2, r3} and regional codes, such as RCj. Therefore, the adversary Ã cannot easily 
desynchronize the communication between the MS and the SUi. To address potential drift issues in real-
world deployments, the maximum permissible transmission delay ΔT needs to be practically determined 
for each network. This enables adjustments to be made to ΔT to account for the changing network 
conditions. 
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Offline guessing and ephemeral secret key leakage threats are mitigated: In the proposed scheme, 
the MS calculates the session key as SKms = h (h(SIDi)||h(MIDj)||h(GID)||Gpk||be||r2.P*||T1||T3||RCi

*||RCj), 
whereas the SUi computes this session key as SKsm = h (h(SIDi)||h(MIDj)||h(GID)||Gpk||be

*||r2.P||T1||T3||RCi
*||RCj

*). 
 Here, Gpk = P.Gsk, be = r3(r2.P*), RCi

* = h (h(GID)||r2.P*||ae
*)⊕bd, ae

* = h (h(SIDi)||h(GID)||Gpk||T1)⊕ba, 
ba = h (h(SIDi)||h(GID)||Gpk||T1)⊕ae, h (h(GID)||r2.P||ae)⊕RCi, ae = ad⊕ac, ad = h (SIDi||GID||Gpk||ac)⊕Gpk  
and ac = ϕ.P. These session keys are based on transient secrets {r2, r3} and long-term secrets {SIDi, MIDj, 
GID, RCi

*, RCj, ϕ, Gsk}. For this attack, we consider the following cases. 
- Scenario 1: Suppose that the adversary Ã has access to temporary values {r2, r3} and attempts to 

derive session keys SKms and SKsm. However, without long-term secrets {SIDi, MIDj, GID, 
RCi

*, RCj, ϕ, Gsk}, this derivation will flop. 
- Scenario 2: Assume that the adversary Ã has access to long-term secrets {SIDi, MIDj, GID, RCi

*, RCj, 
ϕ, Gsk} and now wants to derive session keys SKms and SKsm. However, this derivation 
requires short-term values {r2, r3}. Conversely, r2 is independently generated at the SUi, 
and r3 is autonomously generated at the MS. This presents some difficulties for the 
adversary Ã that might attempt to simultaneously and correctly guess these nonces.  

Perfect key secrecy: In our protocol, the MS derive the session keys as SKms = h (h(SIDi)||h(MIDj)|| 
h(GID)||Gpk||be||r2.P*||T1||T3||RCi

*||RCj), whereas the SUi computes its session key as SKsm = h (h(SIDi)|| 
h(MIDj)||h(GID)||Gpk||be

*||r2.P||T1||T3||RCi
*||RCj

*). Here, Gpk = P.Gsk, be = r3(r2.P*), RCi
* = h (h(GID)||r2.P*||ae

*) 
⊕bd, ae

* = h (h(SIDi)||h(GID)||Gpk||T1)⊕ba, bd = h (h(GID)|| r2.P||ae)⊕RCi, ba = h (h(SIDi)||h(GID)||Gpk||T1) 
⊕ae, RCj

*= h (h(GID)||r3
*||be

*)⊕cd and cd = h (h(GID)||r3||be)⊕RCj. Evidently, these session keys 
incorporate transient parameters, such as nonces {r2, r3} and timestamps {T1, T3}. r2 and T1 are generated 
at the SUi, whereas r3 and T3 are generated at the MS. Therefore, an attacker with current session keys 
SKms and SKsm is unable to use them to derive previous and subsequent session keys. The inability to 
simultaneously guess temporary values {r2, r3, T1, T3} by the adversary Ã implies that our protocol 
upholds perfect session key secrecy.  

Conditional privacy and non-repudiation: In our scheme, the TA chooses unique identities SIDi, 
MIDj and GID for the SUi, MS and GWN, respectively. The TA then registers these identities {SIDi, MIDj, 
GID} to the BC network. Therefore, the BC’s ledger contains history of all gateways, servers and sensors. 
Therefore, any misbehaving IoMT entity can be easily tracked by the TA and eliminated from the network. 

Implementation complexity and scalability: In the proposed protocol, the TA and BC are only 
involved during the registration process, which happens only once. To reduce implementation complexity 
and boost scalability, the TA and BC are never involved in the authentication and session key agreement 
procedures, which occur frequently. Instead, the SUi and MS mutually authenticate directly without the 
involvement of any third party, as shown in Fig. 3. As such, the increase in the number of sensors does 
not adversely increase the implementation complexity. Consequently, network scalability is supported. 
When patients experience some mobility from their original regional code, their verification is 
accomplished through the new regional code RCi

new. As such, the proposed scheme effectively supports 
patient mobility from one region to the other. 

 

5. Performance Evaluation 

Most of the authentication protocols in the IoMT have their performance evaluated in terms of 
supported functionalities, computation, energy and communication overheads. As such, we utilize these 
performance measures to evaluate our scheme. Thereafter, we compare the obtained values with those 
obtained in other related protocols. 

 
5.1 Computation Costs 

In this subsection, we derive the computation overheads incurred by our scheme during the authentication 
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and session key setup phase. We designate one-way hashing, ECC point multiplication, PUF, ECC point 
addition, bilinear pairing, symmetric encryption/decryption, fuzzy extraction and Chebyshev polynomial 
as Th, Tpm, Tpuf, Tpa, Tb, Te, Tf and TC, respectively. The proposed scheme is implemented in a machine 
with specifications listed in Table 2. 
 
Table 2. Implementation environment 

Feature Description 
Hardware  EliteBook 840 G5 Notebook 
Processor Intel Core i5-8350U 
Clock frequency 3.6 GHz 
RAM 16 GB 
Operating system Ubuntu 24.04.1 LTS 
Programming language Python 

 

In the implementation environment in Table 2, the execution for Th ≈ 0.012 ms, Tpm ≈ 2.18 ms, Tpuf ≈ 
0.13 ms, Tpa ≈ 0.625 ms, Tb ≈ 5.204 ms, Te ≈ 0.1403 ms, Tf ≈ 2.18 ms and TC ≈ 1.327 ms. During the 
authentication and session key agreement procedures, the SUi executes 7Th + Tpm operations, whereas the 
MS carries out 7Th + 2Tpm. As such, the cumulative computation cost of our protocol is 14Th + 3Tpm. Table 
3 presents the computation cost derivation for our scheme, as well as other related protocols. 
 
Table 3. Computation costs 

Scheme Derivation Total (ms) 
Wang et al. [32] 8Th + 4Tpm 8.816 
Ma et al. [33] 17Th + 6Tpm+ 3Tpa 15.159 
Servati and Safkhani [35] 18Th + 15Tpm+ 5Tpa 36.041 
Mo et al. [47] 27Th + 6TC 8.286 
Zhang et al. [51] 2Th + 3Tpm+ 2Tb 16.972 
Liu et al. [52] 38Th + 6Tpm 13.536 
Subramani et al. [57] 17Th + 6Tf + 4Tpuf 13.804 
Proposed 14Th + 3Tpm 6.708 

 

 

Fig. 5. Comparison of computation costs. 
 

As shown in Fig. 5, the scheme in [35] incurs the longest execution time of 36.041 ms. This is 
followed by the protocols in [51], [33], [57], [52], [32], and [47] with 16.972, 15.159, 13.804, 13.536, 
8.816, and 8.286 ms, respectively. 
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Moreover, Fig. 4 shows that our proposed scheme incurs the least computation cost of only 6.708 ms. 
Using the protocol in [47] as the benchmark, this represents a 19.04% reduction in computation overheads. 
 
5.2 Communication Costs 

To derive the communication overhead incurred by our scheme, we deploy the sizes of the two 
messages exchanged between the MS and SUi during the authentication and session key agreement phase. 
The messages are autha = {h(SIDi), ba, bc, T1, bd} and authb = {h(MIDj), ca, cb, T3, cd}. Here, we take 
unique identities, timestamp, pseudo-identities, random nonces and hashing output to be 64, 32, 128, 128 
and 160 bits, respectively. 

Therefore, authb = {160 + 160 + 160 + 32 + 160 = 672 bits}, and authb = {160 + 160 + 160 + 32 + 160 
= 672 bits}. As such, the cumulative communication overhead for our scheme is 1344 bits or 168 bytes. 
Table 4 presents the communication costs of our scheme together with the communication overheads of 
other related schemes. 
 
Table 4. Communication costs 

Scheme Number of messages Total (bits) 
Wang et al. [32] 3 1472 
Ma et al. [33] 4 9632 
Servati and Safkhani [35] 4 3456 
Mo et al. [47] 4 1952 
Zhang et al. [51] 2 2816 
Liu et al. [52] 4 2858 
Subramani et al. [57] 6 3168 
Proposed 2 1344 

 

 

Fig. 6. Comparison of communication costs. 
 

Fig. 6 shows that the protocol in [33] requires the highest communication overhead of 9632 bits. This 
is followed by the schemes in [35], [57], [52], [51], [47], and [32], with communication costs of 3456, 
3168, 2858, 2816, 1952, and 1472 bits, respectively 

As shown in Fig. 5, the proposed protocol incurs the least communication overhead of only 1344 bits. 
Using the communication overhead in [32] as the basis, our scheme results in an 8.7% reduction in 
communication costs. 
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5.3 Energy Costs 

The energy consumed during the authentication and session key setup is another critical metric for 
assessing the efficiency of security protocols. Considering the maximum power of the central processing 
unit as ρ and τ as the cumulative protocol execution time, the energy consumption E is given by E = ρ × 
τ. According to [60], ρ = 10.88 W; hence, the energy consumption of our protocol is 72.983 mJ. Table 5 
presents the energy consumption of our scheme, together with the energy consumption of other related 
protocols. 
 
Table 5. Energy consumption 

Scheme Energy (mJ) 
Wang et al. [32] 95.918 
Ma et al. [33] 164.930 
Servati and Safkhani [35] 392.126 
Mo et al. [47] 90.152 
Zhang et al. [51] 184.655 
Liu et al. [52] 147.272 
Subramani et al. [57] 150.188 
Proposed 72.983 

 

 

Fig. 7. Comparison of energy costs. 
 

Fig. 7 shows that the protocol developed by [35] requires the highest amount of energy (392.126 mJ) 
during the authentication and key setup phase. This is followed by the schemes in [51], [33], [57], [52], 
[32], and [47] with 184.655, 164.930, 150.188, 147.272, 95.918, and 90.152 mJ, respectively. 
Conversely, the proposed scheme consumes only 72.983 mJ of energy, which is the lowest. Using the 
scheme in [47] as the benchmark, our scheme results in a 19.04% reduction in energy consumption. 

 
5.4 Supported Functionalities 

The proposed scheme offers salient security features that are critical for the protection of messages 
exchanged between the biosensors and the hospital MSs. In addition, it resists numerous attacks that are 
typical in IoMT environment. We then compare these supported features with the ones supported by other 
related schemes. 

As shown in Table 6, the schemes in [32], [33], [35], [47], [51], [52], [57], and the proposed protocol 
support 9, 9, 13, 12, 8, 11, 12, and 22 security features, respectively. Therefore, the scheme in [5] is the 
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most insecure, whereas the proposed scheme is the most secure. Considering the scheme in [51] as the 
benchmark, our protocol improves the security level by 69.23%. Particularly, the proposed protocol 
provides conditional privacy and location-aware verification, which the rest of the schemes fail to 
support. In addition, it mitigates session hijacking and side-channelling, which are ignored in other 
protocols. Moreover, it prevents against non-repudiation and eavesdropping, which other schemes fail to 
mitigate, apart from the protocol in [32]. Given that majority of the smart devices in the IoMT are 
resource-limited, our scheme provides the required levels of security in the most efficient way. It is 
therefore the most ideal for deployment in this particular environment. 
 
Table 6. Functionalities and security features 

 
Ma et al. 

[33] 
Wang et al. 

[32] 
Liu et al. 

[52] 

Servati and 
Safkhani 

[35] 

Subramani 
et al. [57] 

Mo et al. 
[47] 

Zhang et al. 
[51] 

Proposed 

Security functionalities         
Authentication  √ √ √ √ √ √ √ √ 
Session key agreement √ √ √ √ √ √ × √ 
Perfect key secrecy √ × √ √ √ √ × √ 
Untraceability √ × √ × √ × √ √ 
Anonymity √ × √ √ √ √ √ √ 
Formal verification √ × √ √ √ √ √ √ 
Location-aware verification × × × × × × × √ 
Conditional privacy × × × × × × × √ 
Non-repudiation × √ × × × × × √ 

Robust against:         
ESL √ × × √ √ × × √ 
Eavesdropping × √ × × × × × √ 
Impersonation √ √ √ √ × √ √ √ 
MitM × √ √ √ × √ × √ 
Forgery × √ × × √ × √ √ 
Privileged insider × × × √ × √ × √ 
Physical threats √ × √ √ √ √ √ √ 
Session hijacking   × × × × × × × √ 
Side-channelling × × × × × × × √ 
Replays × √ √ √ √ √ √ √ 
Desynchronization  × × × × √ √ × √ 
DoS × √ × √ √ √ × √ 
Offline guessing × × √ √ × × × √ 

√ = supported; × = missing or not considered. 
 

5.5 BC Implementation 

In this section, we use Hyperledger Fabric to implement the BC-based registration. Here, the TA creates 
block Blkj based on transactions {BCa, Rb}. As such, Blkj comprises numerous transactions encrypted 
using the TA’s public key ac. Using the Elliptic Curve Digital Signature Algorithm, the signature on Blkj 
is generated by the TA. The structure of Blkj is shown in Fig. 8, whose header is composed of the block 
version (VB), previous block hash (Hpb), Merkel tree root (RMt), timestamp (St), block creator (IDTA) and 
signer’s public key (ac). Conversely, the block payload consists of encrypted transactions {%0#(BCa, Rb)}, 
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current block hash (Hcb) and signature on Hcb (Hsig). Basically, Hsig = %RST!. T?U1(Hcb), where is the 
private key belonging to the TA. 

 
 Header  
 Block version "$  
 Previous blockchain #%&  
 Merkel tree root $'(  
 Timestamp %(  
 Block creator &')*  
 Public key of singer (+  
 Payload  
 List of enciphered transactions {*,!(,-,, $&)}  
 Current block hash #+&  
 Signature on !!" #-./  

Fig. 8. Blkj structure. 
 

 1. TL generates current timestamp Tc for each TF  
2. Derive ρ = *,!(Rvt, Tc) 
3. Forward ma = {Blkj,	2} to all 30", (k = 1, 2, …∀1≠ TL) 
4. For each 30" do: 
5.    Receiving ma from TL at timestamp Tc

* 
6.    Calculate (Rvt

*, Tc) = '2(ρ) 
7.    If {Tc, RMt, Hcb, Hsig } are valid then: 
8.      Derive γ = *,!(Rvt

*, Rvr, Svs) 
9.       Forward γ to TL 
10.     End if 
11. End for 
12. Set Cv ← 0 
13. For each received γ from TF do: 
14.      Calculate (Rvt

*, Rvr, Svs) = '2(γ) 
15.      If {Rvt

* = Rvt} and {Rvr , Svs}are legitimate then: 
16.           Cv = Cv + 1 
17.    End if 
18. End for 
19. If Cv > 2(Nf) then: 
20.     Forward Rc to all TF 
21.     Upload Blkj to BC 
22. End if 

 

Fig. 9. Block validation and uploading to the BC. 
 

To validate and add blocks in the BC, we deploy the practical Byzantine fault tolerance (PBFT) due to 
its resilience to Byzantine faults and its ability to build a consensus in the face of malicious nodes or 
unexpected failure of some nodes. This process starts by deploying the leader selection algorithm to 
choose a leader TL in the peer-to-peer network of q TAs. Afterwards, Blkj is forwarded to TL for consensus 
building, which will facilitate the validation and uploading of Blkj to the BC. The pseudocode for the 
block validation and uploading to the BC is shown in Fig. 9. Here, we denote BC, follower TA, voting 
request, voting response, Blkj verification status, vote counter, number of faulty TA nodes and commit 
response as BC, TF, Rvt, Rvr, Svs, Cv, Nf and Rc, respectively. We then evaluate the latency, storage and 
energy costs associated with the BC-based registration process. 

Energy usage is a crucial performance measure for BC networks. As such, we investigate the effect of 
the number of mined blocks on energy usage, as shown in Fig. 10. Based on the obtained output, energy 
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consumption linearly increases with the number of mined blocks. In BC networks, energy is consumed 
during block verification and addition to the chain. 

 

 

Fig. 10. Energy usage. 
 
As such, the higher the number of mined blocks, the higher the energy required to validate and add 

blocks to the chain. To determine latency, we measure the difference between block submission and 
confirmation time. Therefore, this latency also includes propagation time, as well as time taken to build 
a consensus. We also measure the minimum, maximum and average latency against the number of nodes 
and blocks. 

The obtained results are presented in Fig. 11. Evidently, the number of nodes increases with the 
measured latency. The reason is that transactions or blocks have to take a long propagation time to reach 
all the network nodes. In addition, consensus building takes a long time as the number of nodes increases. 

To investigate the effect of the number of nodes on storage overheads, we increment the number of 
nodes in steps of 10 up from the initial value of 10 to a maximum of 100, as shown in Fig. 12. The results 
show that the number of nodes increases with the storage overheads. 

 

 

Fig. 11. Latency for varying number of nodes. 
 
This is justified by the replication of data across all nodes, where each network node is required to store 

an entire copy of the BC. This is significant because it helps mitigate single point of failure, preserve fault 
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tolerance and achieve high availability. The replicated copy on each node also helps these nodes to 
independently validate the transactions in blocks. 

This verification enables the nodes to participate in consensus mechanisms, such as PBFT. Therefore, 
a high number of nodes within the BC network implies increased levels of data replication. This 
effectively translates to higher storage requirements to store the replicated BC data. 

 

 

Fig. 12. Storage overheads variations. 
 

6. Conclusion 

The IoMT has contributed to the enhanced quality of healthcare, patient experience, decongestion of 
hospitals and reductions in healthcare costs. However, security and privacy challenges are serious issues 
that can have catastrophic repercussions in this environment. Any successful network infiltration by 
malicious entities can lead to leakage of patient sensitive data, modification of transmitted data and DoS. 
All these attacker capabilities can lead to serious outcomes, including loss of patient life due to delayed 
or wrong medical interventions. Although many security schemes have been developed recently, these 
approaches often have security vulnerabilities or are inefficient for the small, resource-constrained 
biosensors. In this paper, an efficient authentication scheme is developed. It is shown to resist numerous 
cyber threats such as eavesdropping, session hijacking, impersonation and desynchronization. Its 
execution, energy and communication overheads are the lowest amongst its peers. Therefore, the 
proposed scheme is not only robust but also the most efficient, making it ideal for implementation in 
resource-limited IoMT biosensors. In our scheme, we deploy timestamps to mitigate replay threats. 
However, if the maximum transmission delay is large enough, adversaries can have enough time to 
modify and forward the intercepted messages. Future work lies in the practical estimation of this 
maximum transmission latency to ensure that it is optimal. In addition, the proposed scheme needs to be 
implemented on an actual IoMT environment to assess its performance in resource-constrained devices, 
and its sensor constraints need to be emulated in platforms like Raspberry Pi or Arduino to strengthen its 
practicality. 
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