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RECOMMENDATION OF THE SUPERVISOR

We all experience a boom in the development of technology. This dynamic development,
however, also results a certain lag in the response of legislation and jurisprudence. As modern
technology aims to make life comfortable and safe in some aspect, it also gives birth to new
challenges and dangers that force lawmakers and the judiciary to establish safeguards that
attempt to minimize the negative effects of the application of such technologies. Data protection
issues and privacy concerns are among the top fundamental rights concerns in the application
of new surveillance tools (e.g. drones), artificial intelligence, machine learning, internet of
things (IoT) and other modern technologies. While the phenomenon has been with us for over
two decades now, lawmakers failed to decide on what approach they should follow when
designing laws and attitudes for the new technologies. Sporadic, sector specific and neutral
legislation can all be experienced depending on the jurisdiction analyzed, however, there has

been no perfect approach emerged yet that may serve as a beacon for all countries in the world.

The author’s work provides for an attempt to gather the various approaches academics and
lawmakers have on the topic, to systemize them and to criticize them, all in the light of
proposing a way forward. The author took a somewhat subjective approach when deciding on
the jurisdictions dragged into the pool of comparison. The choice can be justified by several
considerations: history of regulation, amount of cases courts had a chance to deal with, model
laws in place, potential to be pioneers and others. The European Union obviously has a central
point in the dissertation, while the U.S., China, Italy, the UK and even Hungary often

contributes to the analysis on their unique approaches.

The thesis also subjectively selects from the modern technologies it aims to scrutinize,
focusing mostly on the use of drones and the privacy issues the application of these instruments
invoke. While privacy concerns in the application of modern technologies can certainly be
relevant to several areas of jurisprudence (e.g. criminal law, constitutional law, public
administration law, tort law), the author aims to follow a mostly private law oriented approach
when giving us a blueprint of his research through the lines of the dissertation. Tort law has a
special role in the thesis as the last chapter is dedicated entirely to this important column of the
law. As privacy torts reflect the concerns of the society with regard to the application of drones
and other modern technologies, this decision of the author can easily be understood. It is not

always easy to maneuver in the maze of all the various legal domains when approaching the



problems the use of modern technologies induce for the lawmaker and for the courts, the
candidate could deliver a narrative that merges most areas while still maintaining the private
law element focusing on the individual person’s privacy rather than on some more general

approaches.

The author built his work on an impressive array of works and referred to them properly
assisting the reader to identify which idea or statement is coming from somebody else’s
perspective and which one is his own proposal or criticism. I believe the thesis is an interesting
contribution to the otherwise lively and active academic discussion on the use of modern

technologies in the context of privacy issues.

Debrecen, 17" August 2023

Dr. Tamas Fézer, PhD
professor of law

supervisor
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Introduction:

The aims and scope of the dissertation:

The primary aim of my dissertation, among the numerous exploring challenges and
encounters posed by novel technologies, is to address the question of what it all really
means for individual privacy. Extensive changes presented by novel technologies to the
way we contact and communicate with each other, with groups, communities and
organizations and with the world in general are currently being ushered in, and some of
these have fairly noteworthy implications/consequences for and long term effects on
personal privacy and the concept(s) in connection with novel technologies and their
regulation(s). While it sounds true that cultures keep changing, | propose there are parts of
the present culture that we should target to preserve or, at least, maintain a level of control.
Personal privacy is one of these significant particles of our culture, including all nations
with different preferences while defining privacy. Even if there might be an urge for
standardization and harmonization, as key concepts/principles, mostly in the European
Union, and around world. The right to privacy is such a basic, universal expectation, or
sometimes, a hope that it is seldom as obviously articulated as it is sensed, and rarely more
keenly felt than when it is in danger. But how can we protect it in the face of major
changes to our ways and means of communication? How can we have the benefits that the
technology has to offer without at the same time sacrificing autonomy, anonymity, and our
choice(s) over who is allowed to know us and what we are doing, or what my intention
are? Privacy in the context of novel technologies is very much about how we define
privacy or how a (legal) culture defines it and how we define our expectation of privacy in
interactions with others through complex, intricate electronic systems and connections. A
conscious effort is vital to safeguard and guarantee that we do not accept gradually and
unintentionally a deletion of our rights to privacy. Scholars often feel the need to assess the
privacy implications of using new technologies by inquiring: What does novel technology
mean for the individual and his or her well-being? Does it diminish or support individual
autonomy, choice, sense of security, trust? What information does it generate about

individuals and how it is applied and controlled? What controls exist to protect the



reliability of the transaction? In an ideal world, this assessment should take place before
the event; if not there is a chance that any intrusions on privacy will slow the pace and
extent to which the new service or novel technology will be included or incorporated (or
even welcomed) by the very public/audience targeted they are created and designed for.
Whatever the case may be, the assessment should not take place only once, but be an
ongoing (re)evaluation of the impact on our private lives. The urgent need to protect our
privacy, particularly in the light of the reception of new technologies, is one of the reasons
why many governments have recently proposed to extend privacy protections to the private
sector. Opinion polls demonstrate that the public is progressively concerned about the
effect of contemporary novel technology on privacy. Lots of scholars and people
interviewed about it say that privacy is a very significant social issue, and the way that
commercial organisations handle personal seems one of the sources of discontent
information. Moreover, the reasons for the ever-growing concern can be connected to the
unstoppable progresses and expansion in information technology. Against this milieu
should consider the effects on (personal) privacy of novel (and rapidly changing)
technologies and the way they have been applied to the services we receive as parts of our

everyday life.

It often seems that overwhelmed by novelty, the law/regulation, as it is often
claimed, cannot keep up with novel/innovative technology. The novel forms of digital
technologies and their ability to interconnect have only reinforced the legitimacy of re-

examining the relation between privacy, regulation and novel technologies.

All through my dissertation, | intend to highlight that one of the possible sources of
confusion created by idea that, for instance, regulation can be observed as a lone sort of
law or scheme designed with the sole purpose: regulating the regulated. As Jonathan B.
Wiener sensibly assumestes that regulation is seen as if it derives in one type and has a
solitary effect on technology, though, realisticly, the diversity of the types of technologies

can be observed!. His comment, seventeen years later, turns out to be as solid as it was

WIENER, Jonathan B.:The regulation of technology, and the technology of regulation. Technology in
Society, Vol. 26, Iss. 2-3, 2004, 483-500. (Doi: https://doi.org/10.1016/j.techsoc.2004.01.033) See:
https://scholarship.law.duke.edu/cgi/viewcontent.cgi?article=1960&context=faculty_scholarship[accessed 17
Aug 2020]Also: BUNCH, Bryan H. — HELLEMANS, Alexander: The History of Science and Technology: A
Browser's Guide to the Great Discoveries, Inventions, and the People Who Made Them from the Dawn of
Time to Today. Houghton Mifflin Harcourt,Boston, 2004.orMcCLELLAN, James E. — DORN, Harold: Science
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then, and with the unstoppable march of high-tech, it shakes the foundation of legal
institutions/concepts and their protection, such as privacy.

The main points of my dissertation circulate around the following questions:

1. Is there a need for modification in the context of personality protection, which may

be justified by the diverse nature of individual technologies?

The need for modification in the context of personality protection arises from the
rapid advancements and diverse nature of technology in today's world. As new
technologies emerge and evolve, they often bring novel challenges and risks to the

protection of individuals' personalities and personal information.

2. Taking into account that typically administrative law is the first to respond to new
technologies, the question arises as to what legislative attitudes can be inferred for

civil courts?

The legislative attitudes primarily characterize the response to new technologies in
the field of administrative law. However, this approach can also serve as inspiration for
civil courts. The civil courts, dealing with civil law matters, can also recognize the
possibilities and impacts of new technologies in their legal system. New technologies such
as automated systems, artificial intelligence, or block chain solutions can be advantageous
in various areas for the functioning of courts and the efficiency of legal proceedings.
Learning from legislative attitudes can help civil courts become acquainted with and
understand these new technological developments, and their application can accelerate,

simplify, or enhance legal procedures.

3. What regulatory trends of novel technologies have emerged in response to the

growing issues of privacy protection?

In response to the increasing personality protection issues, several technological regulatory
trends emerged between 2017 Ond 2021.1t is essential to note that technological regulatory
trends are continuously developing/evolving, and novel challenges and issues/concerns in

data privacy and personal protection seem to have emerged. Some measures have been

and Technology in World History. Johns Hopkins University Press, Baltimore, 2006. Available:
https://books.google.hu/books?id=YngLfVRI3ZAKC&printsec=frontcover&hl=hu&source=gbs_ge summary
r&cad=0#v=onepage&q&f=false [accessed 23 Jul 2020]
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taken by governments, organizations, and tech companies to safeguard the rights and safety
of users.These trends indicate that data privacy and personal protection are becoming
increasingly crucial in the digital world, and efforts are continuously being made to
improve user rights and safety alongside technological progresses. However, it seems
necessary to keep track of the evolving regulatory and technological developments and
“novelties” in this field, as the landscape continues to evolve, alter and adjusted in order to

satisfy the needs of all “players” connected.

Conceptual and Theoretical Framework and the subject matter
of analysis

The spreading and application of novel technologies is often go together with
uncertainties or obscurities as to their long-term non-anticipated or non-welcomed effects,
regarding virtually every field of existence, comprising, for example, guidelines/directives
regulatory systems/, privacy protection and so on. Novel technologies carry queries (and
many issues) on the limits/constrains of the regulation like the fine contour between
destructive and affirmative as well as progressive outcomes is frequently problematic to
draw, and even to discovery. With the comparative analyses of the regulatory models
aimed to regulate novel, evolving, progressive and revolutionary “machineries”, such as
drones, Als and biometric systems, | intoned to point out some major loopholes and short-
comings that might be avoided by the development of the progressive attitude by the
regulators, on one hand, and the cooperative attitude by developers of novel techs on the
other. In order to prevent the influx of privacy concerns, | propose that the need to regulate
and to adjust regulations again and again should be questioned. Though the method how to
achieve it could be and will be different, caused by diverse norms combined with cultural
disparity between countries may show alterations in the ratification, comprehension and

enforcement, let alone compliance, too.

It seems vital to point out that the difficulties presented by the clash of interest
between novel technologies and regulations appears to lead to even more privacy concerns,
due to the fact that a great number of the public appear to suffer from the Flawed
LawSyndrome: the drive to call law or regulation obsolete or faulty (severed) and the urge

to solve the nuisances by concentrating on the law, rather than applying other possibilities
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to fix the assumed gaps (Legal Solutionism)?. Still, I may advise to pay more attention to a

revisionist method in order to revitalize and try out newer methods as, for instance, self-

regulations.

Legal normative questions through a multidisciplinary approach:

Researching the theoretical and practical correlations of legal normative questions

through a multidisciplinary approach offers several advantages:

1.

Multifaceted approach: Multidisciplinary research can allows experts from various
fields and sectors such as law, economics, sociology, political science, or
psychology to collaborate and jointly examine legal issues. This amalgamation of
different aspects and viewpoints can lead to a richer and more comprehensive
understanding, especially when issues and concerns seem to progress faster than

solutions.

Deep comprehension: Dialogue and collaboration among researchers with diverse
backgrounds may assist to reveal, even expose hidden interaction/associations and
causal connections that can otherwise remain elusive. As a result, a greater variety
of insights into the societal, economic, and psychological factors underlying legal

norms can be achieved as a sort of progressive outcome.

Informed decision-making: The multidisciplinary approach allows researchers and
decision-makers to achieve and enhanced grasp on the consequences and impacts
of legal norms on society and various stakeholders. This appears to contribute to

making more informed decisions and more effective legislative processes.

Novel solutions and innovations: The combination of knowledge and
methodologies from different disciplines can yield novel solutions and innovations
for addressing legal issues. These innovative approaches/methods can improve;

even boost the efficiency and fairness of the legal system.

Understanding  societal challenges: Legal normative questions often

intertwine/overlap with societal challenges such as environmental protection,

2l EENES, Ronald: Regulating New Technologies in Times of Change. In: REINS, Leonie (Ed.): Regulating
New Technologies in Uncertain Times. Springer, The Hague, 2019, 5-6.(Doi: https://doi.org/10.1007/978-94-
6265-279-8_1)
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privacy protection, human rights, or technological advancements/regulation.
Multidisciplinary research can assist to comprehend these challenges/issues and

identify legal solutions that best fit the social and environmental contexts and so on.

6. Enhanced communication: Improved communication among researchers with
varied and different backgrounds can facilitate better understanding of legal norms
and related issues for a wider audience. Consequently, communication between the

legal system and the affected individuals can also improve.

In conclusion, a multidisciplinary approach to researching legal normative
questions fosters collaboration and knowledge sharing across various disciplines, leading

to a more profound understanding and more effective solutions for the legal system.

Comparison of European Union Legislation and Anglo-Saxon Legislation in the Light
of Technology Regulation:

European Union (EU) legislation and Anglo-Saxon legislation represent different

legal systems, with distinct approaches to technology regulation.

1. Sources of Law and Legislation: In the European Union, legislation primarily originates
from secondary legal sources, such as regulations and directives, as well as from national
laws of member states. EU institutions, such as the European Parliament and the European
Commission, collectively create laws that apply to EU member states.In the Anglo-Saxon
legal system, the fundamental source of law is precedent (case law), which is based on
previous court decisions. The United Kingdom, for example, includes the English common

law, where court decisions play a significant role, and there is no constitutional court.

2. Technology Regulation: In recent years, the EU has increasingly focused on technology
regulation, especially concerning data protection and digital taxation. A prominent
example of this is the General Data Protection Regulation (GDPR), which establishes
uniform data protection rules across the European Union.The Anglo-Saxon legal system
traditionally adopts a more flexible approach to technology regulation, for the most part
owing to its precedent-based nature. In the United Kingdom, rules regarding data
protection are determined at the national level, though there is no doubt about the fact that

GDPR has also greatly influenced the implementation/execution of stricter regulations.
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3. Social and Cultural Factors: The EU comprises a wide range of diverse (seemingly
vastly different) cultural and legal backgrounds, resulting in a diversity of legislative
approaches. It can be stated that one of the main goals of the European Union is to
harmonize (or at least, to attempt to harmonize) the various legal systems among member
states, which might pose a considerable amount of challenges and necessitate adaptation in
technology regulation.The Anglo-Saxon legal system relies on the principle of precedent,
allowing courts to actively shape and develop the law while adapting to new technological
challenges. Thus, it looks that the English legal system encourages/supports innovation and

a willingness to evolve the law for the sake of going forward.

To conclude, one can say that the differences between EU and Anglo-Saxon legal
systems in technology regulation come from the sources of legislation and the cultural and
legal contexts. Both systems have their advantages and disadvantages, and both strive to
adapt to the rapidly changing technological landscape.  Technological
advancements/progresses continue to present challenge/issues/concerns to the regulatory

authorities of both legal systems.

Comparative overview of the technology regulatory models (in the European Union
(EV), the United States (USA), and the United Kingdom (UK))

1. The technology regulatory model in the European Union (EU): The EU is well-known
for its strict data protection regulations, which were established by introducing the General
Data Protection Regulation (GDPR) in May 2018. This (relatively) new regulation
implemented unified data protection rules within the EU, guaranteeing fundamental rights
for citizens regarding data/privacy protection. In addition, the EU has developed regulatory
directives that govern electronic communications and consider the rapid

advancement/progress of technology.

2. The technology regulatory model in the United States (USA): In the USA, technology
regulation can differ significantly within different states. Data protection and regulation of
technology services are more fragmented, lacking a single comprehensive data protection
law like the EU's GDPR, although recently a measurable interest has been directed to
GDPR from the USA, supposedly because of its relatively successful existence.. However,
there are federal laws, such as the Consumer Privacy Act, that provide some level of

protection concerning data collection and consumer data handling.
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3. The technology regulatory model in the United Kingdom (UK): In 2020, the United
Kingdom left the European Union (Brexit), and as a result, the data protection provisions
outlined in the GDPR no longer automatically can be applied to the country. Nonetheless,
the UK has established its own data protection laws, such as the Data Protection Act of

2018, which offer data privacy protection similar to the GDPR.

During the comparison, it is important to note that technology regulation and data
protection laws in all three regions are subject to continuous changes, and further
developments may occur over time. Given the rapid advancement of technology and
increasing demands for data privacy, it is expected that there will be additional

modifications and enhancements to the regulatory models in the future.

"Consumer privacy issues are a "red herring”: You already have zero privacy - get over it" Scott McNealy?

Chapter 1 Privacy and technology in an international
context: highlights and definitions*

Privacy is valued, mostly in cultures where individualism is crucial because
personsneed to have power overthe access to their body and to information about their
ownalternatives, and, of course, privacy can support a vast variety of productss. In
addition, it is able to protect intimacy among friends/relatives and coworkers and build
trusting relations of tolerance among acquaintances, and uphold dignity, since it can be
uncomfortable to unveil secret or hasty thoughts or opinions, or to expose one’s naked
body or other private spaces. Privacy can contribute to our individuality, self-worth, and
autonomy as well; and can protect us from several emotional or psychological harms
connected to unwanted publicity. However, one should not fail to remember that privacy

can also upholdnoteworthy political and legal “merchandises”, as well as property rights,

3 CEO of Sun Microsystems,Scott McNealy, told a group of reporters and analysts Monday night at an event
to launch his company's new Jini technology. (January 1999) It seems crucial to remember that Sun
Microsystems is a member of the Online Privacy Alliance, an industry coalition that seeks to head off
government regulation of online consumer privacy in favor of an industry self-regulation approach.

Available: https://www.wired.com/1999/01/sun-on-privacy-get-over-it/ [accessed 30 Sep 2020]

“This chapter of my dissertation is based on: SIMO, Ferenc Zoltan. Privacy in Context: Info-tech based
society and the revolutionary effects ofdrones/phones/biometricsJURA 25: 2 pp. 458-469. , 12 p. (2019)
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fraud prevention, and non-discrimination. However, one should not forget to remember the
darker side, too, since privacy can be disvalued as well. Privacy is therefore, as A. E. Cudd
and M. C. Navin states too, not an absolute good. Instead, if we propose to unveil the
circumstances in which privacy is satisfactorily valuable to justify the protection of privacy
rights, one shouldinitiate philosophical and legal exploration into the realms of privacy, the
content of privacy, and the goods and harms that privacy protection could cause. Székely
Ivan argues that ,behind the anomalies currently besetting the notion of privacy —
anomalies that arise from different cultural, political and social milieus both at the group
and at the individual level — there lies a common conceptual element: individuals and small
communities carry an increasing weight vis-"a-vis the external world”®. In addition, he
presumes that the notion of freedom of information exposescomparableinconsistencies
even if one examines it from diversestandpoints, such as, geographical, cultural or
political, or studies it in the context of history®. The virtual/technological period has
brought novel issues and threats related to privacy (and its protection), as innovative
technologies bring about newspecies and extents of the intrusion/invasion of privacy. The
innovations associatedwith PCs and smart technologies have picked up the pace of
statistical studies, while the Internet and the 10T have extremely rushed communication,

sharing and compilation of information’.

While the idea of “privacy’ is often respected and honoured,® one may accept the
fact that “modern” obsessions and considerations with privacy are fundamentally rooted in

the twentieth century, predominantly the years following the Second World War, which

SSZEKELY Ivan:Freedom of Information versus Privacy: Friends or Foes? In: GUTWIRTH, Serge — POULLET,
Yves — DE HERT, Paul — DE TERWANGNE, Cécile — NouwT, Sjaak (Eds.): Reinventing Data Protection?
Springer, Dordrecht, London, 2009, 293.

6 As it can be seen in:SZEKELY Ivan: Central and Eastern Europe: Starting from Scratch. In: FLORINI, Ann
(Ed.): The Right to Know: Transparency for an Open World. Columbia University Press, New York, 2007.

"Cupb, Ann E. — NAVIN, Mark C. (Ed.): Core Concepts and Contemporary Issues in Privacy. Springer
International Publishing, (AMINTAPHIL: The Philosophical Foundations of Law and Justice 8), 2018.
https://doi.org/10.1007/978-3-319-74639-5_1 [accessed 9 Jan 2019]

8 The word itself has a long history, authorities cited for the word ‘Privacy’ in the Oxford English Dictionary
Online(Oxford University Press, Oxford, 1989-2005) dates back to the early seventeenth century and before.
Also, Gale Encyclopaedia of American Law defines it as follows: “In constitutional law, privacy is the right
of people to make personal decisions regarding intimate matters; under the common law, it is the right of
people to lead their lives in a manner that is reasonably secluded from public scrutiny, whether such scrutiny
comes from a neighbor’s prying eyes, an investigator’s eavesdropping ears, or a news photographer’s
intrusive camera; and in statutory law, it is the right of people to be free from unwarranted drug testing and
electronic surveillance”.BATTEN, Donna (Ed.): Gale Encyclopaedia of American Law. Gale Cengage
Learning, New York, 2010, 176.
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might not be a shocking surprise due to the terror of the WW2. Though the clear-cut
reasons may be different and change over time, one may not fail to see the connections
between the terrifying events of the War and the rise of the rise of the modern
understanding of privacy. As any European civilian lawyer will confirm, the European
Convention on Human Rights,® with its important provision for security of private life
alongside its protection of freedom of expression,'® was a direct response to the numerous
and wide-ranging intrusions on personal integrity that happened during the war years.
Though the War years are over, at least in Europe, but not forgotten, and in Europe it still
represents as a kind of fortification against organized authority, and expressively not only
one limited to the authority of the state.!! Austin Sarat argues that we live in an age of new
modalities of social interaction as well as new reproductive technologies and the revolution
of biotechnology. Each of these things appears to foreshadow a world without privacy, or,
at least, a world in which the meaning of privacy is radically transformedboth as a legal
idea and as a lived reality.!? Before going into the abyss of the multifaceted and
complicated task of defining privacy, one must understand why the topic is significant or
crucial and why privacy law is one of the most exciting developing fields of legal study.
Thus, my intention is far from clarifying and entangling its complexity, my attempt is to
shed a light on the burdensome “channels of communication” among the triad of privacy,
(novel) technology and regulation. While legally defining privacy and certain rights
relating to personalityin connection with the applied terms of personality, Laszlo S6lyom
emphasises the fact even if one analyses terms such as autonomy, dignity and so on, one
must not forget that it is only worth examining them in a socio-historical context, which
defines and foreshadows the ever-changing nature of the term*3. He goes on to observe that
any analysis of the formerly mentioned topic should be based on and related to in the
particular era in which one intends to analyse it. Others, like Ivan Székely focuses on the
complexity of the term, and he argues that there are different manifestations of privacy,

thus it could be seen as a social trend, or as a worth, or as a right, in print or unrecorded, or

® Opened for signature 4 November 1950, 213 UNTS 221 (entered into force 3 June 1952).
O1bid. Article 8 and Article 10 respectively.

1KENYON, Andrew T. — RICHARDSON, Megan (Eds.): New dimensions in privacy law: international and
comparative perspective. Cambridge University Press, New York, 2006.

2ZAUSTIN, Sarat: Whither privacy: an introduction. In: A world without privacy: what law can and should
do? Cambridge University Press, New York, 2015.

BSOLYOM Lasz16: 4 személyiségi jogok elmélete. Kozgazdasagi ég Jogi Kiado, Budapest, 1983, 14.
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as a opinionated aim, or even as a profitableproduct or service.'* One of the bravest moves
done by Szabé Maté Daniel can nicely demonstrate how complex it is to define privacy as
a term. To emphasise this fact, he calls his study only an “attempt”. He calls our attention
to the fact that even the effort to translate the word privacy with its full spectrum of
meaning and content is doomed to failure or it narrows down the concept unnecessarily.
But he assumes that privacy should be defined even if it clearly poses difficulties and it can
be dangerous as well*. According to John T Soma, we should turn to Professor Roger
Clarke, a pioneer in the field of privacy and IT, who describes individual privacy as
consisting of four dimensions: the psychological, the sociological, the economic, and the
political. Psychologically, people require private space to preserve a sense of individual
identity. Sociologically, people need the opportunity to connect and interact with others,
but without the continual threat of being watched. These two dimensions of privacy have
long been recognized (and more or less honoured). Without a doubt, as the Eighteenth
Century British philosopher Jeremy Bentham wrote in describing his vision of the ultimate
prison (the “Panopticon’), “the most important point [is] that the persons to be inspected
should always feel themselves as if under inspection ....”*® More recently, the economic
and political dimensions have come to be recognized as critically important as well.t’
Privacy has been described in a U.S. Supreme Court decision as a right more fundamental
than any of the rights enumerated in the Bill of Rights. The Constitution of the United States
is a living and evolving document, although its (r)evolution might be seen difficult in the light of its
rigid nature. Though written at the birth of the country in a pre-Industrial 18th century, these
founding documents were designed to adjust to times of yet unknown technology such as
phono/photographs and telegraphs/phones, audio-visual recordings and transmission, and,
surprisingly, the digital era and the Internet. It is well known and discussed that the
Declaration of Independence and the Constitution state and guarantee certain inalienable rights,

including the right to liberty and the pursuit of happiness. The conclusion might be that if

14SZEKELY Ivan [2009] op. cit., 293-294.

155zABO Maté David: Kisérlet a privacy fogalmdnak meghatarozasdra. Informacios tarsadalom, Vol. 5, No.
2, 2005, 44-54. Availablehttp://epa.niif.hu/01900/01963/00013/pdf/infotars 2005 05 02 044-054.pdf
[accessed 30 Sep 2020]

BENTHAM Jeremy: Panopticon or the Inspection House. Letter V (1787), available
athttps://cryptome.org/cartome/panopticon2.htm [accessed 19 Apr 2019]

17SomaA, John. T.-RYNERSON, Stephen D. — KITAEvV, Erica: Privacy Law in a nutshell. West Academic
Publishing, West, 2014, 1-3.
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statutes, laws and regulations, not directly and explicitly protect such rights these rights mustbe
included by a certain reality of common law. The common law embodies the heredity for a right to
privacy, a right to be free from persecution and/ér exposure. Nevertheless, there might be some
questions arisen. Some go as far as to criticize that the recognition of any right not explicitly
declared in the formerly mentioned founding documents, judgmentally calling it ‘judicial
legislation’, thereby upsetting the balance of powers by captivating/assuming the legislature’s
role, Warren and Brandeis claim that “the elasticity of our law, its adaptability to new conditions,
the capacity for growth, which has enabled to meet the wants of an ever changing society and to
apply immediate relief for every recognized wrong, have been its greatest boast.!8” Moreover,
it seemsessential to note that any right to privacy was also subject to the explicit right of Free
Speech set forth in the First Amendment of the Bill of Rights. As it can be seen, Warren and
Brandeis were responding to technological developments, particularly, the arrival of instant
photography and audio recordings in the late nineteenth century. The novel technologies had
launched a tabloid industry that profited on the most prurient interests without caring to modern
morals. The harms of privacy invasion are assumed to be categorized as one of four types: first,
intrusion into  one’s private life and affairs; second, public expos¢ of
discomfortingpersonal6confidentialdetails/information; third, unwanted publicity of private
individuals; and, the last, misappropriation of a name or likeness for financial advantage.The
article sets forth the basis for reading into the common law as yet identified rights. First identifying
the harm, a right of privacy is predicated on mental anguish and feelings, that in and of themselves,
were an actionable right to protect.While slander and libel would stop false representations, they
bore no way to stop an invasion of private facts. Copyright law that could protect individual letters
had become inadequate/obsolete with the rapidly evolving technology that could disgorge one’s
privacy without stealing or copying any tangible items. Rights in property, and even to the
exclusive right to control publication of one’s labour, could not express the privacy rights in their
entirety, as no property is physically divested. Contract law would not go far enough. A judicial
declaration of public morality, private justice, and general convenience would not support a finding
for breach of confidence in an implied contract if there were no prior relation between the parties.
Criminal law could not be used to enforce privacy rights absent specific legislation that would
allow the State to intervene in a “private” civil matter. Still, there must be some sort of privacy

right, a right to one’s own personality, or peace of mind, or even the right to be let alone.

1BWARREN, Samuel D.-BRANDEIS, Louis D.: The Right to Privacy. Harvard Law Review, Vol. 4, No. 5,
1890. Awailable: https://www.cs.cornell.edu/~shmat/courses/cs5436/warren-brandeis.pdf[accessed 19 Apr
2019]
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Therefore, Warren and Brandeis set forth the injuries, potential remedies, and basis for a true right
to privacy.This rule would protect one from publication of one’s private matters with few
exceptions: first, privileged communications are the domain of libel/slander; second, speaking
gossip and oral communication are outside the purview of privacy rights; third, consent to
publication is an outright defence; and, lastly, whiletruth andmalice are irrelevant to a breach of
privacy action.As time went on, actions to enforce rights of privacy against individuals were
repelled by the rights to free speech and freedom of the Press. Since today’s tabloid industry attests,
public personas, celebs and even those thrust into the public debate without their consent or action,
must now grapple with a paparazzi bent on exposing their most minute and private facts.With
regard to the right of privacy from the government however, the Supreme Court has recognized
Constitutional protections. For instance, in Griswold v. Connecticut, 381 U.S. 479 (1965), the
Court envisioned the right to privacy as emanating from the “penumbras” of the Bill of Rights.
More recently, the Court, in Lawrence v. Texas, 539 U.S. 558 (2003), unwanted the penumbral
theory, viewingas an alternative to the substantial due process rights guaranteed by the Fourteenth
Amendment as a Constitutional basis of the right to privacy. However, privacy attracted scant
explicit legal attention until 1890, when Warren and Brandeis supported explicit
lawfulacknowledgment of privacy as a right. The fourth amendment to the U.S.
Constitution guarantees the right to be secure it one's person, houses, papers, and effects
against unreasonable search or seizure. The first amendment affords people free exercise of
religion and freedom of speech, the press, and assembly - freedoms we associate with
freedom of conscience. In Stanley v. Georgia,°this amendment was cited as limiting the
government's competence to control the contents of thoughts. The Fifth Amendment
ensures that people cannot be required to testify against themselves, and the fourteenth
amendment provides that they cannot be deprived of life, liberty, or property without due
process of law. In addition, one needs to see that two other areas of law have also evolved
in a way that is protective of privacy. In tort law, there are four categories of individual
protection: first, intrusion upon a person's privacy, seclusion, or personal matters;
second,openexposé of personal, discomfortingdetails/information; third, public disclosure
of a person in a false light; fourth, appropriation of another's name, image, or other aspect
of identity, for one's advantage or profit, without that person's consent. However, the

second area is the most controversial. It is because the controversial treatment of privacy in

19Stanley v. Georgia, 394 United States (1969), it recognizes a right to possess privately pornographic
materials in one's home despite legitimate prohibitions on sale or purchase of these materials.
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the law arises in the recent Supreme Court decisions that recognize "procreative rights"2%2!
As we can see the complexity of the term privacy has long been recognized by scholars,
one of them is the Constitutional scholar William Beaney, he observes in an article shortly
after the U.S. Supreme Court’s landmark privacy judgment in Griswold v. Connecticut,
“even the most strenuous advocate of a right to privacy must confess that there are serious
problems of defining the essence and scope of this right.??” Undeniably, there is no doubt
about the “fact” that the only certainty in defining privacy is that it is a concept that is
extremely flexible, and its definition is elusive. Although, Soma John. T, Stephen
D.Rynerson and Erica Kitaev agree that the notion of privacy depends on the experience,
interests, and agenda of the person interpreting it and the socio-political context the
definition is offered in. For most individuals, though, privacy’s definition does not rely on
some philosophical foundation, but rather is a simple, even instinctive/spontaneous idea.?®
Ironically, Inness Julia C states that “exploring the concept of privacy is similar to an
exploration of an unknown/uncharted swamp. We start on firm ground, noting the common
usage of "privacy" in everyday conversation and legal argument; it seems it will be a
uncomplicated/effortless task to locate the conceptual and moral core of such an
frequently-used term. But then the ground softens as we discover the confusion underlying
our privacy intuitions.?®” Also she goes on to observe that even if one turns to the legal and
philosophical literature on privacy hoping that one can get a grip on the idea of privacy.
Instead of finding it, nothing but chaos can be found; since the literature lacks an accepted
account of privacy's definition and value, but she also ask whether we need a unified
explanation of privacy at all or not. In addition, the Supreme Court of the United States
delivered an opinion authored by Justice Byron White. After an extensive discussion of

jurisdiction, White concluded that the Court was authorized to consider the virtues of the

2SCHOEMAN, Ferdinand David: Privacy and social freedom. Cambridge University Press, Cambridge, 1992,
12-13. (Doi: https://doi.org/10.1017/CB09780511527401)

ZThose “proactive’rights recognized (by Schoeman F. D.) are the following (non definitive)list: to choose a
marriage partner (Loving v. Virginia), to use birth control (Griszvold v. Connecticut, Eisenstadt v, Baird,
Carey v.Population Services International), to become a parent (Skinne v. Oklahoma), to have access to
abortion services (Roe v.Wade), and, at least in the setting of a marriage, the right to engage in unregulated
sexual practices (Bowers v, Hardwick).

22BEANEY, William M.: The Right to Privacy and American Law. Law and Contemporary Problems, Vol. 31,
No. 2, Privacy, 1966 Spring, 253, 255. Available:
https://scholarship.law.duke.edu/cgi/viewcontent.cgi?article=3107&context=Icp [accessed 16 Jan 2021]

S0MA — RYNERSON — KITAEV:0p. Cit., 1-3.
24INNESS, Julia C.: Privacy, Intimacy and Isolation. Qxford University Press, Oxford, 1992, 3-4.
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case and reversed the judgment of the Georgia Supreme Court. The Court recognized that
there is a zone ofprivacy surrounding every individual that the state may protect from
invasion by an abusive press. It also recognized that the twentieth century had seen “a
strong tide running in favour of the so-called right of privacy.” The Court noted, however,
that this case did not involve the appropriation of a name or a photograph, a physical
intrusion into a private area, or a publication of false, defamatory, or otherwise private
information.®® My short overview has already indicated that there are a number of
fundamental problems associated with the concept or idea of privacy, moreover,
irrespective of the conclusion drawn on the basis of the formerly mentioned ideas; the
debate about the impact of technology on privacy protection in the world on is set to
continue. Unlike several European countries that have one law covering all sorts of
personal information and a national commissioner or an authority to enforce it, there is
diversity and inconsistency in the kinds of information and locations that are covered by
privacy laws in the USA. Moreover, the USA does not have an official who supervises a
national privacy policy. Even Hedricks assumes that if there were such an official, it would
be able to, at least, assist individuals solve complaints about record keeping and report to
Congress what new legislation was necessary to preserve privacy rights in the face of
rapidly advancing computer technology?.The concept of a person's right to be free from
irrational governmental intrusion is fundamental to all human rights. Opinion polls
constantly have revealed that Americans support stronger privacy laws and are mistrustful
that large organizations use personal data for secondary purposes without their knowledge
or consent. A lot of people view privacy laws as the individual's major defence against
undue encroachment by large institutions a sort of legal shield or weapon for fending off
the computer-equipped giants dominating society. In America, theoretically, the Privacy
Act of 1974,%" enacted as part of the Watergate-era reforms, regulates practically all
government conducts of personal data. Practically, most scholars (and laymen) as well,
such as Even Hendricks, Trudy Hayden, Jack D. Novik argue the Privacy Act is a feeble

and unsuccessfully, even disappointingly enforced statute. As a result, there are only

3TAPLES, William G: Encyclopedia of privacy.Greenwood Press, London, 2007, 159.

ZHENDRICKS, Even — HAYDEN, Trudy —NoviK, Jack D.: Your right to privacy: a basic guide to legal rights
in an information society. Southern Illinois University Press, Carbondale, Edwardsville, 1990.

275 U.S.C. 552a : https://www.law.cornell.edu/uscode/text/5/552a [accessed 15 Feb 2018]
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minimal restrictions on federal agencies' compilation, utilization, and exposé of privatel

data/information.

However, | need to emphasise the fact that | do not attempt to
presentancomprehensiveinventory of philosophical definitions of privacy; rather, I try to
apply some of the common philosophical posi tions to demonstrate the fluidity and
complexity of this concept. By declining to support any of the particular definitions, 1
endeavour to provide an objective and comprehensive account of what exactly “privacy” is
to certain individuals in an international arena. But if one needs to consider other ideas, |
might add that American lawyers would almost definitely refer to the paradigmatic work of
Warren and Brandeis,?® which preceded the twentieth century by only a couple of years,
and its later revision by Prosser.?However, such lawyers may include that historical
factors, such as the human/civil rights movement of the 1960s and 1970s actually provided
the so-called modern conception of rights as basic to a democratic policy or by implication,
democracy, in the United States. In addition, the above-mentioned American lawyers
would not hesitate to call our attention to the fact that the influence of these movements,
such as the black movement and other ethnic movements, has not died or become extinct
with the passing of time. On the contrary, it still has and will have an overarching influence
on shaping the concept of privacy. In addition to these essentials English lawyers seem to
observe that privacy has been part of the foundation of English law ever since at least the
case of Entick v. Carrington®® but sometimes find it complicated to clarify emerging
concerns about privacy with the exception of as a European phenomenon swept to England
under the impetus of the European Convention. Such analyses, however, appear to
underestimate the technological/scientific and commercial progresses that seem to have
shown the way to novel pressures for privacy protection.®'Kenyon Andrew T. and Megan
Richardson argue that “while the European influence is real and of undoubted significance,

there is also a certain prosaic utilitarianism to contemporary English legal discussions

B\WARREN — BRANDEIS:0p. cit.,193. Indeed not only American lawyers commonly cite this, as authority for
‘privacy’ as ‘The state or condition of being alone, undisturbed, or free from public attention, as a matter of
choice or right’.

Posser, William L: ‘Privacy’. California Law Review, Vol. 48, No. 3, 1960, 383. (Doi:
https://doi.org/10.2307/3478805)

%0 Entick v. Carrington(1765) 19 St Tr 1029
3IKENYON — RICHARDSON: 0p. Cit.
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about privacy, which suggests a distinction from the dignitarian rights-based approaches of
continental Europe. If England can be seen as the first home of utilitarianism, it can also be
acknowledged that while utilitarians might use the language of rights their ultimate
concerns are with social welfare: the ‘g