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Abstract
In this paper, we have collected some theoretical and practical pseudorandom number generators (PRNGs) with uniform
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1 Introduction

A.Kolmogorov introduced a new notion of complexity and he first published on the subject in 1963. Inde-
pendently and nearly at the same time, G. Chaitin and R. Solomono worked out a similar complexity theory.
Their basic idea was to express the entropy of a sequence of symbols by the length of the shortest algorithm
which can produce it. The verification of the goodness of pseudorandom number generators (PRNGs), the al-
gorithmic characterization of random phenomena and the universal computer learning algorithm constituted the
most crucial parts of their research. According to Kolmogorov et al. a sequence of symbols are considered as
random if the shortest algorithm describing it contains almost the same amount of information as the sequence
itself. It is called the information content of the sequence and is incompressible [1–4].
Modeling of randomness can be theoretical and practical, while the latter can be approached from two direc-
tions: physical and arithmetical. However, in practice, arithmetic modeling is more convenient to use.

1. Physical model

The physical model is based on random processes occurring in nature. Using and transforming the stochas-
tic features of these processes enables the generation of random number sequences. These are, therefore true
random numbers (TRNs). However, the construction and use of equipment to measure and transform the values
of physical and chemical processes such as radioactive decay, noise source (often a resistor or a semiconduc-
tor diode), diusion, etc., aggravate the original purpose to such an extent that this type of solution has limited use.
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2. Arithmetic model

One can use mathematical algorithms to generate sequences of numbers, but obviously, they are not true
random numbers due to the nature of the approach. As a distinction, these are called pseudorandom numbers
(PRNs). In the following, we distinguish two main types: theoretical and practical PRNs.

We consider three key factors of the quality of PRNs and TRNs, and in this paper, we are going to present
them in detail:

1. Statistical properties: They are for testing how chaotic a number sequence is and how close to the expected
distribution is.

2. Period length: It is used for analyzing when a previous sample number sequence returns.
3. Discrepancy: It measures the quality of uniformity of a finite random point set.

One may define PRN sequences in several ways. Some of these definitions can be used to construct practical
PRNGs and some are good only for theoretical considerations. In the theoretical case, the definitions may use
operations on arbitrary precision numbers (or on an infinite set). In contrast, in the practical case, one can use
operations only on fixed precision numbers (or on a finite set, usually with some algebraic structure). In both
cases, the natural requirement is uniform distribution. In the practical case, the definition of a PRNG can be
interpreted as a recursive algorithm to compute the members of the sequence from some finitely many previous
values.

PRNGs were needed even in the early ages of computing. In the course of our work, we collected some
famous and less popular PRNGs, studied what important properties they have, and the beneficial attributes asso-
ciated with dierent applications. We attempted to dive into several sequences, from classical (early) generators to
modern ones with more detailed or better properties. The first practical random number generator was John von
Neumanns Middle Square Method (MSM) which was introduced in 1946. Although its basic properties were
not proven, it was an interesting concept to construct a uniformly distributed PRNG based on simple arithmetic
and fast enough to execute with ENIAC. Later N. Metropolis adopted the idea of binary number systems and
R.R. Coveyou modified it for his simplified MSM.

One of the most significant species of PRNGs is generators based on arithmetic in residue class systems.
Because of their periodicity, all PRNs can be expressed in an inefficient way by linear congruential generators.
Shuffing methods can be used very efficiently to generate random values by scrambling their seed members.
This usually requires only a few simple operations. Moreover, there is a group of generators based on particular
ideas. For example, the Xorshift uses a bitwise xor operation between the seed elements. Finally, one may
construct new algorithms by embedding generators into each other.

Before a PRNG is used, one should know whether it is suitable for the intended purposes. Knowing the
underlying algorithm is usually not informative enough. In many cases, the users do not even care about the
technical details at all since the general performance observations are more relevant. There are thousands of
statistical tests which can be utilized to express properties of randomness e.g., autocorrelation and uniformity
of the different patterns. Analyzing the histogram and similar properties of sequences may show a uniform
distribution. There are test batteries for comprehensive testing of sequences. The most well-known, among
others, are D. E. Knuths tests, Diehard, Dieharder, NIST, and TestU01. In section 5, we collected the results of
the NIST statistical test suite, which is particularly designed for testing cryptographic properties.
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2 Theoretical model

This approach of PRNs is mainly used for theoretical observations of numerical computations. The most
well-known areas of application are the Monte Carlo methods. Theoretical sequences are usually defined by
some function over an infinite mathematical structure (most frequently over real intervals). The quality of such
sequences is measured by some numerical properties, which are determined analytically. Based on their proven
attributes, in practice, an approximate sequence can be used instead, where an error term can be determined.

2.1 Properties of number sequences

There are a couple of ways to analyze PRN sequences, both from theoretical and practical points of view. In
this section, we define some tools for expressing the quality of the sequences.

Definition 1. Let I = [0,1], s ∈ Z+, B is a family of Lebesgue measurable subsets of Is and P be a point set
consisting of x1, · · · ,xN ∈ Is. Based on Niederreiter’s notation (e.g., in [5]), we define the discrepancy of P
according to the Lebesgue measure by the following

DN(B,P) = sup
B∈B

∣∣∣∣A(B,P)
N

−λs(B)
∣∣∣∣ ,

where λs is the s-dimensional Lebesgue measure and A(B;P) is the cardinality of P∩B.
We denote the star discrepancy of P by D∗

N(P) = DN(J ∗,P), and the (extreme) discrepancy of P by
DN(P) = DN(J ,P), where J ∗ and J are the families of all subintervals of Is of the form

s

∏
i=1

[0,ai) and
s

∏
i=1

[ai,bi) (where ai,bi ∈ [0,1]) ,

respectively.
The star and extreme discrepancies are related by

D∗
N(P)≤ DN(P)≤ 2sD∗

N(P) . [5, Proposition 2 .4]

Notations 1 With the notations of Definition 1, let u be a sequence of points in Is. We denote the discrepancy
of u by

DN (B,u) = DN(B,{u0, · · · ,uN−1}) .

Definition 2. Let u be a sequence in [0,1]. Via [9], we say that u is uniformly distributed in the interval [0,1] if

lim
N→∞

1
N
|{n ≤ N|un ∈ [a,b)}|= b−a , for all 0 ≤ a ≤ b ≤ 1.

Remark 1. The sequence u is uniformly distributed in [0,1) if and only if lim
N→∞

DN (J ,u) = 0.

Based on the notion of the discrepancy, one can define the uniform distribution property of sequences over
finite structures.

Definition 3. Let A be a finite nonempty set and u be a sequence in A. One can say that u is uniformly distributed
in A if

lim
N→∞

1
N
|{n ≤ N | un = a}|= 1

|A|
, for all a ∈ A .

Definition 4. Let A be a finite set, and u be a sequence in A. One can say that u is periodic in A with a period
length ρ ∈ N, if there exists ρ0 ∈ N preperiod, such that [9]

un+ρ = un for all n ≥ ρ0.
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Remark 2. Let A be a finite set and u be a periodic sequence in A with period length ρ . Let uN , · · · ,uN+ρ−1 be a
full period. Then u is uniformly distributed if and only if

|{N ≤ n < N +ρ | un = a}|= ρ

|A|
, for all a ∈ A

This means that the period length is a multiple of the cardinality of the base set: ρ = k · |A| with some k ∈ Z.
Then, every element of A appears exactly k times in a full period.

Remark 3. According to Remark 1, a sequence has good uniform properties if the value of the discrepancy
approaches zero rapidly. Hence, the faster it converges to zero, the better it behaves, for instance, in numerical
approximations. However, if a uniformly distributed sequence is periodic, the discrepancy will be zero or very
low for one period. It implies a strong geometrical structure of the sequence. Fundamentally, the fact that the
discrepancy sometimes approaches zero means that the sequence is excessively regular in that segment. The
repeated occurrence of a zero discrepancy indicates some pattern in the sequence, which makes it poor [5].

A sequence defined by a finite recursion over a finite set is always periodic. Therefore, if the base set is some
algebraic structure, the sequence satisfies several homogeneous linear recursion, e.g., xn+ρ = xn. The order of
the minimal linear recursion can be a unit of measure for the randomness of the sequence.

Remark 4. For a given sequence according to the definition, there are infinitely many possibilities for the values
of the preperiod (ρ0) and the period length. For the sake of simplicity, we will assume that both the preperiod
and the period length are the unique minimal.

There are several further measures of pseudorandomness. Among others, A. Sárközy and C. Mauduit in [6]
introduced some for binary sequences. Based on their notions, they settle a condition on pseudorandomness
which shows some similarity to the one defined by A. Kolmogorov.

2.2 Theoretical random number sequences

Theoretical RNSs usually have the remarkable feature that their properties can be proven via mathematical
instruments. Based on these proven properties, the approximate (practical) sequences can be qualified and their
proper usage can be verified.

1. Weyl-sequence
The general Weyl-sequence [7] is defined in the form wn = {n ·α}, where {x} denotes the fractional part
of x. One can prove that wn is uniformly distributed in [0,1], if and only if α is an irrational number. It
is also known [see p122, Kuipers-Niederreiter] that the discrepancy of wn depends on some arithmetic
properties of α . If α has a bad rational approximation, then the corresponding Weyl-sequence has a better
discrepancy. More precisely,

DN(w) = O
(

N− 1
η
+ε
)

for all ε > 0 ,

where η is the type of α , i.e. α can be approximated by rationals in the form p
q better than 1

qη .

2. Van der Corput sequence

Van der Corput in [8] defined a sequence of rational numbers based on digit reflection. Let 2 ≤ b ∈ N. If
the digit expansion of n ∈ N is

n =
k

∑
i=0

aibi (1)

in base b, where 0 ≤ ai < b for all j ≥ 0, we will denote the radical-inverse of n in base b by

n̄ =
k

∑
i=0

aib−i−1 .
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Thus n̄ is obtained from n by a symmetric reflection of the expansion (1) to the fractional point. Clearly
n̄ ∈ [0,1) for all n ∈ N.

For an integer b ≥ 2, the van der Corput sequence in base b is the sequence (x)b with xn = n̄ for all n ∈N.
If Sb is the van der Corput sequence in base b, then D∗

N(Sb) = O(N−1 logN) for all N ≥ 2 with an implied
constant depending only on b. This follows from a more general result shown in [5].

3. Sequences generated from the digits of irrational numbers

Let α be an irrational number, b > 1 an integer. The digit expansion of α in base b is an infinite sequence.
An α is called normal to base b if the relative frequency of each word of length k in the digit expansion
of α is asymptotically b−k. M. Borel [10] proved that almost all real numbers are normal with respect
to the Lebesgue measure. However, it is not obvious whether an arbitrary number is normal in base b.
Normality is not known in the case of π , but the experiments so far do not contradict its possibility.

4. de Bruijn sequence

The de Bruijn sequence of type (n,k) [11] is the shortest sequence containing all words of length k over
an alphabet A with cardinality n. It can be proven that minimality means that such a sequence contains
every word of length k exactly once. This yields that the k-block words are uniformly distributed.

For example, let A = 0,1, that means n = 2, and let k = 3. All two-letter words of three lengths:
000,001,010,011,100,101,110,111. The words 0001011100 and 0001110100 all satisfy the definition,
so they are both (2,3)-type De Bruijn-words.

It is clear that the length of the (n,k)-type de Bruijn sequence is nk + k−1 and the prefix of the sequence
of length nk + t −1 will contain each word above A of length t exactly nk−t times. In such a manner, this
sequence is strongly uniformly distributed.

3 Definitions and classification of PRNGs

In this section, we present a non-exhaustive list of some of the most well-known or historically important
generators. As a primary point of view, the investigated generators can be classified by their definition. The
generators, in practice, use some recursive relation with bounded depth. In the implementations, the recursion
is usually replaced by a seed. This seed is modified iteratively and the random sample is extracted from it. Due
to the above properties, such sequences are obviously periodic. Intrinsically, all of the observed PRNGs operate
based on some form of recursion. In each case, there is a seed and one can calculate the random values extracted
from it. Using this, we can classify PRNGs according to the properties of the recursion.

1. PRNGs based on recursions with modular arithmetic

A large class of PRNGs uses modular arithmetic as a base operation for computing elements in the se-
quences.

(a) Homogeneous linear methods
In these methods, the sequences are defined by a linear recurrence relation with no constant terms in
their definition.

i. D. H. Lehmer’s Multiplicative Linear Congruential Generator (MLCG)
MLCG is also called Power Residue Method (PRM). The classical definition is

un+1 ≡ x ·un (mod m) (n = 0,1, · · ·) ,

which can be expressed in the form

un+1 ≡ xn ·u0 (mod m) (n = 0,1, · · ·) .
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D. H. Lehmer developed this generator for ENIAC with parameters x = 23,m = 108 + 1,u0 =
47594118. The period length was 5882352. When choosing the coefficient x, one has to try to
find a large order element, which means a long period. The order of an element ord(x) is the
smallest positive e, such that xe ≡ 1 (mod m) [12, 13].

ii. Generalized Feedback Shift Register Generator (GFSR)
This generator was introduced by T.G. Lewis and W.H. Payne in 1973. GFSR is a widely used
PRNG based on the linearly recurring equation

xn+k = xn+l ⊕ xn (n = 0,1, · · ·) ,

where k > l > 0, s > 0, xn ∈ {0,1}s and ⊕ is the bitwise exclusive-or operation. With carefully
chosen k and l, the period length is 2k −1, which is a theoretical upper bound. The generator is
very fast and using the same parameters with different word sizes, one can generate a different
sequence [14].

iii. Linear Recurrence Sequence Generator (LRS)
LRS is a generalization of LCG. One can prove that with properly chosen coefficients a0, · · · ,ak−1,
and initial values u0, · · · ,uk−1, the sequence defined by the recurrence relation

un+k ≡ ak−1un+k−1 + · · ·+a0un (mod m) (n = 0,1, · · ·)

is uniformly distributed. [9] describes a construction for the coefficients when m = 2t with some
t ∈ N. It is shown that the coefficients can be chosen from the set {0,1}, with the exception
a0,a1 ∈ {0,1,2,3}. Furthermore, the number of nonzero coefficients can be reduced to six, and
the period length can be 2s+k.

iv. Twisted Generalized Feedback Shift Register Generator (TGFSR)
TGFSR was developed by M. Matsumoto and Y. Kurita in 1992. An improvement of the GFSR:
before the xor operation, one of the words is "twisted."

xn+k = xn+l ⊕ xnA (n = 0,1, · · ·) ,

where A ∈ {0,1}s×s is a square matrix. The period of the generated sequence attains the theo-
retical upper bound 2ks −1. With this modification, the memory requirements are significantly
reduced for the same period length [15, 16].

(b) Non-homogeneous linear method
In this method, the sequence is defined by a linear recurrence relation with a constant term in its
definition.

i. Linear Congruential Generator (LCG)
This generator is the generalization of MLCG. LCG was published in 1958 by W. E. Thomson
and independently by A. Rotenberg in 1960 [17,18]. It is one of the most influential and studied
generators. LCG is defined by the recurrence relation:

xn+1 ≡ (axn + c) (mod m) (n = 0,1, · · ·) ,

where a,c,m and x0 can be chosen such that the generator has a full period of length m. Large
values of m enable to have long cycles. It is a fast generator with small memory consumption,
but one that fails on many tests [12].
If there is a non-homogeneous linear recursion, that is first-order, which means that it de-
pends on only one next element, it can be transformed into a homogeneous second-order one.
In theory, there are non-homogeneous linear generators from which the constant term (non-
homogeneous term) can be expressed and homogenized as a whole. It may not be worth looking
for homogeneous methods, as in the final result, all of them can be equated to a homogeneous
method.
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(c) Hybrid methods
In these methods, the sequences are defined by linear methods, but the outputs are modified by some
additional operations.

i. Mersenne Twister (MT)
MT was developed in 1997 by M. Matsumoto and T. Nishimura. It is a further improvement of
TGFSR.

xn+k = xn+l ⊕ ynA (n = 0,1, · · ·) ,

where yn is the concatenation of the upper s− r bits of xn and the lower r bits of xn+1 (r is a
properly chosen parameter). The period length can be arbitrary, but with the suggested – and
widely used – parameters, it is 219937 −1, which is a Mersenne prime. They perform quite well
on statistical tests, but it has a low order linear dependency, which yields easy prediction [19].

ii. Well Equidistributed Long-period Linear Generator (WELL)
WELL was developed by F. Panneton, P. L’Ecuyer, and M. Matsumoto in 2006. Based on
similar approaches as MT, but fine-tuned for performance and better statistical properties, it is
much faster than MT. The period length of the sequence can supersede the period length of
MT [20].

iii. Wichmann-Hill algorithm (WH)
Described by B. A. Wichmann and I. D. Hill in 1982. The idea is a special combination of three
"independent" LCGs. Let xn,yn, and zn be pseudo-random sequences generated by different
LCGs. The corresponding moduli are mx,my, and mz. Then the sequence

un =

{
xn

mx
+

yn

my
+

zn

mz

}
is uniformly distributed, here {x} yields the fractional part of x.
The period length is the product of the period length of the three base sequences. Their sug-
gested example is 2.7 ·1013 [21, 22].

iv. Additive Congruential Random Number Generator (ACORN)
This generator was introduced by R. S. Wikramaratna in 1988. Theoretically, one generator
provides an infinite set of PRN sequences x(k), where k ∈ N. For all k, the sequence has an
initial value x(k)0 . The recurrence is given by

x(0)n+1 = x(0)n and x(k)n+1 =
{

x(k)n + x(k−1)
n+1

}
.

The main advantages of ACORN are the speed of execution, long period length and simplicity
of coding.
Remark 5. WH and ACORN provide random numbers from the interval [0,1], but since all
computations can be executed with fix-point representation, the generated numbers can be trans-
formed into integers by a simple digit shift [23].

v. Permuted Congruential Generator (PCG)
PCGs were introduced and observed by M. E. O’Neill in 2014. The idea is to apply an output
permutation on a simple but good-quality LCG. The statistical properties are improved, and the
efficiency and speed remain at the same magnitude [24].

(d) PRNGs based on non-linear recursion
In these methods, the sequences are defined by some general modular recursion.

i. Quadratic Congruential Generator (QCG)
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The linear congruential method can be generalized to such as a quadratic congruential method:

xn+1 ≡ (dx2
n +axn + c) (mod m)

where a,c,m and x0 can be chosen such that the QCG has a full period of length m. The restric-
tions are not much more severe than in the linear method. The block distribution properties of
the sequence are weaker than those of the LCG [12].

ii. Blum-Blum-Shub (BBS)
This generator is a nonlinear congruential PRNG proposed in 1986 by L. Blum, M. Blum,
and M. Shub. It can be regarded as a simplified QCG. The seed of the sequence satisfies the
recursion

xn+1 ≡ x2
n (mod m) (n = 0,1, · · ·) ,

where m is the product of two large primes, from the value xn, a single bit bn is obtained by some
extraction (e.g., least significant bit). BBS was the first theoretically proven cryptographically
secure PRNG. Since the computation of a single bit requires the multiplication and division of
large integers, it is slower than most generators [25].

iii. Multiplicative Fibonacci sequence (MFS)
The MFS is a modified method of the original Fibonacci sequence. The Fibonacci sequence
is similar to the LCG. The next sequence element is equal to the sum of the two previous
sequence elements: Fn = Fn−1 +Fn−2. This method can be used in the form of multiplication:
Fn = Fn−1 ·Fn−2. This is the Multiplicative Fibonacci method. The recurrence is defined by the
quadratic polynomial p(x,y) = x ·y, with the substitution of the previous values of the sequence.

iv. Power Congruential Generator (PowCG)
It is a modification of the standard LCG. We replace here the arithmetic operations + and · with
the corresponding next-level operations · and xy.

xn+1 ≡ c · (xn)
a (mod m) (n = 0,1, · · ·) ,

where a,c,m and x0 can be chosen such that the generator has a full period of length m.
v. Inverse Congruential Generator (ICG)

This is another modification of LCG. It was the first proposed by J. Eichenauer and J. Lehn
in [26]. The authors called Inversive Congruential Generator (ICG). Now, instead of the linear
a · x+ c, we define the recurrence, by the function a · x−1 + c.

xn+1 ≡
(
a · (xn)

−1 + c
)
(mod m) (n = 0,1, · · ·) ,

where a,c,m and x0 can be chosen such that the generator has a full period of length ϕ(m),
where ϕ(.) is the Euler’s totient function.

2. PRNGs based on other recursion methods

PRNGs usually have their seed from a finite domain and use a particular mapping to generate the new
seed from the previous ones. The best is if we can prove the uniform behavior of this mapping, but in
many cases, it is hard to do so. This class details some generators where the next seed is calculated based
on a special function not listed before. These functions’ uniformity - or, equivalently, the randomization
property - is not always proven.

(a) MSM-based generators
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i. John von Neumann’s Middle-Square Method (NMSM)
Neumann’s MSM is an interesting way to construct uniformly distributed PRNG since this was
the first practical random number generator. In 1946 John von Neumann introduced the method
(first published in [27]). It was simple and fast to execute with ENIAC. He used a recursive
definition where the initial value x0 is some 2k-digit decimal number. For n > 0 he defined
xn ≡ bx2

n−1/10kc (mod 102k). The period length depends on the initial value. In general, the
longest period has a length at most 82k, but very often, it is much shorter. Practically it is a
rather weak generator. If the seed becomes 0, it is 0 for all consecutive members [12].

ii. N. Metropolis Middle-Square Method in Binary Number Systems (MMSM)
In the early ’50-s, Nicholas Metropolis investigated the MSM in binary number systems. He
showed that in the case of 20-bit numbers, there are only 13 different cycles. The longest period
amongst the 13 cases is 142, which is rather short. It is not obvious to recognize this short
period because of the long preperiod [12].

iii. R. R. Coveyou’s Simplified Middle-Square Method (CSMSM)
Essentially it is a degenerate double-precision MSM. The initial value x0 is chosen such that
2 ≡ x0 (mod 4) and xn+1 ≡ xn(xn+1) (mod 2k) for n > 0. The period length is typically around
2k−1 [12].

iv. Generalized Middle-Square Method (GMSM)
This generator is the generalization of John von Neumann’s MSM to canonical number systems
(CNS). Let p(x) ∈ Z[x] be an irreducible polynomial of degree n, and with coefficients 1 =
an ≤ an−1 ≤ ·· · ≤ a0 = 2. The corresponding CNS has only 2 digits: 0 and 1. For the sake of
simplicity, one can call the digits bits and the digit representation of algebraic integers in Z[α]
a binary representation.
In the design of the generator, one can use a seed of m ∈ N bits. Similarly, as it is done in the
original construction, let u be a sequence over Z[α] defined by the following:

u0 ∈ is a random m-bit number;
if k > 0, let

u2
k−1 =

h

∑
i=0

biα
i , with bh 6= 0 , t =

⌊
h−m

2

⌋
and

uk =
m−1

∑
i=0

bi+t+1α
i .

The value of m should be chosen to be large enough, in particular, such that 2m+C3 > m, i.e.,
m >−C3. Another approach is if t = bm

2 c, but then m
2 >−C3 should hold [28].

v. Middle-Square Weyl Sequence (MSWS)
To improve the original MSM generator, a simple modification can be applied. As we already
know, we can prove that if GCD(m,a) = 1, then xn ≡ n ·a (mod m) is uniformly distributed as
well. Thus, the modified MSM sequence is the non-discrete version of the original sequence:
yn ≡ by2

n−1/2kc+ xn (mod 22k) [29].

(b) Shuffling methods
In these methods, the sequences are defined by permutations.

i. Knuth’s Algorithm M (KnM) (randomizing by shuffling)
Let xn and yn be two sequences generated by some algorithms and assume 0≤ yn <m with some
m. The output sequence of the generator is zn. Let k be some (not too large) positive integer,
and the seed of the generator is v = (v0, · · · ,vk−1). Initially let vn = xn for n = 0, · · · ,k−1, then
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for all n ≥ k

j = bk · yn/mc
zn−k = v j

v j = xn .

The period length is the least common multiple of the period length of xn and yn. The computa-
tional time is the sum of the computational time of the two base sequences [12].

ii. Knuth’s Algorithm B (KnB) (randomizing by shuffling)
It is similar to Algorithm M but uses only one base sequence xn with assumption 0 ≤ xn < m.
The initial seed v is as before. Then the new sequence y0 = xk and for all n > 0 [12]

j = bk · yn−1/mc
yn = v j

v j = xn+k .

iii. RC4 based generators
Ron Rivests algorithm for stream cipher key generation was designed in 1987 but kept secret
until 1994. It is efficient and uses simple operations. Because of its simplicity and efficiency,
it is the basis for several cryptographic protocols, such as WEP (Wired Equivalent Privacy) and
WPA (Wireless Protected Access), used in WiFi communications. The seed is an array S of 256
entries of 8 bit values.

i ≡ (i+1) (mod 256)

j ≡ ( j+S[i]) (mod 256)

swap values of S[i] and S[ j]

K = S[(S[i]+S[ j]) (mod 256)]

output K.

[30]

(c) Miscellaneous methods

i. XorShift (XSH)
This is a class of PRNGs – also called shift-register generators – which were described by G.
Marsaglia in 2003. The period length is 2k−1, where k = 32,64,96,128,160,192 in the original
paper. It uses a 4-word seed: (x,y,z,w) and three parameters for shifting a,b,c. The elements
of the seed are shifted and xor’ed to generate new seed members and the output. The operations
are the following:

tmp = (x⊕ (x shl a))

x = y

y = z

z = w

w = (w⊕ (w shr b))⊕ (tmp⊕ (tmp shr c))

here shl and shr are the bitwise left and right shifts, respectively. Very fast generator [31].
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ii. Legendre symbol (LeS)
The Legendre symbol has become one of the most useful methods in number theory. It can have
three values: 1,−1, or 0. It has a prime number in its denominator. The value of the Legendre
symbol is a

b and its value is 1 if the squared remainder is a mod b. The value of a is −1 if it is not
a quadratic remainder and 0 if a is divisible by b. There is exactly the same number of squared
residuals as non-squared residuals. From a theoretical point of view, it is a finite sequence with
a uniform distribution [6].

A number sequence generated using the Legendre symbol is a good source of PRNs. Mathe-
maticians have been using this random number sequence for quite a long time and it has been
regarded as a good source of random numbers. Not only is it a good random number source from
a practical point of view, but one can also say it is a cryptographically secure generator [32].

iii. Encryption-based generators (EncG)
Let Enc : P ×K → P , be a cryptographic function (encryption), where P = {0,1}n, and
K = {0,1}m with some n,m ∈ N and construct a sequence of words by the recursion mn+1 =
Enc(mn,k), where k ∈ K is the secret key - in our case a properly chosen parameter. A typical
application of such sequences is, for instance, the Output Feedback Mode of Operation of sym-
metric encryption functions. (See, FIPS PUB 81 [33].) Assuming the expected good quality of
the mapping Enc, the derived sequences usually have very good statistical and cryptographic
properties. The only disadvantage of these generators is their relatively low speed.

4 Analytical properties of PRNGs

We have already discussed theoretical measures of PRNGs in Subsection 2.1. However, we have seen that
a periodic sequence does not perform very well on these. Since the practical generators are always periodic,
they don’t have good global quality scores. Nevertheless, periodic sequences may still deliver satisfactory local
results on the mentioned observations – in particular, if they have a large period length.

Below, we consider further analytical attributes of the generators, such as period length, computational
complexity and memory usage. The properties of the PRNGs of Section 3 are presented in Table 1.

Since there is a wide range of platforms they are implemented on, it is hard to compare the speed of the
generators. Some perform better on constrained devices, while others are more efficient on CISC (Complex
Instruction Set Computer) processors. According to this duality, instead of the speed of the algorithms, we
highlighted the number of complex (slow) and simple (fast) operations. One can find available implementations
for most of the generators of Section 3. Those without released implementations are either weak or very simple.

The entries of the table are expressed in terms of the parameters of the generators:

- s: the length (bit size) of the data (seed). If the generator under consideration is based on modular
arithmetics, then for the used modulus m ≈ 2s.

- d: the decimal length of the data. Some of the early generators are defined in decimal representation.

- k: the farthermost previous seed value used to determine the next one or the dimension of the seed vector.
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In Table 1, we assumed the following:

in the column Period length, the best (largest) possible values are shown;

the column Operations displays the complexity of the algorithms, i.e., the number of necessary operations
to calculate a single random sample. Operations use the given size of data (s bit, or d decimal digit).

The complexity of the LRS generator can be reduced to 5 additions by choosing the proper parameters.

With the widely used parameters, the period length of the MT is 219937−1.

With the widely used parameters, the period length of the WELL is 244497.

Neumann’s MSM is originally defined for decimal numbers.

The original construction of Metropolis with 20-bit numbers has maximal period length 142.

The time complexity depends on the underlying cryptographic algorithms.

Table 1 General properties of the generators

Generators
Period
length1 Operations2 Memory

(bits)
Slow Fast

MLCG 2s 1 mul, 1 mod 2s
GFSR 2k s-bit xor k · s
TGFSR 2ks s× s-bit m.mul s-bit xor k · s+ s2

LCG 2s 1 mul, 1 mod 1 sum 4s
LRS3 2k+s k sum k · s
MT4 2ks s× s-bit m.mul s-bit xor k · s+ s2

WELL5 2ks 8 s× s-bit m.mul 9 s-bit op
WH 23s 3 LCG, 3 div 2 sum 12s
ACORN 2ks k mod k sum k · s
PCG 2128 mul s-bit perm,xor 4s
QCG ss 4 mul, 1 mod 2 sum 4s
BBS 2s 1 mul, 1 mod 2s
MFS 22s 1 mul, 1 mod 3s
PowCG 2s s mul, 1 mod 4s
ICG 2s 1 mul, 1 inv, 1 mod 1 sum 4s
NMSM6 8d 1 mul 1 xor, 1 shr 4d
MMSM7 2s 1 mul 1 xor, 1 shr s
CSMSM 2s 1 mul s
GMSM 2s 1 mul 1 xor, 1 shr s
MSWS 22s 1 LCG, 1 mul 1 sum 5s
KnM 22s 2 gen, 1 mul, 1 div 2 · ∗+ k · s
KnB 2s 1 gen, 1 mul, 1 div ∗+ k · s
RC4 21024 7 byte op 256 bytes
XSH 2s 1 xor, 1 shr s
LeS 2s s mod s
EncG8 2s * * 2s
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The following Table 2 explains the operations referred in Table 1.

Table 2 Explanation of the operations
Slow operations Fast operations

mul multiplication sum addition
mod modular reduction xor bitwise xor
div division shl, shr bitwise left and right shift
m.mul multiplication of a vector by a matrix op memory operations
inv modular inversion perm bitwise permutation
gen sample from an embedded generator
LCG sample from an LCG generator

5 Statistical tests

Before using a PRNG, one needs to know whether it is suitable for the given purpose or not. Knowing the
underlying algorithm is usually not informative enough. The users often do not even care about the technical
details. This is why it is important to have general performance observations, which can be realized by standard
statistical tests. The different tests express the properties from different points of view. But it is still a question
of which properties are expected for the application concerned.

Statistical tests of PRNG are usually applications of the general statistical tests for some expected properties
of an imaginary perfect uniformly distributed true random sequence. In many cases, the tests count the relative
frequency of the appearance of some – in general numerically expressed – property and determine the probability
of the given event. For instance, one of the most simple tests is the frequency test. We assume that the observed
pseudo random bit sequence is a sequence of independent samples with probability 1/2 for both the 0s and 1s.
The number of 1s (or 0s) of a sequence of length n is expected to have a binomial distribution, with mean n/2.
Because of the desired distribution, the actual value of the number of 1s has a well defined probability. Setting
a level of significance, we accept or reject our hypothesis (i.e., the sequence is uniformly distributed). If we
have an initial test – such as the previous frequency test –, we may define an advanced one: testing m different
sequence of length n, we get m probabilities. These probabilities should follow a well defined distribution, for
which we may execute another statistical test. This provides a probability, as before, and depending on the preset
significance level, we accept or reject our hypothesis again. We may continue the described iteration to obtain
further higher-level tests. In most cases, however, the practical tests apply only first or second-level tests. There
are several ways to execute tests, but the two most commonly used are the Chi-Square and Kolmogorov-Smirnov
tests. The chi-square test is a hypothesis test designed to test a statistically significant relationship between
nominal and ordinal variables arranged in a binary table. In other words, it shows whether two variables are
independent. For sequences with continuous distribution functions. In this test, the random number generators’
distribution function Fn(x) is compared to the theoretical cumulative distribution function F(x) [12, 34].

Some of the most well-known test batteries are D. E. Knuths tests [12], the Diehard test suite from G.
Marsaglia (1995), the Dieharder written by Robert G. Brown [35] and TestU01 published by P. LEcuyer and R.
Simard in 2007 [36].

In the following, we execute a statistical test suite for random and pseudorandom number generators for
cryptographic applications. This is designed and recommended by the National Institute of Standards and Tech-
nology (NIST).

5.1 NIST statistical test suite

The NIST Test Suite is a statistical package consisting of 15 tests that were developed to test the randomness
of (arbitrarily long) binary sequences produced by either hardware or software-based cryptographic pseudoran-
dom number generators ( [37] and [38]). These tests focus on a variety of different types of non-randomness

https://www.sciendo.com


38 Padányi et al. International Journal of Mathematics and Computer in Engineering 1(2023) 25–44

that could exist in a sequence. The 15 tests can be grouped into five main classes. The 15 tests are the following:

1. Frequency tests (monobit, block)

Monobit test: Observes the relative frequency of the zeroes and ones. In a true random uniformly dis-
tributed sequence, the proportion of the zeroes and ones should be close to 1/2. The test estimates the
distance of the input sequence to a completely equidistributed one.

Block test: It splits the input sequence into blocks of equal length. The test observes the relative frequency
of the zeroes and ones in M-bit blocks. It is a generalization of the monobit test and determines whether
the average frequency of ones in an M-bit block is approximately M/2.

Serial Test: The relative frequency of all m-bit overlapping patterns. It is another generalization of the
frequency test. Applying the test, one can determine whether the number of the relative frequencies of the
different m-bit overlapping patterns is nearly as one would expect in the case of a true random sequence.
In an ideal random sequence, the probability of the appearance of an m-bit pattern depends only on m.

2. Extremal behavior tests (runs)

Run test: Counts the number of consecutive identical bits of length ≥ k. In general, a run is a subsequence
of consecutive identical values in a sequence. The test determines whether the number of runs of different
lengths is as expected for a true random sequence. If the number of runs is high, then the sequence behaves
regularly.

Runs of ones in blocks test: The focus of the test is the longest run of ones within M-bit blocks. Similar
to the previous test, but it does not count all runs. The longest run in an ideal random sequence has a
well-described distribution. Theoretically, there is no difference between the longest run of ones and the
longest run of zeros, so there is no need for separate tests for the different bits.

3. Linear dependency and periodicity tests

Binary Matrix Rank Test: Tests the distribution of the rank of a random matrix.

Linear Complexity Test: Tests the shortest LFSR expression satisfied by the sequence. Any periodic
sequence satisfies a linear recurrence and the goal of the test is to determine the shortest one the sequence
satisfies. If it is large enough, the sequence can be regarded as true random.

Discrete Fourier Transform Test: It is a spectral test of the input sequence. Applying the Discrete Fourier
Transform, we transform the sequence of signals to the frequency space and observe the behavior there.

4. Pattern tests (template matching)

Non-overlapping Template Matching Test: Tests the relative frequency of predefined patterns. With the
test, one can detect whether a sequence contains an irregular amount of occurrences of a given non-
periodic pattern. During the test, an m-bit window shifted to identify a specific m-bit pattern. In the case
of a missing pattern, the window slides a one-bit position. Otherwise, the window shifted exactly by m-bit.

Overlapping Template Matching Test: Same as before, but allowing overlap in the case when a pattern is
found.

Maurer’s Universal Statistical Test: Tests the distance between previously undetermined patterns. It ex-
presses the possibility and ratio of compression of the sequence. According to the theory of Kolmogorov-
complexity, a true random sequence can not be significantly compressed.

Approximate Entropy Test: based on a similar argument as the serial test, but instead of counting relative
frequencies, it calculates the empirical entropy of the patterns.
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5. Random walk tests (cumulative sum, excursion)

Cumulative Sums (Cusum) Test: Test the behavior of the cumulative sums of the sequence. The zeros of
the sequence are replaced by −1, whence the value of the cumulative sum should be close to zero. The
cumulative sum of the modified sequence is equivalent to the distance of the excursion from zero (i.e. the
cumulative sum may be considered as a random walk). We observe the values of the cumulative sum of
the partial sequences. In a true random sequence, the random walk should oscillate around zero. If the
cumulative sum is large, the sequence is regarded as non-random.

Random Excursions Test: A cycle of a random walk is when the excursion returns to 0. The test counts
the number of cycles having exactly K visits in a particular state. The states are −4,−3,−2,−1 and
+1,+2,+3,+4.

Random Excursions Variant Test: Similar to the previous. It tests the total number of times that a particular
state is visited. The number of occurrences of the observed states should follow a particular distribution.
The states are −9,−8, . . . ,−1 and +1,+2, . . . ,+9.

A more detailed description of the tests can be found in [38]

5.2 Experimental results

We implemented the PRNGs discussed in Section 3 in C++ and ran on an Intel(R) Core(TM) i9-9900K
CPU @ 3.60GHz with 64GB RAM. We tested the obtained sequences with the NIST test suite in the same
environment. The implementations and the detailed results are available at http://www.prng.hu . In the
tests, 109-long 0,1-bit sequences were used for each generator. Each sequence was split into 1000 equal-length
subsequences to have reasonably large independent test cases. All fifteen tests were applied for every sequence.
During the test, we used the default setup of the test suite:

1. Block Frequency Test - block length(M): 128

2. NonOverlapping Template Test - block length(m): 9

3. Overlapping Template Test - block length(m): 9

4. Approximate Entropy Test - block length(m): 10

5. Serial Test - block length(m): 16

6. Linear Complexity Test - block length(M): 500

The most essential results are collected in Tables 3 and 4. Table 3 contains the p-values computed by the
different tests. The significance level is set to 0.01.

The minimum pass rate for each statistical test – with the exception of the random excursion (variant) test –
is approximately 0.981819 for a sample size of 1000 binary sequences.

The minimum pass rate for the random excursion (variant) test is approximately 0.979517 for a sample size
of 609 binary sequences.

The generators which did not pass a particular test are marked by an ∗ in the tables. For those tests which
stand off several subtests with different parameters – cumulative sums, non-overlapping template, random ex-
cursions, random excursions variant, serial – we displayed the average of the results instead.

http://www.prng.hu
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Table 3 NIST test results: p-values
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Table 4 NIST test results: proportion
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6 Conclusion

In the present review, we collected some noteworthy pseudo random number generators and a few theoretical
ways to observe them. We also analyze the basic properties of the PRNGs, such as period length, computational
speed and memory usage. We found that the period length has a strong relationship with the size of the seed.
Typically, it is an inversely proportional relation. We implemented the discussed PRNGs (http://www.
prng.hu) and we executed the NIST test suite on the generated sequences. The exact parameters of the
generators can be found in the implementations.

As a result of our observations, most of the discussed PRNGs passed all tests of the test battery. In particular
cases, however, we found interesting behavior. The most surprising is that LCG and Lehmer’s MLCG show a
good score, while both of them are proven to be cryptographically insecure. One can find an opposite behavior
for the BBS, which performed weak on the tests but has proven to be a secure one. For the generators based on
von Neumann’s middle square method, we have to increase the number of digits of their seeds considerably to
achieve sequences passing the tests. (For instance, the seed of the original NMSM generator was extended to
72-digit.) Compared to it, the improved GMSM generator, which is defined over algebraic number fields [28],
requires only a 92-bit seed with similar properties, even for a relatively simple algebraic extension.
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