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Abstract — The paper presents an approach for
designing dependable programmable logic controller
(PLC) programs, It starts from informal specifications
and ends with the final implementation on a real PLC.
The approach uwses Sipnal InterpretedPetri Networks
(SIPNs) for modeling the control algorithm, moedel
checking for model verification and validation, and
automatic Instruction List (IL) program generation.
Finally, the IL program is tested on a real PLC. A
simple example is used througheut the paper in order
to illustrate the framework. The advantage of the
approach cousists in the correctness of the resulting
PLC programs, which makes them much
dependable than direct implemented PLC code.

mare

Keywards: PLC, SIPN, model checking, dependability.

I INTRODUCTION

More and more manufacturing systems and plants
are contrelled by programmable logie controllers
(PLCs), Due to the growing complexity of these systems

and growing demands on safety and fault-tolerance of

PLCs, classical methods for PLC programs design, like
direct implementation, became prone to design errars,

A key way to handle the program complexity lies in
the application of formal methods in the PLC program
design process, which allows the application of formal
verification and validation (V & V) methods and can
puarantee that a program fulfills certain specified
properties [1, 7]

The main purpose of using formal methods o design
PLC programs is to derive a correct control algorithm
prior to implementation. The earlier a problem is found,
the eazier and cheaper is to solve it

Furthermore, control algerithms have to be adapted
to new control scenarios very often. Therefore, the
design has to be well documented and easy to
understand, as well,

The paper presents an integrated approach to design
PLC programs, which combines

the concepts of

correctness and transparcncy, thus leading to more
dependable (safe and reliable) control programs [6. 9].
The presen-ted method starts Fom  an  informal
description of the PLC program, proceeds over the
design steps with for-mal V & V and assessment of
program quality, and ends with autematic PLC program
peneration and testing,

For the formal modeling of the PLC programs the
presented approach will use Signal Interpreted Petri
Metworks (SIPNs), which formalism is described in the
following section. The verification is done using the
model checker SMV, which means that the SIPN has to
be translated into SMV input code and the standard
functional properties to be verified have to be
formalized using temporal logic. After the evaluation of
non-functional properties, application specific functional
properties are added to the SIPN model, which is
validated with SMV (Sections Il an IV), Having a
validated model, the SIPN software automatically
generates the PLC program in the Instruction List (IL)
language. The program is then tested and the results are
analyzed (Section V), The approach is illustrated using a
simple example throughout the paper,

IL. SIGNAL INTERPRETED PETRI NETWORKS

Signal Intrepreted Petri Networks SIPNs [3, 10] are
an extension of Condition Event Petri Networks,
dedicated to provide a graphical language for designing
PLC control programs. They provide the possibility 1o
handle signals: (ransitions, associated with  firing
conditions, and places, associated with outputs,

Firing conditions are Boolean functions over the
SIPM input signals, A transition is enahled when its
associated firing condition is fulfilled, thus passing the
control token from one place (pre-place) to another ong
(past-place),

An output function of a place is activated while its
corresponding  place is marked. In general, output
functions are sets of assignments to SIPN output signals.

The informal specifications from which the design
shoud start consists of a set of properties that can be




splitted in  three categories: standard functional
properties, application specific functional propertics and
non-functional properties.

Standard functional properties are;

Safety: a SIPN is safe if the post-places of a
transition need not to be checked to determine if the
transition fires,

No Dynamie Synchronization (DS): two transitions
t; and t; form a dynamic synchronization if the firing of
t, implies the simultaneous firing of t;.

Reachability: a marking m' is said to be reachable
from a state m if there exists a sequence of input signal
combinations such that a firing sequence starting from m
has m' 45 a stable final marking.

Unambiguity: every control algorthm has to he
defined unambiguously. This criterion can be subdivided
inta four suberiteria:

Determinism: There must be no conflicts during
control operation. If the control algorithm is not
deterministic,  implementational  aspects  will
determine the behaviour of the control,

Termination: In a cyclic control algorithm at least
one marking must be stable. A evele without stable
marking would lead to an algorithm that does not
terminate (i.e. endless loops),

Defined outputs: There has to be a specification for
the wvalue of every output, 1e. O or |, at every
reachable marking.

Unambiguous outputs: If two places marked at the
same time assign different values to an output signal,
an contradictory output setting results,

Liveness means that a transition can always fire
again. When a transition or a set of transitions can no
longer fire, then part of the control algorithm doesn't
work anymore (i.e. dead code).

Reversibility means that the initial marking can
always be reached again. This property guarantees that
the controller reaches its initial state again.

Application specific functional properties (e g. safety
interlocks, disjoint activation of two output signals) are
formalized by the development of the SIPN. During this
manual synthesis, the specification of these properties
form additional constraints for the designer,

Mon-functional properties of the SIPN model are
reflected by its tramsparency, which is & means to
whieve maintainability, usability and portability. A
SIPN mwaz! is transparent if;

a) At any time it is easy 10 se¢ what the control algo-
rithm does and which it will do in the next step.

Al any time there is the possibility to reinterpret the
algorithm (i.e. the algorithm is recognizable).
Transparency has values betwesn 0 and [. The
closer to | the value is, the more fransparent the
algorithm is. Criteria and metrics for transparency are
aiven in [4];

T1: Comments: There should be a comment at
every place/step/transition

# Comments

b}

Tl:=
# Places+H Comments

(f)

&
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T2: No trivial input: A defined input signal i3
trivial if it does not influence the model.

# TriviallnputSignals )

max(l, # InputSignals — 1) -

T3: No trivial outputs: An output signal is trivial
when 15 set to the same value all the time.
__ #TrivialQutputSignals

#OutputSignals

=1 {3}
T4: No redundant ouwutput: There is redundant

information if an output signal is set to the same value in
several activated states,

4 #CorrectOutputSettings 0
max(l, # CutputSettings)
T5: Directionality: The control flow should follow
one preferred direction.
_ #Aresn PreferredDirection (5)
# Arcs
Ta6: Intersections: There should be not too much
intersecting arcs.

mini 3, # Inter sec tions
T et __{_"5—}

TS

(6)

Il WORKING EXAMPLE

The presented approach is ilustrated by the means of
a simple example, which concerns a press used to mould
metal parts (see Figure 1), controlled by a FLC.

e i P

vy Enatt
ook

ohurger

oreee Chaim

chiand

press bed

Figure 1. The moulding press

It consists of a heavy plunger which is raised meters
above the press bed by the means of a plunger drive. An
operator loads sheet metal onto the press bed, then
moves away and pushes a button which causes the press
to close, The plunger is released and falls under gravity,
thereby pressing the werkpiece. As safely measures,
there are locks to hold the plunger at the top and a
physical guard blocks operator access to the press while
the plunger is falling. [f the operator decides to abort
prematurely the operation the plunger drive activates to
slow and returns to the top. Table | shows PLC inputs
and outputs.

A Informal specification
Regarding the application  specific  functional

properiies, the control algorithm has to be designed
using the following informal specifications:




TABLE | Inputs and outpuy of the PLE

Type | Marme Meaning 1
Inputl [Start start one moulding cyele
Input |Flunger on op The plunger is on the press lop
Input |Plunger locked  [The plunger is locked
Input  |Guard closed The profection guard is closed
Input |Plunger down The plunger is on the press bed
Input |Abort Operator commands cyvele abortion
Input  |PONR The press has passed the point of]

fo returm
The plunger is released and falls

Chutput | Release plunger

Chutput {Mave plunger up

= il the plunger is up, the guard is closed and the Start
buton is pressed, the plunger moves down

= when the plunger is down, the operator opens the
guard, takes the work piece and closes the puard

= the plunger moves up where is locked, ready for
another cvele

e if the Abort button is pressed with the plunger above
the PONR, the drive slows and reverses, moving the
plunger back to the top

= if the Aborl button is pressed when the plunger is
below the PONR, the movement cannot be stoped,

From this informal specification a set of application
specific functional properties can be derived, Here are
some of them {within others):

P1: Releasing the plunger is always followed by moving
it up.

P2: After the Start button has been pressed with the
guard closed, the plunger moves down

P3: The plunger never moves down and up simulta-
neously.

With respect to standard functional properties, since
the algorithm will be designed using SIPN, we demand
that it should be formally correct according to the
criteria defined in Section I1.

As a measure of the design gquality of a SIPN,
transparency metrics for non-functional properties have
been specified in Section 11, Criteria T1+T6 are meant to
show that the SIFN:
= s well structured
* iseasy toread

8. Formalization of the algorithm

SIPNs are Petri Mets with binary marking and the
otlowing extension for the information flow (119);
= gvery transition is associated with a boolean function

of the input signals (the firing condition)
= every place is associated with an output function that

assigns a set of output signals while it is marked.

The dynamic behaviour of a SIPN consists in a flow
of tokens through the net, realized by the firing of
transitions, Such a firing removes a token from its pre-
places and puts a token on each of its post-places,
aceording to the following rules:

e & transition is enabled if all its pre-places are marked
and all its post-places are unmarked

= 4 lransition fires immediately if it is enabled and its
firing condition is fulfilled

= all transitions that can fire and are not in conflict
with other transitions fire simultaneously,

* the firing process is iterated until a stable marking is
reached

= after reaching a stable marking the output signals are
computed by the assessment of the output functions
of the marked places.
The SIPN for the working example has been realized

with the tool STPN Editor® and is given in Figure 2,

Pl @

Fiungres v andd waiing

H Fanger on fop AND Guasg
clased AN Start
e Release plunger
a Foird of no renirn i * Aban ANDNOT
ANDNOT Abor Poind of o retm
P3 ‘I\.,_’_) Plungar faliing
i Plumnder down
y AND Guard closed
P4 Plunger down and wailing
" Plunger o
ANDNOT Guard clased |
2 Plunger doven ond waling 1
5 Flungerdor
ANDGuard closeq
Pa | Mowe Blunger up

& ; Flunger on toa

Figure 2. The SIPM for the working example

Bi. Formalization of application specific functional
properties. In arder to perform V& V we well use model
checking [2, 5, 8]. Therefore the properties have to be
translated into Temporal Logic (TL) formulae. For the
properties P1+P3 we derive the following formulae:
P1l: SPEC ARG | .‘Rﬂl.ea.‘?:e_plunger=-1 ] =+

EF {Move_ plunger up=1}]}
which means that: It is always true (AG) that Plunger
moving down (Release plunger=1) implies (-») that in
the future (EF) the plunger will move up
{Move plunger up=13,

Properties P2 and P3 are defined in a similar manner;

P2:.5PEC AG (({Start4Guard closed)—

EF (Release plunger=1)})
B3. SPEC AG - [Reiease_plunger:l] &

(Move_ plunger ups=1})

B2, Formalization of standard functional properties. As
before, standard properties are also needed as 1L
formulae. These properties are now automatically

The 21PH  Editor i available for download at
Inrpswenow et uni-kLdedity




written in TL formulae by the SIPN Editor during the
formalization of the algorithm. As an example, formulae
P4 and P5 generated by the SIPN Editor are presented
below:

P4 (determinism): for each potential conflicting
transitions in the SIPN madel, the SIPN Editor gencrates
the necessary properties that have to be verified. Since
that in the SIPN model of the working example there are
two such situations (12 & {7, 5 & t7), the SIPN Editor
gencrates the following properties:

Pda: SPEC AG | [£2 & £7)
P4b: SPEC AG | (t7 & t5)

P35 (termination): The algorithm should al vays reach
a stable marking i.e. never run in an infinite loop. In
order to check this property the SIPN Editor
automatically creates the vaniable eoe (End of Cycle)
and the statement for its verification. For the working
example its definition is:

goc := !(Er|t2|t3 |ta|L5|ts|LT);
and the property which 2ac has to comply with is:

P5: SPEC AG EF soc

The other standard functional properties are inferred

in a similar manner.

83, Formalization of non-functional  properties.
Assessing equations 1+6 for the SIPN model given in
Figure 2 yields a value close to 1. In fact, the criterion
T4 is the only one which affects the model's
transparency, due to the requirement that each output
must be defined in each state.

IV, VERIFICATION & VALIDATION

These two concepts ore oftenly confused,
Verification means to check if the algorithm complies
with the standard functional properties. This step must
be the first one, because if all the formalization is done
and the verification result is False, the algorithm has
to be reviewed until 2 True result occurs.

Validation signifies to check wether the wverified
control algorithm  fulfills the application specific
functional properties or not. After correcting the
algorithm due to a False result, verification must be
done again,

Although transparency metrics do not affect the
comreciness of the model, changes in the algorithm make
necessary a new round of WV & V.

The tool we use for V & V is Cadence smMv’. It
requires a description of the control algorithm written in
a text file (smv) and a set of properties written in
Tempaoral Logic (TL). If a checked property is fulfilled,
SMV retumns a True result. 1P a property is not fulfilled,
SMV gives a False response and a counter-example as
atrace:

Firstly, the werification of standard functional
properties (among which are P4 and P3) is realized. The

* Cadence SMV has been developed at Cadence Berkeley
Liths and 15 avatlable for
Bt wowowe kenmenilcomfsms. |

downlond ot
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smv file (automatically generated by the SIPN Editor) is
executed by Cadenece SMV, The True result obtained
shows that the SIPN model accomplishes the standard
functional properties.

This enables to add to the .smv file the necessary
specifications for the validation of the application
specific functional properties (P1+P3). Launching
Cadence SMVY again on the smv file yields True
results, which means that the model is correet according
to both standard and application specific functional
properties.  Figure 3 shows the resulls for both
verification and validation in a compact manner.

PRESS sy

File Prop Yiew Goto History Abstraction

Browsar I"Prﬁﬁi}:&l;'] 'Er:u;]' Gone | Using | Groups |

Halp

[l remits x|
Praperty: | Resu |
(A [EF aoch) frue Tha Apr
(A [(—{r28my) frue Thu Aar
(A ([T &157) tnm Thu Agr
(A5 ((Reioase_plunge=1) ->(EF (Move_plunger_s= 1)) frus Thu Aps
[AG ((Start&Guard_closed) ->(EF (Relasse_plunge=1)) true This Apr
(4G i~(Releass. plungeréMan_phingar. upl fruse Thu Apr
i)

] .

Source | Trace | Log |

Figure 3. The results of WV & V of the SIPN madel for the
warking example

V. GENERATING & TESTING THE PLC PROGRAM

Az mentioned in Section 1, the SIPN Editor is ahle to
automatically generate the Instruction List (IL) PLC
program, according with the IEC 6113 1-3 Standard,

Although the SIPMN Editor is provided with a Soft
PLC, which can simulate the generated IL program, the
PLC program for the working example has been
downloaded and tested on a real PLC,

Minor changes had to be done to the PLC program
before download, mainly due to the fact that the used
PLC has different sintax for several instructions,

Input signals were generated using switches, The
inputs sequences followed both normal operation
seenarios and random scquences. The PLC program
waorked correctly for both kind of input sequences,

Although the obtained PLC program is correct and
clear, it is not the fastest. As mentioned in Section I1,
one of the standard functional properties that has to be
accomplished is that in the SIPN model it has to be a
specification for the value of every output, ie. 0 or 1, al
every reachable marking (defined ourputs). For the
working example this yields 7 "redundant” instructions:
v the oulput Release plunger has to be set in P2 and

reset in P3 and P6, but it is reset also in P1, P4, P5
= the output Move plunger up is sel in P6 and reset in

P1, but it is reset also in P2, P3, P4, P5.

Despite these considerations, these “redundant
instructions were kept in the PLC program in order o
assure its deterministic behaviour.
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V1. CONCLUSIONS

In this paper we presented an approach to deliver
correct and dependable PLC programs. Detailed steps of
the design process were illustrated through a simple
example.

For modeling the control algorithm we used the
formalism of the Signal Interpreted Petri Networks
(SIPNs) and the SIPN Editor’ tool. The advantage is that
the tool allows to easily make the wverification and
validation of the SIPN model by the automatic
generation of the standard functional properties and of
the SMV input code,

Standard functional properties were verified using
the Cadence SMV” tool. Then SMV has been used again
in order to validate the application specific functional
praperties. In both cases SMV gave a True response,
which means that our control algorithm is correct,
Together with a favourable assessment of non-functional
properties, this allowed the automatic generation of the
PLC program by the SIPN Editor in the Instruction List
{IL} language, followed by its testing on a real PLC.

The L program needed minoer (syntactical)
adjustments, due to the fact that the used PLC is not
strictly conforming to the syntax issues of the 1EC
61131-3 standard

Analyzing the PLC program, it results that in order
to preserve its deterministic behaviour we have to admit
longer program scan cycles,

The presented approach provides correct, thus
dependable, PLC programs. Although there are no
melries (o estimate the dependability gain (in terms of
safety and reliability}, the improvement is undeniable,
especially when compared with direet implemented PLC
Programs,
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