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Abstract

The larger growth in the operations and activities of electronic banks has created new problems
for banks and the responsible authorities in the context of the lack of management and those in
charge of the banks to qualify, and sufficient practice to catch up with the accelerating
technological progress.

In addition to the high potential for deception and fraud on open networks internet and this is due
to the absence of traditional practices that u to ensure the identity and legitimacy of the client it is
worth noting that electronic payment methods have appeared in conjunction with the emergence
of e-commerce and have become one of its components and complete its procedures and most
important main risks facing the work of electronic banks, which threaten the conduct of banking
and financial operations in various countries of the world.

The article also touched on the most important risks facing electronic banks, through this study,
it aims to shed light on the legal mechanisms of protection in the field of electronic banking
transactions given the novelty of the consumer, the seriousness and the lack of texts the legal
regulations that govern electronic transactions in general and electronic banking operations in
particular, the regulatory legislation issued by the Central Bank of Jordan and dealing with cyber
security risks.
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1. Introduction

Electronic payment operations have become in the minds of banks until they occupy a good
position in the competition among them, and despite the fact that they are surrounded by many
risks, this is called the risks of electronic payment operations, and this is what will be addressed.

Electronic banking means virtual access to bank account information, one of its main problems is
the huge difference between a non-digital human connection, which uses different identification
mechanisms (name, password, handwritten contract, etc), and an electronic/digital connection
that uses the authentication methods mentioned in this paper (Petr, Kamil, Jiri, 2008, pp.326-
330).

Integration of risk management processes The electronic payment aims to ensure and define an
understanding of the nature of the interrelationships between the various risks in the bank, as it is
not possible to evaluate the impact of certain risks in isolation from the rest of the other risks
related to the bank work, and the risk management process is comprehensive at the level of the
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institution as a whole, which leads to the application of Integrated risk management, in addition
to the ability to understand the interrelationships between different risks for electronic payment
operations and their attendant effects in a way that negatively affects the operations of the bank.
For example, in Sri Lanka the results of the completed study revealed that financial and security
risks are taken into greater consideration by e-commerce users than other risks such as perceived,
operational and financial risk (Arthika Rajaratnam,2019, pp.160).

The Basel Committee on Banking Supervision indicated that banks should put in place policies
and procedures that allow them to manage these risks through their assessment, monitoring and
follow-up.

This article was distinguished from previous articles in the same field and important examples
the legal system of electronic banks(Muhammad, Abdel Razek, 2009).

It dealt with the subject in terms of the Jordanian electronic transactions law and the licensing
conditions of the Central Bank of Jordan and(Makled, Mohsen ,2010) entitled Electronic Banks
Success Factors and Challenges this study dealt with the success factors and challenges for
electronic banks in terms of studies that were applied in foreign countries or Arab countries, and
the importance of this study lies due to the scarcity of studies in electronic banks, and our study
was characterized by them Because it dealt with the legal interface of the study and study it in
depth with consideration of comparative law, When we compare the current study with the
previous study (Abdel-Khaleq, Hamid, 2002), Algeria, entitled Challenges facing commercial
banks in the field of electronic commerce, this study aimed to know the challenges facing
electronic banks, and the most prominent points of this study are that banks should work on
updating methods and methods to keep pace with electronic updates Contemporary, technical
protection and information security for electronic accounts, two studies distinguished from them
by touching on legal regulation and technical and technical protection according to the regulation
of central banks, and the most important instructions for adaptation to cyber risks issued by the
Central Bank of Jordan.

The risk assessment should be carried out by an independent body with sufficient authority and
experience to assess risks, test the effectiveness of risk management activities, and make the
necessary recommendations to ensure the effectiveness of the risk management
framework(Central Bank of Jordan, 2018).

There must be plans reinforced with preventive measures against crises, to be approved by the
concerned officials, to ensure the bank's ability to withstand any crisis or failure in the systems or
communication devices, provided that these plans are subject to periodic testing.

2. Data And Methodology Of Study Used

The research depends on the descriptive analytical approach to verify the most important risks
facing electronic payment operations. These risks are analyzed and taken advantage of to keep
pace with modern protection methods related to the topic of research, discuss the most important
forms of financial fraud, and develop the best recommendations for the use of protection
methods and keeping pace with high technological development.
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And review the laws issued by the Central Bank of Jordan and the instructions for cyber risks
according to the Central Bank of Jordan and what is related to the licensing of electronic banks
and the regulations issued by the Basel Committee on Banking Supervision (BCBS), in addition
to the laws issued by the united nations to protect against risks that threaten consumers in the
field of cyber security and electronic commerce (UNCITRAL Model Law on Electronic
Commerce, 1996).

3. The Policy Of The Jordanian Government Measures

Remittances outside the country are considered one of the most important risks facing electronic
banks, which may cause great harm to the economy inside the country. Which he enjoys, but at
the same time, he may be exposed to great risks, whether at the level of maintaining that good
money from the banks or the economy of countries as a whole (Weir, C. S., Douglas, G.,
Richardson, T. & Jack, M.2010.pp 153-164).

Threats should not affect or limit the spread of electronic payment operations. Rather,
governments and legislative councils that are concerned with protecting the interests of
customers and citizens, which may be represented by the Ministry of Investment and the Central
Bank, should take into account these risks, and develop the necessary technology to prevent their
occurrence on an ongoing basis and binding on electronic financial companies. , by reducing its
incidence to the lowest possible degree (Jama Malika.2018, p. 27).

Jordan's policy was to protect customers from the risks of electronic fraud through the
application of general rules to protect customers and citizens through the role of the Central
Bank of Jordan in regulating electronic payment methods for banks, the Jordanian government
encouraged citizens to go to electronic transactions and provided them with all means of
protection from electronic risks. It has worked to promote the e-government program and
electronic payment through the application (E-Fawateercom, 2021).

In fact, the Central Bank of Jordan has developed a legal regulation regulating the work of
electronic companies, electronic banks, traditional banks, electronic payment companies, and
electronic transfer companies. Electronic payment is up and running.

This definition legally applies to electronic banks, because it deals with the same systems and
manages them electronically, and these electronic companies are not entitled to a license except
after obtaining the approval of the Central Bank and submitting an application for a license
through which the Central Bank requires its supervision and follow-up on the operations of the
electronic bank (Central Bank of Jordan, 2015).

The researcher believes that subjecting traditional or electronic banks to the control of the
Central Bank secures the necessary protection for customers, and cultivates a kind of confidence
towards modern electronic payment processes that are dealt with behind screens and the Central
Bank has taken over the protection of customers by enacting instructions and regulations to
compel electronic financial companies to protect customers.
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The legislative framework of the Central Bank appears by issuing the appropriate regulations
instructions and circulars for the activities of payment services and electronic money transfer in
Jordan defining the terms of dealing with them, settling disputes that arise between its parties, in
addition to the technical and technical procedures and requirements for electronic money.
Payment tools and directing those who engage in such activities to comply with them.

Regulatory framework: The regulatory framework in the Central Bank is to supervise all
electronic payment systems and monitor all activities of managers and operators of electronic
payment systems, participants in them and providers of electronic payment services.

It is possible to count as an example one of the largest electronic banks in the world in terms of
definition and electronic payment methods provided through it to most countries of the world
and the legislative texts to protect the electronic financial system and the licenses that had to be
obtained from the Central Bank of Lithuania to license Revolut Bank, financial technology
company that provides banking services in Europe and the world.

4. License Conditions For Providing Banking Operations In Digital Banks

The Jordanian legislator determined the licensing of digital banks in accordance with Article (31)
of the Constitution and based on what was decided by the Council of Ministers on 10/18/2017
the Central Bank of Jordan issued the electronic payment and transfer system Law No. (111) of
2017 in accordance with Articles (21+22) From the Electronic Transactions Law No. (15), 2015
which deals with all matters related to licensing electronic banks in Jordan, electronic banks are
considered in Jordan. The same material value that traditional banks pay in terms of fees upon
licensing and in accordance with the regulations issued by the Central Bank of Jordan (Articles
(21+22) From the Electronic Transactions Law No. (15), 2015).

In order for a bank to obtain a license to provide electronic banking services, it must first create a
website for itself, after obtaining a set of licenses through the following:

Granting licenses is limited to banks registered with the Central Bank alone that the bank fulfil
the controls related to the extent of its commitment to the following: capital adequacy, principles
of loan classification, credit concentration (Sherine Sultan, 2020, pg. 7).

The bank follows the principles of risk management when providing its services via the
electronic network, and the licensed bank disclosed on its own page that it obtained a license by
number and date, in addition to linking the bank’s website to the central bank page.

Businesses should have mechanisms in place to handle complaints that provide consumers with a
prompt, fair, transparent, inexpensive, accessible, rapid and effective resolution of disputes
without undue cost or burden. Companies should consider subscribing to local and international
standards related to internal complaints handling, alternative dispute resolution services,
customer satisfaction rules and providing all means of protection against cyber risks to these
processes (UN, Consumer Protection Guidelines 2016, p 10).

Digital bank license applicants should not underestimate the time it takes to build and implement
robust (IT) systems, which may require communication and agreement with a third party to
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provide the service. The Financial Services Regulatory Authority accepts cloud solutions for data
management (D.B.L.G. Abu Dhabi, 2021, p7).

5. The Necessity of Creating a Regulatory Legal Legislation
When we research the extent to which the legal legislation covers the issues of the risks of
electronic payment methods.

In fact, the 2015 Cybercrime Law, which is the authorized legislation that addresses the risks that
arise from electronic operations in general in Jordan, and the electronic services provided by
banks are characterized by speed, flexibility and simplicity, and therefore requires the presence
of legal legislation that protects and cultivates the confidence of customers in these banks and
solves any dilemma needed by them, hence the need for the intervention of central banks in the
countries, in order to establish a legal and legislative organization that develops confidence in the
customer and forces electronic banks to apply the legal bases regulated by the Central Bank to
protect the interests of all parties (Central Bank of Jordan, 2017).

The Jordanian Electronic Transactions Law requires these companies to obtain a license From
the Central Bank of Jordan, where Article (22) of it stipulates the following (Article No. 22 of
the Jordanian Electronic Transactions Law, 2015):

Without prejudice to any law, every payment and electronic money transfer company must
obtain License from the Central Bank of Jordan, and payment and electronic funds transfer
companies, in carrying out their activities, are subject to the supervision of the Central Bank, the
Jordanian and his knowledge, and purposes of this article, a payment and electronic transfer of
funds company means the company that practices Payment services, transfer, financial
settlement, electronic clearing, or issuance of payment tools and systems and its management in
accordance with the provisions of this law and the regulations and instructions issued pursuant to
it or the legislation other related matters ( Kuber, R. & Yu, W. (2010), pp. 158-181).

In fact, consideration will be given to the 2015 Jordanian Transactions Law, the UNCITRAL
International Trade Law, the United Nations Guidelines for Consumer Protection, and some
comparative international laws such as two laws: (United Nations Consumer Protection
Guidelines, 2016), consumer privacy, data security, and contract terms are clear, concise, easy to
understand, and unfair.

6. Legal principles

At the legislative level, the legislator must realize the nature and requirements of the information
age and that there is an urgent need for an integrated package of laws that must be enacted to
address all the effects of the difference in the electronic environment in which banks operate, as
it seems that many of the current laws are not valid to face the diverse and growing problems
related to the use of The computer in the banking field, through the formation of a legal
committee under the supervision of the Central Bank and members of banks who provide
electronic services to disclose their need for some important matters and the legal foundations
that serve the banking financial work and work on it development in order to make amendments
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to the electronic financial legislation that has become obsolete in proportion to the need of the
current time (Rabah Munir,2017.p30)

General legal principles must be observed in protecting customers from electronic risks, the
responsibility for risks lies primarily with the board of directors of each bank, which is
responsible to the shareholders about the bank’s business, which requires an understanding of the
risks faced by the bank and ensuring that it operates in an effective manner ( Belhadj Mahbouba,
2022, p12).

Accordingly, the risk policies are set by the bank’s senior management and the board of directors
must review them. The risk management policies must include identifying or identifying risks
and methods or managing and controlling risks facing electronic payment operations because the
most important characteristics that encourage the adoption of electronic banking services are
Convenience and ease of use (JIAQIN Yang, LI Cheng, XIA Luo 2009, 235-252) The general
legal principles in protecting customers from cyber risks issued by the Basel Committee must
take into account many tasks and duties.

I will analyze one of the fraud cases decided by the European Court of Justice on 11 November
2020, the Court of Justice of the European Union (CJEU) held that the near-field communication
(NFC) functionality of a bank card, also known as contactless payment, in itself is a “payment
instrument” as defined in the EU Payment Services Directive 2015/2366 (PSD-2).

The CJEU also clarified the meaning of “anonymous use” under PSD-2 with regard to NFC
functionality, the court stated that a bank might not exclude its liability for unauthorized low-
value transactions in its general terms and conditions by simply claiming that blocking the NFC
functionality would be technically impossible, but must prove impossibility in light of the
objective state of available technical knowledge when a customer reports a lost or stolen
bankcard.

Furthermore, the court ruled that if the user is a consumer, general terms and conditions that
provide for tacit consent to possible future amendments to such terms and conditions must
comply with the standard of review set out in Directive 93/13 on consumer rights protection, not
with PSD-2 (CJEU, 2020).

6. Conclusion
Through this study, the researcher can extract and suggest a set of relevant findings and
recommendations to generalize and consolidate the interest as follows;

In fact, according to my opinion, banks should prepare qualified banking human cadres to work
in the face of risks that threaten electronic payment operations, taking into account accuracy and
security to ensure proper use of the network to complete electronic payment operations, or
tampering with accounts and balances in banks that require updating information systems to keep
pace with all technical developments and continuously absorb them and keep pace with the
technological development to combat hackers in addition to combating computer viruses, which
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is one of the most threats facing electronic dealing, perhaps the most important security tools in
use today are firewalls and encryption and its technological infrastructure is well developed so
that it can offer electronic banking events to its customers.

| prefer that banks make it clear in the contracts they conclude with customers over the network
that the geographical scope is specified within the countries that are signatories to international
electronic trade agreements, in order to avoid conflict with countries that do not recognize these
agreements since the scope of the service listed on the network all over the world, and a supplier
must be chosen technician provided that he has technical experience and supervisory job history.

Electronic banks must follow advanced and continuous methods of technological prevention and
protection to face expected natural disasters such as humidity, heat, unexpected fires, floods,
fluctuations, power outages, wars, earthquakes, etc., in order to prevent computers from being
damaged and to prevent the immediate impact of electronic banking operations.

At the legislative level, the legislator must realize the nature and requirements of the information
age and that there is an urgent need for an integrated set of laws that must be enacted to address
all the effects of the difference, as is the case in many current laws and it seems that it’s not
suitable to face the diverse and growing problems related to the banking field from during the
formation of a legal committee under the supervision of the Central Bank and members of banks
who provide the electronic service to disclose their need for some legal bases that serve the
banking financial work and work to develop it in order to make amendments to the outdated
electronic financial legislation in line with the needs of the times, and electronic banks must To
play a role in preparing these laws to reach sound legal results due to its important practical
experience in this regard and what serves consumer protection.
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