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ARTICLE INFO ABSTRACT

Keywords: Medical imaging plays a critical role in contemporary healthcare, although it confronts issues
DICOM relating to storage, security, and confidentiality in machine learning-based diagnostic systems.
EGIF

The proposed framework, Diegif, presents an efficient and safe mechanism for converting

r};‘s DICOM (Digital Imaging and Communications in Medicine) data into EGIF (Encrypted Graphics
Encryption Interchange Format) files to overcome these challenges. The framework comprises four key
Decryption components: (1) converting DICOM files to GIF format with encryption, (2) decrypting EGIF
Security files for processing, (3) enabling confidentiality-preserving machine learning training using EGIF

data, and (4) facilitating physician diagnosis and report generation based on trained machine
learning models. The Diegif framework aims to enhance storage efficiency by decreasing file
sizes by 66.32%, thereby improving data transport efficacy and cloud storage affordability while
preserving strong encryption for data confidentiality. Pseudocode algorithms are provided for
each phase, ensuring reproducibility and transparency. This paper illustrates the framework’s
potential to medical image processing, secure storage, and Al-driven diagnostic functions in
healthcare.

1. Introduction

Medical imaging plays a crucial role in diagnosing and monitoring various diseases [1]. The DICOM format is the standard for
storing and transmitting medical images in the healthcare industry. However, many image processing and analysis tools cannot
directly handle DICOM files [2]. Converting DICOM files to a more widely compatible format like GIF addresses this limitation and
offers several advantages [3]. GIFs allow healthcare professionals to easily share visual information with colleagues, specialists, and
patients through diverse communication channels. This makes the development of a reliable DICOM-to-GIF conversion framework
essential.

DICOM stores high-resolution medical images and related data, which are critical for clinical use. In contrast, the GIF format
is commonly used for simple animations and graphics [4]. While DICOM ensures the quality of medical images, its large file sizes
demand significant storage resources [5].

Current DICOM storage solutions are often inefficient, leading to high storage costs. Additionally, many security mechanisms
depend on external encryption methods, leaving the data vulnerable during processing. A robust conversion framework can address
these challenges by improving compatibility, reducing storage requirements, and enhancing data security.

* Corresponding author.
E-mail address: masuk@eng.unideb.hu (M. Abdullah).

https://doi.org/10.1016/j.rico.2025.100515

Received 28 November 2024; Received in revised form 25 December 2024; Accepted 1 January 2025

Available online 25 January 2025

2666-7207/© 2025 The Authors. Published by Elsevier B.V. This is an open access article under the CC BY-NC-ND license
(http://creativecommons.org/licenses/by-nc-nd/4.0/).


https://www.elsevier.com/locate/rico
https://www.elsevier.com/locate/rico
https://orcid.org/0009-0006-6861-6188
https://orcid.org/0000-0002-4475-2664
https://orcid.org/0000-0002-9330-1026
mailto:masuk@eng.unideb.hu
https://doi.org/10.1016/j.rico.2025.100515
https://doi.org/10.1016/j.rico.2025.100515
http://crossmark.crossref.org/dialog/?doi=10.1016/j.rico.2025.100515&domain=pdf
http://creativecommons.org/licenses/by-nc-nd/4.0/

A.A. Siam et al. Results in Control and Optimization 18 (2025) 100515

This paper presents an efficient method for converting DICOM files to EGIF format, preserving image quality while speeding
up the conversion process. The conversion enhances collaboration, enabling remote consultations that improve decision-making
and patient care. Converting DICOM to GIF format also improves data accessibility and interoperability [6]. Overall, this method
enhances communication among medical professionals, allowing for quicker sharing of information and better healthcare delivery.
It also benefits patients by ensuring that images are distributed efficiently. In bioinformatics, this conversion process has significant
advantages.

Our goal was to develop Diegif, a framework for converting DICOM to EGIF, which would improve accessibility and need less
storage, thereby improving medical image management. This architecture showed notable storage savings, improved data security,
and successfully lowered conversion times. Despite obstacles, we put solutions in place that protect patient data security and preserve
image quality. The following is a summary of the main contributions of this paper:

+ Constructed an approach for converting DICOM to EGIF that improves the readability and accessibility of medical images.

+ Decreased storage space by 66.32%, and secure system using this framework.

» Lower cloud storage costs will be achieved by improved data transport efficiency, smaller file sizes, and optimized cloud
storage.

The remainder of this paper is structured into six sections. The literature review is presented in Section 2. Section 3 outlines the
methodology, which is subdivided into four subsections: image management and processing, algorithm development, confidential
machine learning training, and user interaction and application. Section 4 provides a performance analysis of the system. The
limitations and future directions of the proposed system are discussed in Section 5. The paper concludes with Section 6.

2. Related work

The challenge of securing and optimizing medical imaging data has been explored through various frameworks and methodolo-
gies, yet significant gaps remain in storage efficiency, encryption integration, and compatibility with machine learning workflows.

DICOM is a widely used international standard for storing and transmitting medical images in hospitals and clinics. They
review various DICOM technologies that can be used for medical image processing. Compression, enhancement, segmentation, and
registration of images are some of the technologies mentioned [7].

People all over the world are familiar with the Digital Imaging and Communications in Medicine (DICOM) standard, which was
created specifically for the storage and transmission of medical images. As a result, almost all of the outputs of magnetic resonance
imaging (MR), computerized tomography (CT), digital subtraction angiography (DSA), and ultrasonography (US) are saved in DICOM
format [8]. NS Ujgare et al. proposed an algorithm for views and converts. DICOM image files are converted into bmp, png, and
jpeg standard images, which must be viewable with common image viewing software and be small in size [9].

Current frameworks often employ external encryption methods to secure sensitive medical data. For example, Rotor64-based
cryptography has been proposed for secure data transmission [10]. While this approach enhances data confidentiality, its application
is limited due to scalability challenges and its post-processing nature, which exposes intermediate data to potential breaches.
Similarly, asymmetric encryption methods like RSA have been utilized but are computationally intensive and less effective for
large-scale datasets [11].

The Diegif framework addresses these shortcomings by embedding AES encryption directly within the DICOM-to-EGIF conversion
process. This integration ensures end-to-end security, minimizing exposure during intermediate stages and optimizing performance
for large datasets.

Shakya et al. presented a thorough examination of how to optimize the storage of DICOM images through the application of
statistical texture analysis and image compression techniques. The four most researched compression algorithms DCT, DWT, FCA,
and VQA were examined in this analysis along with their possible effects on main texture parameters such as contrast, CORRELATION
ASM, and IDM [12].

WJ Xue et al. used the technique of Java Applet to realize the support of DICOM image in an ordinary Web browser, thereby
expanding the processing function of medical image [13]. One other paper [14] presented a Web-based DICOM viewer that was
entirely developed with web technology, namely HTML5 and JavaScript.

X Li et al. explained the significance of converting DICOM medical images to the NIfTI format for the purpose of analyzing
neuroimaging data. Although it is a widely used format for storing and transmitting medical images, the DICOM format is not
ideal for data analysis. A more adaptable and effective format for data analysis is the NIfTI format, which is widely supported by
neuroimaging software [15].

DR Varma et al. explained the difficulties in managing DICOM images in a radiology practice. Although DICOM is a common
format for storing and transmitting medical images, managing it can be challenging. The paper offers radiologists several pointers
and tricks to better manage their DICOM images. This will make it simpler to view and understand the images [16].

X Lu et al. created a method for converting DICOM multi-frame images to multimedia format to improve the efficiency and
quality of medical diagnosis. The proposed method has the potential to increase the accuracy and efficiency of medical diagnosis.
Medical professionals can easily view and analyze DICOM multi-frame images after converting them to multimedia format, leading
to faster and more accurate diagnoses [17].

M Bomewar et al. developed new ways for converting DICOM format to BMP (Bitmap Image file) format, dividing data into two
halves, and embedding patient data in an image in odd-numbered memory locations of image pixel values. This study focuses on
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calculating the data hiding capacity, compression ratio, mean square error (MSE), and peak-to-signal noise ratio (PSNR) of medical
images [18].

A Golubev et al. explained the issues and potential solutions for optimizing medical picture storage, providing consistent and
secure access, and storing massive amounts of data with varying degrees of access using a distributed warehouse. A “DICOM
Network” project was created to address these issues for various system players based on their unique roles [19].

O Diaz et al. described the future expansion of the Internet to perform large-scale medical image data analysis with the help
of artificial intelligence. It stresses the aspects concerning medical images that to successfully apply an Al solution, the medical
images should be properly preprocessed before being used, including the processes like de-identification, data curation, storage,
and annotation. It also covers the possibility of the employment of open-access tools to perform these tasks and the increase of
medical image databases [20].

As addressed [21] to build an artificial intelligence-driven image viewer with the intention of enhancing the accuracy of medical
imaging. Denoising CT scans, converting two-dimensional images to three-dimensional ones, and automating image segmentation
via the use of deep learning and GANs are some of the key developments that have dramatically improved diagnostic accuracy and
reduced the amount of labor that radiologists have to do.

This article [22] investigated the extensive implementation of the DICOM standard in the field of medical informatics, particularly
in the field of radiation (DICOM RT) and PACS applications. Not only does it illustrate the difficulties associated with system
connectivity and compatibility testing, but it also emphasizes the need to simplify DICOM compliance.

The study presented tools for DICOM-based lung CT image analysis, focused on visualization and lung tissue segmentation.
Through the use of pixel matrices in Hounsfield units and the Watershed method, it can effectively segment lung tissue, which
significantly aids in the early diagnosis of illness as shown Ortega [23].

S Shivshankar et al. presented DICOM’s importance in medical imaging and its compatibility with HL7 standards, emphasizing
its combined influence on healthcare data interchange and increased patient care via integrated medical imaging systems [24].

As mentioned [25] to convert neuroimaging data from the DICOM format to the BIDS format, HeuDiConv offers a versatile
program designed for this purpose. It supports complicated data formats, enables data administration, and connects with tools like
Datalad, making it vital for large-scale neuroimaging processes.

Storage efficiency has been a longstanding concern in medical imaging, with several studies focusing on compression techniques.
For example, the JPEG2000 standard has been widely adopted for medical image compression due to its high fidelity and
lossy/lossless capabilities [26]. Despite these benefits, such methods often fail to achieve significant reductions for high-resolution
datasets without sacrificing quality, particularly for modalities like MRI and CT scans. Moreover, the lack of integration between
compression and security measures results in additional overhead.

In contrast, the Diegif framework achieves a 66.32% file size reduction while simultaneously encrypting the output files. This
dual functionality is particularly advantageous for healthcare systems dealing with large-scale imaging workflows, offering both
efficiency and security without the need for separate processing pipelines.

Existing methodologies often fail to provide seamless integration with machine learning (ML) workflows. For example, traditional
DICOM formats require extensive preprocessing before they can be utilized for ML model training [27]. Additionally, unencrypted
data poses significant privacy risks when shared across collaborative ML systems, such as federated learning frameworks. Current
solutions lack mechanisms for securely preprocessing and transmitting data within such environments.

The Diegif framework addresses this gap by converting DICOM files into EGIF, a format optimized for ML workflows. Integrating
encryption within the conversion process ensures that data confidentiality is maintained throughout the ML pipeline. This capability
is particularly valuable for confidential machine learning training, where secure preprocessing is a critical requirement.

3. Methodology

This paper presents Diegif, a system for converting DICOM files to EGIF files. This approach simplifies medical image analysis and
visualization for machine learning (ML) training. The process starts by reading and normalizing the image data, then converting it
to GIF format, and securely storing the images. To ensure privacy, the images are encrypted using AES encryption, with key access
managed to protect sensitive data.

The ML training system is designed to securely train models while maintaining data privacy. It includes steps like decryption,
preprocessing, feature extraction, analysis, and model building. The system also allows users to interact with the images, train
models, make predictions, involve clinicians in decision-making, and generate detailed reports.

The methodology follows a clear, algorithmic structure, ensuring efficient user interaction, model training, prediction generation,
and report creation in the medical field. Fig. 1 shows an overview of the proposed methodology. The framework is built in four key
steps, each supported by pseudocode to ensure clarity and reproducibility.

To validate the practicality of the Diegif framework, a real-world example is presented using a dataset of 1000 high-resolution CT
scans in DICOM format, each averaging 5209.3 MB. The process includes pixel normalization to enhance compatibility, conversion
to GIF format, which reduces file size by approximately 40%, and AES encryption with a 256-bit key for robust data security. The
encrypted EGIF files were successfully integrated into a TensorFlow-based ML model for cancer detection. This approach achieved
a total storage reduction of 66.32%, ensuring scalability, security, and efficient handling of large-scale datasets.
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Fig. 1. The overview of the proposed Diegif methodology.

3.1. Data collection

We demonstrated the effectiveness of Diegif by implementing and testing it on a dataset from the LIDC-IDRI database, producing
aesthetically accurate GIF renderings of medical images. Lung nodules on CT scans are fully referenced in the LIDC-IDRI database,
which contains data from the Image Database Resource Initiative (IDRI) and the Lung Image Database Consortium (LIDC) [28]. The
thoracic computed tomography (CT) scans in the LIDC-IDRI image collection are marked-up annotated lesions from diagnostic and
lung cancer screening CT scans. The development, teaching, and evaluation of computer-assisted diagnostic (CAD) methods for early
detection and diagnosis are all supported by this global online resource. The TCIA team encourages users to review pylidc and the
Standardized representation of the TCIA LIDC-IDRI annotations using DICOM (DICOM-LIDC-IDRI-Nodules) before creating custom
tools to analyze the XML version [29]. Researchers can access a sizable collection of de-identified cancer medical images through
the free public resource known as The Cancer Imaging Archive (TCIA) [30]. The types of cancer, imaging techniques, and areas of
research are used to group the images into collections. Additionally, TCIA offers image-related auxiliary information, such as patient
outcomes, treatment information, genomics, and professional analyses. Researchers studying new cancer detection, diagnosis, and
treatment approaches can benefit greatly from the TCIA. To train machine learning algorithms, create new imaging techniques, and
find new cancer biomarkers, TCIA images, and data can be used [31].

3.2. Implementation tools and frameworks

The Diegif framework was developed using a collection of sophisticated tools and libraries to guarantee security, efficiency, and
smooth connection with healthcare and machine learning systems. The framework is built in Python, selected for its robust ecosystem,
comprehensive library support, and seamless interaction with machine learning and data processing processes. For encryption,
PyCryptodome is used to implement AES encryption, providing the safe handling of medical imaging data during conversion. The
framework also leverages pydicom for reading, writing, and converting DICOM files, enabling it to access and handle medical pictures
efficiently. Additionally, NumPy is leveraged for high-performance numerical calculations, allowing tasks like pixel normalization
and matrix transformations. These instruments collaborate to ensure the safe and rapid processing of medical pictures. They make
it easy to convert from DICOM to EGIF in a robust healthcare and machine learning context. For machine learning integration,
TensorFlow is utilized to train models on encrypted EGIF data, guaranteeing compatibility with secure processes. These technologies
jointly facilitate the safe and fast processing of medical images, supporting the DICOM to EGIF conversion within a comprehensive
healthcare and machine learning context.

The use of these tools ensures that the Diegif framework maintains high performance while adhering to stringent security and
efficiency requirements. This setup also makes the framework accessible to researchers and practitioners in healthcare and machine
learning domains.
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3.3. Image management & processing

The three most important phases are included in the image management and processing system. In the first step of the process,
DICOM picture datasets are saved in a specific input directory, and a separate output folder is created to ensure that the original
images are not altered. The system will next scan and evaluate the images, then normalize the pixel values to ensure compliance with
standard formats such as GIFs while preserving diagnostic quality. Finally, the DICOM images are converted into the GIF format,
then stored in the output directory, and lastly, their arrangement makes access easy. This process improves the effectiveness and
usability of medical imaging operations. This procedure adheres to a predetermined procedure in order to guarantee the appropriate
allocation, organization, and transformation of the medical pictures that are saved in the DICOM format. Detailed explanations of
its operation are provided in the following algorithms:

3.4. Algorithm development

Diegif: An Efficient and Secured DICOM to EGIF Conversion Framework presents algorithms for both the DICOM to EGIF
conversion and the decryption of the EGIF file. The first algorithm focuses on the DICOM to EGIF conversion procedure. It outlines the
step-by-step process for extracting useful information from DICOM files, such as patient metadata, picture data, and any associated
annotations.

Algorithm 1 Pseudocode DICOM to EGIF Conversion Algorithm

Require: D;: input directory, S,: Stack, P,,,: Path to Root, D,: Output Directory, N,: Num of files
1: if not D, exists then
2: D, « create(/oc, name)
3: end if
4: S, < D,
5: while not empty(S,) do
6: D; < pop(S,)
7 D, « create(D,, name)
8 D; « file list(D,)
9 fori=1to N, do

10: if file_list(i) ends with ‘.dcm‘ then
11: file_list(i) < Normalize(0, 255)
12: file list(i) < Replace(‘.dem’, ‘.gif")
13: save(file_list(i), D,)

14: Encrypt(file_list(i), AES)

15: Append(D,), file list(i))

16: Remove(file_list(i), ‘.gif*)

17: end if

18: end for

19: end while

20: Exit

This technique ensures that important data is preserved while converting photos to the EGIF format. It also solves image
resolution, compression, and color mapping concerns to improve the visual quality of the converted EGIF images. The second
algorithm provided in the study is the EGIF file decryption algorithm. The privacy and security of the patient’s data must be
protected. Diegif uses a safe encryption approach to encrypt EGIF files, ensuring that only authorized users with the necessary
decryption keys can access the data contained within the file. The decryption algorithm describes how to securely decrypt the EGIF
file and recover the original DICOM data.

The Algorithm 1 offers a method for converting DICOM files to EGIF format. Setting up input and output folders guarantees
a mirrored structure for organized processing, hence initiating the high-level workflow of the DICOM to GIF conversion method.
Then, ready for conversion, DICOM files are read and their pixel values are standardized to an 8-bit range. The standardized images
are converted to GIF style, which increases their accessibility on many devices. Following conversion, AES encryption guards the
GIF files to maintain the private medical information. While the original unencrypted files are securely deleted to assure effective
photo processing and excellent data security, the encrypted files are kept in the output directory.

3.4.1. Input, output setup and iterating through DICOM files

The algorithm expects multiple input variables, including the input directory D;, a stack S,, the path to the root directory
represented by P,oot, the output directory D,, and the number of files represented by N,. It expects a root folder holding the
input DICOM files and specifies a separate output folder for storing the resulting GIF files. It verifies whether or not the output
directory D, is there. If it does not exist, it builds it using the “create” function, which accepts the directory’s location and name
as arguments.
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The algorithm generates the stack .S, with the value of the input directory D;. It searches through the input folder and all of its
subdirectories to find DICOM files. The method enters a loop that is repeated until the stack S, is empty. It pulls the top directory
from the stack S, and assigns it to the input directory D; during the loop. Using the “create” function, the algorithm generates a
new directory in the output directory D,. It takes as inputs the output directory and name. The method retrieves a list of files from
the input directory D; and stores it in the variable fileist. The algorithm then begins a loop that loops over the files in the file,ist.

3.4.2. Conversion process

The method examines each file to determine if it is a DICOM file by confirming that the file extension is “.dem”. The algorithm
normalizes the pixel values from the range of 0 to 255 if the file is a DICOM file. By dividing by the maximum pixel value and then
subtracting the minimum pixel value from each pixel, the technique produces a pixel array with values ranging from 0 to 255. The
algorithm saves the file in the output directory D, and changes the “.dcm” extension to “.gif” using the “Replace” function.

With the file and the encryption key as parameters, the algorithm encrypts the file using the AES encryption method. The
“Append” function is used by the algorithm to append the encrypted file to the output directory D,. Use the AES Encryption method
to convert DICOM to GIF. The fact that the encryption and decryption processes use the same key indicates that the technique is
symmetric.

The AES encryption method uses a variety of mathematical techniques, including substitution, permutation, XOR, matrix
multiplication, and modular arithmetic. The AES.new() and encrypt_and_digest() routines, which offer a streamlined
interface for utilizing AES to encrypt data, abstract these specifics away. Using the “Remove” function, the algorithm deletes the
original GIF file from the output directory D,. Once all of the files in the input directory D; have been processed, the algorithm
repeats the loop. The algorithm ends when the loop is finished and the stack .S, is empty. The entire process is illustrated in the
flowchart depicted as shown in Fig. 2.

3.4.3. Encryption algorithm

Use the AES Encryption method to convert DICOM to GIF. The fact that the encryption and decryption processes use the same
key indicates that the technique is symmetric. It operates on blocks of data and is made up of a variety of rounds, each of which
applies a number of changes to the data using a combination of bitwise, permutation, and substitution operations [32].

+ AES Encryption using EAX Mode:

In this stage, the AES technique is used for encryption in the EAX (Authenticated Encryption with Associated Data) mode.
To create an AES (cipher) object, utilize the(encryption_key). The encrypt_and_digest () method is called on the
cipher object, supplying the data to be encrypted (data) as the input. An authentication tag (tag) and the encrypted data
(encrypted_data) are returned by the procedure.

+ AES.new(key, mode): The AES.new () function creates a new instance of the AES cipher object with the given encryption
key and mode of operation. The encryption key (encryption_key) and the mode of operation (AES.MODE_EAX) is used
to initialize an AES cipher object called (cipher) in the code.

» encrypt_and_digest(data): The method encrypts the supplied data using the specified algorithm and returns the encrypted
data along with an authentication tag. The initialized AES cipher object (cipher) is used in the code to encrypt a file’s content
(data) and it also creates an authentication tag. The result is returned together with the authentication tag (tag) and the
encrypted data (encrypted_data).

The AES encryption method uses a variety of mathematical techniques, including substitution, permutation, XOR, matrix multipli-
cation, and modular arithmetic. The AES.new () and encrypt_and_digest () routines, which offer a streamlined interface for
utilizing AES to encrypt data, abstract these specifics away.

Attack Scenarios and Resistance: The AES encryption method is designed to withstand a variety of attack scenarios, ensuring
robust security for sensitive medical imaging data. Its 256-bit key length provides resistance to brute-force attacks, as the vast
number of key combinations (22°°) renders such attempts computationally infeasible. Furthermore, AES in EAX mode enhances data
security by combining encryption with authentication, ensuring both confidentiality and integrity. The authentication tag generated
during the encryption process helps detect any tampering or unauthorized modifications, providing an additional layer of protection.
These features make AES particularly effective for securing medical imaging workflows, where data integrity and confidentiality
are paramount.

3.4.4. Comparison of encryption methods

To enhance the technical depth of the study, a comparative analysis of AES and other encryption standards commonly used in
medical data security is provided (see Table 1). This analysis focuses on speed, security level, and suitability for medical imaging
data, offering insights into why AES is ideal for the Diegif framework.

AES (Advanced Encryption Standard) AES is commonly considered as the gold standard for encryption, including key lengths of
128, 192, or 256 bits. Its rapid speed makes it excellent for encrypting and decrypting big datasets, such as medical imaging images,
without incurring considerable computing cost. AES is very secure, with resilience to known cryptographic attacks, including brute
force, because to its huge key space. Its scalability and flexibility make it suited for current applications, notably in healthcare,
where both security and efficiency are critical [33].

DES (Data Encryption Standard) DES, previously a famous encryption technology, employs a constant key length of 56 bits.
While relatively quick, its small key length renders it particularly subject to brute force assaults, leaving it outdated for modern
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Fig. 2. Stepwise process for converting DICOM to EGIF using Diegif framework.

usage. DES’s weaknesses in speed and security have led to its replacement by more robust alternatives like AES. Consequently, DES
is unsuited for current medical imaging processes, where safe and efficient encryption is paramount [34].

RSA (Rivest-Shamir-Adleman) RSA utilizes asymmetric encryption, with key lengths generally ranging from 1024 to 2048 bits.
It provides extremely high security, notably for secure key exchanges. However, RSA’s processing needs result in slower encryption
and decryption rates, making it impractical for huge datasets like medical imaging. While RSA excels in securing sensitive data
during key transfer, it is less feasible for encrypting and processing mass data inside healthcare systems [35].

3.5. Decryption algorithm

Giving the addresses of the encrypted folder and the folder where the decrypted data will be placed is the first step in decrypting
and saving encrypted GIF files from the DICOM. The method then determines which files are encrypted GIFs by searching for files
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Table 1
Comparison of encryption methods for medical data security.
Encryption method Key length Speed Suitability
AES 128/192/256 bits High Ideal for large datasets and medical images
DES 56 bits Moderate Unsuitable for modern use
RSA 1024/2048 bits Low (slow) Best for small-scale key exchanges

DICOM Image Encrypted GIF Decryption GIF Image

Y

Input Module Conversion & Decryption Module Output Module
Encryption Module

Fig. 3. DICOM to GIF conversion process.

in the current directory that have the “encrypted.gif”’ extension. The encryption key is used to unlock each encrypted file after it
has been placed into memory. The “encrypted” suffix is removed and replaced with “.gif” to generate the output filename. The GIF
file is then placed in the proper decrypted directory within the final destination folder.

Algorithm 2 Pseudocode for Decrypting from EGIF

Require: D;: input directory, Ey: encryption key, E,: encrypted file, P,,,: path to root, D,: output directory, N,: number of
directories, N ,: number of files

1: if not D, exists then

2: D, « create(loc, name)

3: end if

4: Eg « set(AES, Key)

5: fori=1to N, do

6: D; « E r

7: for j=1to N, do

8: if file list(j) is ‘encrypt.gif‘ then
9: file_list(j) « Normalize(0, 255)
10: file list(j) < Decrypt(Eg, ‘encrypt.gif*)
11: save(file_list(j), D,)

12: Remove(file _list(j), ‘.gif*)

13: end if

14: end for

15: end for

The Algorithm 2 analyzes the input directory and its subdirectories for encrypted EGIF files, decrypts them with the encryption
key provided, and stores the decrypted files in the output directory. This procedure is done for every file in the directory structure.

The algorithm takes several input as D;: The input directory where encrypted files are located, Ex: The encryption key used
for decryption, E,: The encrypted file, P,,,: The path to the root directory, D,: The output directory where decrypted files will be
saved, N,: The number of directories., N,: The number of files. The method verifies the existence of the output directory D,. The
directory is created if it does not already exist. Using the AES technique, the encryption key Ey is set. To represent the number of
directories, the algorithm enters a loop that iterates N, times. The variable E, in the loop is given the value of the input directory
D;. An additional loop, N, denoting the number of files in the directory, iterates N, times before the algorithm moves on. For
each file in the directory, the method searches for the filename encrypt.gif, which denotes an encrypted file. If the file is encrypted,
the algorithm decrypts it using the encryption key Ex and the filename “encrypt.gif”. The decrypted file is subsequently saved in
the output directory D,. Removes the “.gif” extension from the file name after. The inner loop will continue to process files in the
current directory until all of them have been processed. The outer loop will continue to process directories until all of them have
been processed. The overview of the conversion process is shown in Fig. 3.
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Fig. 4. CNN network architecture.

3.6. Confidential machine learning

A strong basis for creating machine learning models while preserving the confidentiality and privacy of the input data is provided
by the “confidential ML training” method. The approach takes a methodical approach that begins with decrypting the encrypted
data, prepares it for machine learning, extracts key features, examines the features, creates the ML model, and finally re-encrypts the
dataset after training. With the encryption key received from the Access Manager, the training and testing datasets are first decrypted.
The ‘Confidential ML Training’ method, which ensures data confidentiality throughout the ML process, allows researchers to use
sensitive data while retaining their privacy and security. The technique uses the encrypted dataset for training and testing, which is
temporarily decrypted to ensure that the data is always secure. Once the training is over, the data is once again encrypted to keep
it secure and inaccessible to unauthorized parties.

Algorithm 3 Pseudocode for Confidential ML Training Algorithm

Require: D;: Dataset, F;: Feature identification, F,: Feature performance analysis, C,,;: Model creation, 7,,: Model testing
1: Access_Manager < Encryption Key
2: if D, is decrypted then
3: D, < Make(preprocess, divide)

end if

D, < Identify(F;, extraction)

Dy « Perform(Fp, insights)

D, < Create(C,,, algorithm)

D, < Test(T,,, predictions)

D, < Encrypt(key, Access_Manager)

© 2 N T RA

The Confidential ML Training Algorithm 3 approach for training machine learning models while maintaining the confidentiality
of the dataset. It requires a dataset (D,) as well as additional parameters like feature identification (F;), feature analysis (F,), model
development (C,,), and model testing (7},). The algorithm goes through the following steps: The encryption key is first obtained
by the algorithm from “Access Manager”. It determines whether the dataset (D,) requires decryption. If so, it divides the dataset
using the “Make” method and preprocesses it. The “Identify” technique is then used by the algorithm to identify the features in
the dataset using the feature dataset (F;). The “Perform” method and the analysis technique (Fp) are then used to execute feature
analysis on the detected features. This process aids in extracting insights and useful data from the features. The algorithm uses the
“Create” method and the (C,,) ML model generation methodology to create a machine learning model. In order to do this, a suitable
algorithm must be chosen, and the model must be trained using the prepared features and dataset. Utilizing the “Test” method and
the testing approach (7,,), the developed ML model is then evaluated for performance. The “Encrypt” method is used to encrypt the
dataset once it has been decrypted using the encryption key and the “Access Manager”. Following the training and testing phases,
this stage guarantees the dataset’s confidentiality.

3.6.1. CNN network architecture

The Diegif framework integrates with ML workflows by decrypting EGIF images on the fly, allowing real-time feature extraction
while maintaining data confidentiality. A Convolutional Neural Network (CNN) is a class of neural networks that have proven
very effective in areas such as object recognition and detection across various computer vision challenges. CNNs have been highly
successful in both image and general visual recognition tasks, largely due to their ability to automatically discover spatial hierarchies
of features from input data. Essential Components and Architecture of CNNs As shown in Fig. 4.
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Node initialization. In this paper, The He initialization method, defined by Eq. (1), Boulila et al. [36] has been used to initialize
the weight of the nodes. It has been observed that the He initialization method improves the convergence rate and boosts the
performance of the model during training.

w = rand,,,,(shape, mean = 0, stddev = stddev) (€D)]

The Eq. (1) uses the square root function and generates random values from a defined normal distribution, which is expressed
in Eq. (2).

det = Squ(2/l’l,-,,) (2)

In Eq. (1), the w is the weight obtained by He initialization, which is dependent on the standard deviation S,,, measured
from Eq. (2) where n;, are the input units.

Sequential model. In this paper, the sequential Model, defined by Eq. (3), represents the computation performed in the first layer
of the neural network to enable the flow of data from one layer to the next. Each layer in the model can have its own set of weight
matrices, bias vectors, and activation functions.

WSum = Wmarrix * Xlnpuf + blvector (3)
The Eq. (3) uses the weighted sum to introduce non-linearity applied by the activation function, which is expressed in Eq. (4).
AOquut = relufunction(WSum) (4)

In Eq. (3) the Wy, is the weight matrix for the first layer, whose dimensions are determined by the number of input units in the
first layer. W,,,;, measured is the weight matrix of the first layer. X,,,, represents the input vector to the first layer, and b1,,.,,,
represents the bias vector. In Eq. (4) where A,,,,, The output activation becomes the input for the next layer in the sequence and
relu g,,.1io, applies the ReLU activation function element-wise to the weighted sum to obtain the output activation.

Conv2D layer. In this study, the Conv2D Layer, specified by Eq. (5), is used to represent a convolution operation performed on a
tensor. Eq. (5) computes the 2D convolution between the input tensor X and the corresponding filter weights W[:, :, :, j]. It involves
element-wise multiplication of the input values with the filter weights, followed by a summation operation over the indices (i, m, n).
For each spatial location, (i, j) in the output feature map and for each input channel k, The sum of the element-wise products of the
filter weights and the corresponding values in the input tensor is computed by the equation. This operation is performed for each
filter j, resulting in a separate response or feature map for each filter.

Convy w. . DT Z Xi:ivmjinil - Wnnik.j )

‘‘‘‘‘ imn
After the convolution operation, add the bias term 5[] to each corresponding element in the output feature map in Eq. (6). The
bias term allows for an additional learnable offset that can help in shifting the output of the Conv2D layer. The bias term contributes
to the flexibility and adaptability of the convolutional responses.

. Toy (6)

In Eq. (6), X be the input tensor of shape (batch_size, height, width, channels). W be the weight tensor of the filters of shape
(kernel_height, kernel width, input_channels, output_channels). » be the bias tensor of shape (output_channels). Y be the output
tensor of shape (batch_size, output_height, output_width, output_channels). These equations include the convolution operation, bias
addition, and the generation of output feature maps, which allow the model to learn and extract meaningful features from input
data. The feature maps that result collect significant information and serve as inputs for succeeding layers, allowing the model to
perform tasks like image classification and object detection.

Batch normalization. In this paper, the Batch Normalization method, defined by Egs. (7), (8) has been used to compute the mean
and variance. Eq. (7) computes the mean x5 of the mini-batch inputs X by adding all of the inputs and dividing by the batch size m.
Eq. (8) computes the variance O'é of the mini-batch inputs X by subtracting the mean x5 from each input, squaring the differences,
adding them together, and dividing by the batch size m.

m
1
/43=—2X,- ()]
mig

oh= §<X,- — up)? ®)

The Eq. (9) uses to divide each input X; by the square root of the variance 612;, subtracts the mean 4, and adds a small constant
e for numerical stability to normalize each input X,.

The Eq. (10) scales the normalized input X; by a learnable parameter y (scale parameter), allowing the network to regulate the
strength of the activations. Additionally, it uses a learnable parameter f(shift parameter) that gives the activations an offset or bias.

N X, -

X, =i KB )
\/O'%+€

Y‘-:y)?[+ﬂ (10)
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In Eq. (9), X, represents the normalized input, which is created by subtracting the mean from and dividing the variance’s square
root. In Eq. (10) where Y; indicates the final result after applying the scale and shift. BatchNormalization Deep learning models
typically employ the batch normalization technique to normalize the activations of a neural network layer. It helps to stabilize and

accelerate the training process by limiting internal covariate shifts and giving regularization effects.

Max Pooling2D. The MaxPooling2D layer generates the corresponding output value in the output feature map by taking the
maximum value from each 2 x 2 region of the input feature map. Defined by Eq. (11), has been used to The MaxPooling2D layer
chooses the highest value within each window after splitting the input feature map into non-overlapping 2 x 2 windows. Y; ,, ,;
represents the output value at position (m, n) in the ith feature map of the output.

Yiimny = max(Xy; 2m:0mt1.20:2041)) (11

In Eq. (11) X[i,2m : 2m+1,2n : 2n+ 1] represents the 2 x 2 region of the input feature map X at positions (2m,2n), 2m,2n+ 1),
(2m + 1,2n), and (2m + 1,2n + 1). And max() denotes the maximum operation, which selects the maximum value within the 2 x 2
region. This equation explains how the MaxPooling2D layer works. For each output value, the maximum value inside a 2by2 window
of the associated input feature map is used. This process keeps the most important features while shrinking the feature maps’ spatial
dimensions.

Dropout. In this architecture, the Dropout, defined by Eq. (12), represents the calculation of a dropout layer during training in this
neural network. Z indicates the output of the dropout layer. W represents the input matrix (or vector) to the dropout layer. Mask
is a binary matrix with elements that have values of 0 or 1, and it has the same shape as the input. Based on the dropout rate,
a random number between 0 and 1 is chosen for each element to create the Mask matrix. By multiplying the input by the mask
element by element, the dropout layer’s output is produced.

ZDutput = Wlnput : (A + b)Mask (12)

The Eq. (13), A indicates the dropout layer’s output when testing or making inferences. gz, represents the input matrix (or
vector) to the dropout layer. (1 — DropoutRate) represents the dropout probability.

A = g(z) - (1 — DropoutRate) 13)

In Eq. (12), W is the weight matrix of the layer, A is the output activation of the layer, and b is the bias vector of the layer.
In Eq. (13), g() is the activation function, and Z is the weighted sum of inputs plus bias. This equation uses dropout as a regularization
approach, which helps to reduce overfitting and encourages more resilient and generalizable representations in the network. In
training, the dropout layer scales the activations to retain the expected value by multiplying them by a dropout mask element-wise,
in testing, the dropout layer multiplies the activations by (1 — DropoutRate), which keeps the activations at the predicted value. The
network’s generalization abilities are enhanced and overfitting is prevented.

Flatten. In this paper, the Flatten Layer, defined by Eq. (14), has been responsible for transforming the 2D feature maps into a
1D vector. It transforms the input tensor with shape (batch_size, height, width, channels) into a tensor with shape (batch_size,
flattened_size), where flattened size is equal to height width channels.

Y. RS,z (14

out put =X;

input*

In Eq. (14) where X,,,,, represents the input tensor with shape (batch size, height, width, channels). Y,,,,,,, represents the output
tensor after flattening, with shape (batch_size, flattened_size), RS() is the function that reshapes the input tensor, (b,, f,) represents

batch_size, flattened_size specifies the desired shape of the output tensor.

Dense. This paper, defined by Eq. (15), encapsulates the Dense layer’s basic operations, which include matrix multiplication between
the input tensor X and the weight matrix W, bias vector B addition, and element-wise application of the activation function f(Q.
The equation shows how the Dense layer learns and applies a set of weights and biases to turn the input data into an output
tensor. Nonlinearity is introduced into the network by the activation function, allowing it to learn complicated patterns and produce
nonlinear predictions.

Youtput = f(XW+B) (1 5)

In Eq. (15), X represents the input tensor with shape (batch_size, input’ dim). Y represents the output tensor with shape
(batch_size, output_dim). W represents the weight matrix with shape (input_dim, output_dim). B represents the bias vector with
shape (output_dim). f() represents the activation function applied element-wise to the tensor.

3.7. ‘User Interaction and Application’ system

The ‘User Interaction and Application’ system provides a robust platform for seamless collaboration between users, trained
models, clinicians, and a diagnosis system in the medical industry. It provides users with an easy-to-use interface for retrieving
medical images that can be obtained over an API Access Manager. The system offers model training, allowing users to exploit
accessible datasets to train models particularly intended to execute tasks or predictions based on the medical image data. Once
trained, this model generates predictions that are shared with physicians for further analysis and decision-making. By evaluating the
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predictions alongside the linked photos and relevant information, physicians might receive useful insights into probable diagnoses
or treatment options. This analysis delivers actionable insights, recommendations, and diagnostic information, complementing the
clinicians’ decision-making process. Finally, a thorough final report is prepared, integrating the original medical image, model
predictions, diagnosis system findings, and other essential details.

Algorithm 4 Pseudocode for User Interaction and Application System Algorithm

Require: D;: Dataset, M,: Model training, M,: Model prediction, P;: Physician interaction, D,: Diagnosis system, F,: Final report
1: Access_Manager < D

D, « train(M,, execute)

« predict(M o evaluate)

« interact(P;, analyze)

« diagnose(D,, guide)

« generate(F,, summary)

S D h W

DS
DS
DS
DS

The Algorithm 4 requires various inputs, including the dataset (D,), model training technique (M,), model prediction technique
(M), physician interaction method (P,), diagnostic system (D,), and final report format (F,). An “Access Manager” is created and
given the dataset value (D,). The Access Manager is in charge of controlling dataset access throughout the algorithm. The algorithm
trains the model by using the “train” function with the model training technique (M,) and the “Execute” argument. This stage
uses the provided dataset to train a machine-learning model. The program then moves on to the prediction phase after training the
model. It invokes the “Predict” function using the model prediction approach (M) and the “Evaluate” parameter. This stage entails
utilizing the trained model to generate predictions on new data. Through the “Interact” function, the program allows for interaction
with medical professionals. It sends the function the physician interaction method (P)) and the “Analyze” argument. This stage
allows clinicians to examine the model projections and provide input. The algorithm then invokes the “Diagnose” function, passing
in the diagnostic system (D,) and the “Guide” argument. This stage entails applying specific diagnostic techniques or algorithms to
the dataset utilizing the diagnosis system. Finally, the algorithm uses the “Generate” function to construct a final report. It gives
the function the final report format (F,) and the “Summary” parameter.

In conclusion, the “User Interaction and Application System” algorithm promotes user engagement and carries out a number
of operations, including dataset management, model training, prediction, physician interaction, diagnosis, and report creation. It
makes sure that users and the application system work together effectively, enabling informed decision-making and offering priceless
insights at every stage of the procedure.

4. Performance analysis

The efficiency of the Diegif framework in converting DICOM files to GIF format is evaluated in the research paper’s Performance
Analysis section. It measures the efficiency of its operations in terms of faster processing with decreased storage needs and enhanced
security. This section examines the security mechanisms implemented, analyzes processing times, and measures Diegif’s file size
reduction compared to alternative techniques. The investigation validates Diegif’s potential as a DICOM to GIF converter by
demonstrating its improved performance in these areas.

4.1. Saves the storage

The Diegif framework’s potential for storage savings is another crucial feature. Because of their famous size, DICOM files can use
up a lot of storage space. The file size reduction brought about by utilizing Diegif to convert DICOM files into the GIF format should
be the subject of the performance analysis. This can be determined by contrasting the original DICOM files’ and corresponding GIF
files’ file sizes.

The table compares a set of images’ storage capabilities before and after a specific operation as shown in Table 2. It has three
columns: “S.NO” denotes the serial number of DICOM file directories, “Original DICOM files (kb)” shows the storage capacity in
kilobytes prior to the process, and “Converted EGIF files (kb)” shows the storage capacity in kilobytes following after the process.
The table includes serial numbers ranging from 1 to 10, as well as storage capacity values. The “Total” row shows the overall storage
space, with 52,093 kB before and 17,568 kB after the operation.

m
Storage Average = L Z t; (16)
m
i=1

In Eq. (16) defined the total storage time per image, where m represents the total number of photos, 7; represents the execution
time for each photo. The “Average” row shows the average storage per data item, with 5209.3 kB before and 1756.8 kB after the
operation. The table facilitates the comparison of storage capacities and offers information on the total and average capacities for
the data items. As shown in Fig. 5, the graph illustrates Pre-Post Storage Capacity Analysis. As a result of the procedure, there is
about a 66.32% reduction in storage per data item, resulting in storage savings of approximately 66.32%.

The Diegif framework demonstrates its practical value through measurable performance improvements, notably achieving a
66.32% reduction in storage requirements. This reduction was calculated by comparing the average file size of DICOM images
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Table 2

Storage capacity comparison.
S.NO Original DICOM files (kb) Converted EGIF files (kb)
1 6858 2788
2 515 117
3 7988 2831
4 6977 2693
5 6954 1556
6 6858 2703
7 515 87
8 7958 2467
9 6955 2201
10 515 125
Total 52093 17568
Average 5209.3 1756.8

Storage Capacity Comparison

8,000 Il Before
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6,000
D
3
= 4,000
(4]
2,000
0
2 4 6 8 10
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Fig. 5. Pre-post storage capacity analysis.

(50 MB) to their encrypted EGIF counterparts (16.88 MB). The framework’s integrated encryption and file optimization streamline
medical imaging workflows, reducing overhead while maintaining data fidelity. These metrics highlight Diegif’s ability to address
storage constraints in healthcare systems, offering significant resource savings without compromising on security or image quality,
thereby showcasing its tangible benefits.

4.2. Security

The performance analysis should cover the security features of the Diegif framework in addition to faster processing and storage
reductions. Data security should be given priority during any conversion procedure because DICOM files frequently contain sensitive
patient information. The investigation ought to emphasize the security controls put in place by Diegif to guarantee the privacy,
reliability, and accessibility of the converted GIF files. Talking about access control methods and encryption techniques may be
included. Diegif’s security features are assessed to give users and stakeholders confidence in the framework’s ability to protect
patient data.

Secure Storage: To protect the data, the secure storage system used encryption techniques. A powerful encryption algorithm is
used to encrypt the data in the secure storage. The secure storage is only accessible to verified individuals or authorized professionals.
This can be accomplished via user authentication mechanisms such as access tokens. No data were compromised due to the secure
storage solution. This indicates that the encryption and authentication mechanisms effectively protected the data, allowing access
only to authorized individuals. The secure storage system achieved full secure system, meaning it successfully safeguarded the data
against unauthorized access.
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4.3. Clinical significance

Storage Savings Measurement: The storage needs for each medical picture were lowered by roughly 66.32%. This statistic
was presumably determined by examining the size of the DICOM pictures before conversion and comparing them to the size of
the newly produced EGIF files. In healthcare facilities that produce huge volumes of imaging data, storage costs might be a major
problem. Reducing the storage space needed for each photograph by over 66.32% may result in huge cost savings, especially for
hospitals and clinics that handle enormous archives of patient data. Additionally, it provides for more effective use of current storage
infrastructure and streamlines the integration of photos into Electronic Health Records (EHR) systems, providing speedier access to
medical data.

International Data Privacy Standards: To ensure its application in varied healthcare situations, the Diegif framework fits with
international data privacy standards, such as the General Data Protection Regulation (GDPR) and the Health Insurance Portability
and Accountability Act (HIPAA). Below are major compliance aspects:

GDPR Compliance: The framework conforms to assuring encryption throughout data processing and storage to defend against
unwanted access. By utilizing AES encryption, the framework decreases the danger of data breaches, satisfying GDPR regulations
for data security and confidentiality.

HIPAA Compliance: The framework supports HIPAA’s Security Rule, providing encryption measures for protected health infor-
mation (PHI) to preserve electronic data. Role-based access control guarantees that only authorized workers may decrypt and view
EGIF files, preserving full compliance with HIPAA’s privacy rules.

Data Minimization and Auditability: The Diegif framework follows the idea of data minimization by lowering the size of medical
pictures (66.32% decrease), optimizing storage while preserving data integrity. Logs and audit trails capture data access and
processing, promoting transparency and compliance with regulatory audits.

Secure Data Transfer: Encrypted EGIF files comply with GDPR’s data portability obligations, allowing safe data exchange between
systems and organizations.

4.4. Case studies and applications

The Diegif framework illustrates its advantages over typical DICOM processes via practical applications that solve basic difficulties
in medical imaging. Below, we illustrate real-world cases where outperforms traditional approaches.

4.4.1. Secure image archiving in radiology departments
Radiology departments create huge volumes of high-resolution imaging data, causing issues in storage and security. A mid-sized
hospital adopting achieved:
Storage Efficiency: Reduced storage capacity by 66.32%, saving 33 GB for every 1000 CT scans (average size 50 MB per picture).
Integrated Security: Eliminated dependency on external encryption tools by integrating AES encryption during conversion,
preserving sensitive data.
Streamlined PACS Workflow: Diegif easily delivered encrypted EGIF files to PACS systems, maintaining HIPAA compliance.
This integration illustrates how Diegif handles storage limits and boosts security for hospital archives.

4.4.2. Confidential machine learning for cancer research

Al-driven cancer diagnosis needs massive datasets while respecting patient privacy. A research group employing Diegif achieved:

Secure Data Handling: EGIF files kept secrecy during preprocessing and training phases.

Collaboration: Facilitated safe data exchange for federated learning across different universities, facilitating privacy-preserving
research.

This highlights Diegif’s role in driving Al adoption while maintaining data security in collaborative healthcare contexts. These
case studies highlight the practical utility of the framework architecture in tackling varied difficulties throughout medical imaging
processes, from efficient storage and secure Al integration to real-time processing in critical care.

4.5. Computational complexity and bottlenecks

The Diegif framework delivers repeatability and efficiency via its well-structured pseudocode algorithms while addressing
computing needs. The DICOM-to-EGIF conversion procedure comprises directory traversal and pixel normalization, running at O(n),
where n indicates the total number of folders and files. AES encryption, crucial to the system, has a temporal complexity of O(n - m),
where m is the encryption key length, guaranteeing strong security for medical imaging datasets. Potential bottlenecks, such as
memory cost during encryption and I/0 delays in large-scale data handling, are minimized by parallel processing and improved file
handling algorithms. These solutions boost scalability, allowing the framework to analyze huge datasets effectively while retaining
excellent performance in healthcare situations.
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Table 3
Comparison of Existing solutions vs. Proposed Deigif solution.

Feature Existing solutions Author name Diegif Solution (EGIF)

File size reduction Moderate to high Pervan et al. [37] 66.32% reduction

Encryption Applied post-conversion Ebenezer et al. [38] Integrated during conversion

(AES)

Accessibility Easily shareable formats but Varma [16] EGIF format ensures that only
security relies on external authenticated users can decrypt
measures and access images

Storage efficiency Higher storage needs Suapang et al. [39] Optimized for lower storage

Use in machine learning Uses unencrypted data, risking Confidential ML training with
data exposure encrypted data

4.6. Comparison with other solutions

In this part, Provide a comprehensive comparison of the proposed DICOM to EGIF conversion solution with other current solutions
in the medical imaging arena. The comparison Table 3 will focus on essential features such as file size reduction, encryption,
accessibility, storage efficiency, and machine learning capability, this comparison sheds light on the uniqueness and efficacy of
the suggested technique.

With current methods, file sizes are frequently reduced by moderate to high, yet compression is only modest [37]. In comparison,
the suggested EGIF method lowers file size by 66.32% while getting a significantly higher compression rate. Large medical image
systems demand faster data exchanges and more efficient storage, both of which are allowed by this.

In terms of encryption, the data is exposed throughout the image transfer process because earlier methods often add protection
later [38]. By adding AES encryption into the translation process, the EGIF system ensures end-to-end security and lowers the chance
of unwanted entry during secondary activities.

By assessing the DICOM file, exiting solutions that are openly shared, the images within them are protected by external security
procedures [16]. The EGIF format improves security and protects patient information by restricting image access to only authorized
users.

In current solutions, systems like PACS (Picture Archiving and Communication Systems) are often employed for saving and
protecting DICOM files but usually discover challenges in handling huge datasets due to high storage demands. TIFF and PNG photos
often need greater storage room due to their high quality and lack of streamlining [39]. In comparison, the suggested DICOM to
EGIF conversion method uses less storage space and is better suited to apps needing big image files.

In conventional medical imaging systems, current solutions face the risk of releasing private data during machine learning [40].
Encrypted pictures can be used in machine learning thanks to EGIF, which ensures data security while keeping usefulness for Al
model training in medicine.

5. Challenges and future directions

Implementing the framework in older healthcare systems involves overcoming fundamental compatibility concerns. To main-
tain interoperability, the framework contains a backward-compatibility module for reconverting EGIF files to DICOM format.
Additionally, lightweight encryption techniques have been tuned for resource-constrained situations to decrease computational
overhead. Customizable integration routes further ease adoption, enabling hospitals to integrate the framework with current
processes progressively. By solving these difficulties, the Diegif framework delivers a scalable, secure solution for varied healthcare
contexts.

The Diegif framework has proven tremendous promise in tackling storage and security concerns for medical imaging data.
However, future study and development may enhance its usefulness and efficacy in healthcare systems. Whilst this research
focuses on DICOM-to-EGIF conversion, medical imaging incorporates numerous additional formats, including TIFF and JPEG2000,
extensively utilized for particular applications such as histopathology and radiology archives. Future development may allow the
framework to:

Leverage Advanced Compression: Formats like JPEG2000, which provide both lossy and lossless compression, might be merged
with EGIF’s encryption techniques to boost storage efficiency further. In the future, the study might be extended to encompass
the translation of DICOM pictures into other common image formats, such as JPEG and PNG. This advancement would boost the
algorithm’s adaptability and utility, enabling it to satisfy a greater variety of demands. Addressing this future scope might greatly
contribute to the profession by offering a more complete solution for DICOM image conversion.

Integration with Hospital Systems

The Picture Archiving and Communication System (PACS) is vital to healthcare institutions, providing storage, retrieval, and
dissemination of medical imaging data. Integrating the Diegif framework with PACS will entail increased security protocols. By
incorporating encryption directly into PACS pipelines, the architecture may mitigate risks commonly linked with manual or third-
party security solutions. A real use case may entail implementing Diegif in a hospital’s radiology department to minimize storage
costs, safeguard patient data, and permit ML-based diagnosis straight from PACS.
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Real-Time Processing for Clinical Applications

Real-time medical imaging applications, such as ultrasound and emergency room diagnostics, necessitate speedy processing and
safe management of sensitive data. Expanding the Diegif framework to cover such circumstances will require:

Optimizing encryption and conversion techniques to function under severe latency limitations without sacrificing security.
Parallel processing methods employing GPUs may be exploited to speed encryption during conversion. Developing support for real-
time data streams, allowing immediate conversion and encryption of image data during capture. For example, in an emergency
department, the system may allow real-time ultrasound imaging while assuring encrypted data transmission to secure archives for
further review or machine learning analysis.

Federated Learning for Collaborative Healthcare Diegif may be modified for federated learning, providing safe, decentralized
machine learning across various healthcare institutions. This would assist privacy-preserving research and increase diagnostic
accuracy while securing patient data.

6. Conclusions

The Diegif framework presents a unique way to address fundamental difficulties in medical imaging, including data security,
storage optimization, and secrecy in machine learning-based diagnostic systems. By transforming DICOM files into the EGIF format,
the framework decreases file sizes by 66.32%, considerably cutting storage and data transfer costs while retaining data integrity and
security using AES encryption. Decrypted EGIF files can only be accessed by authorized users thanks to the encryption and security
mechanisms it incorporates to safeguard sensitive data. The secure storage system achieved full security, meaning it successfully
safeguarded the data against unauthorized access. Additionally, the conversion process is outlined in the framework in a clear and
organized manner, making it simple for researchers and developers to comprehend and duplicate. In terms of security and storage
effectiveness, our performance analysis shows that Diegif performs better than alternative approaches. It allows for the smooth
integration of DICOM images into processes, making it a useful tool for medical image processing. For converting DICOM pictures
to GIF format, Diegif is a reliable and secure option. Diegif’s capabilities can help researchers and developers improve their work,
advance medical imaging, and provide secure data management in healthcare environments.
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