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Abstract 

Purpose of the study: This study focuses on understanding the potential unfavourable social media analytics practices 

(SMA) and how they may lead to the negative perception of consumer self-disclosure on social media sites and causing 

market discomfort for people. We also examined a framework regarding the SMA practices, and their impact on the 

customer’s trust to use social media networks. 

Methodology: Data were collected from 527 social media users with the help of an online questionnaire. Partial Least 

Squares Structural equation modeling—PLS-SEM was used using SmartPLS to validate the questionnaire and measure 

the hypothesized relationships between the constructs. 

Main Findings: The results show that perceived risk mediates the relationship between the perceived ethicality of social 

media analytics and the marketing discomfort of the consumers. Moreover, we also found that the negatively perceived 

ethicality of social media analytics leads to marketing discomfort of the consumers. This negative attitude impacts the 

consumer’s intention to purchase, interest in the product, and intention to be vulnerable toward the company. 

Applications of this study: These findings have practical utility for all types of organizations that use social media. This 

study is general for all social media sites. This study also provides direction for future research, such as managing the 

personal information of the social media users from being used by the organizations without consumer permission and 

developing ethical standards to use the consumer information for the marketing strategies. 

Novelty/Originality of this study: Social media analytics (SMA) gathered data from the social media platforms such as 

Twitter, Instagram, and blogs, representing a massive room to utilize public data , and these lead towards the ethical 

concerns of the consumers. For this problem, we studied a complete framework to identify the major outcomes of the 

PESMA on the consumers' self-disclosure and marketing comfort. 

 Keywords: Ethics, Social Media, Consumer Privacy Management, Social Media Analytics, Marketing Discomfort, 

Perceived Risk.  

INTRODUCTION AND RESEARCH BACKGROUND  

Social Media has influenced how people live, see, and react to things around them. Social media has revolutionized human 

interaction, especially for businesses and customers. Customers have become more conscious of the market and social media 

strategies. The market exchange process has also become very receptive to the customers and their choices (Rossolov et al., 

2021). Social media has also changed the relationship between the business and the customers, impacting communication 

between the business and clients; however, it tends to engage the companies with the buyers. It allows the customers to have 

valuable insight into the company they buy from. (Ma et al., 2021). However, along with the benefits, social media lays 

massive responsibility on the business to provide authentic information to the customers. Consumers use social media to 

access the market, generate information, and share it among their friends and social circle via reviews, shares, tweets, and 

likes (Bailey et al., 2018). With this ever-changing world, organizations are now taking action to adopt strategies related to 

social media data to enhance and improve their business (Misirlis & Vlachopoulou, 2018). 

The strategies that present a good insight into consumer profiling and consumer likes and dislikes are social media analytics. 

Gathering the consumer’s opinions, consumers demographics, analyzing them, and then using the information to present the 

consumer-friendly approaches to help the business gain competitive advantage is referred to as social media analytics. (Hajli 

& Lin, 2016). Social media analytics (SMA) gathered data from social media sites such as Twitter, Instagram, Snapchat, etc., 

representing a massive room to utilize public data. It collects information on the new product, presents more personalized 

offers to customers, and provides information to marketers about the target population's opinion regarding the brand and the 

company (Jacobson et al., 2020). 
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The increased use of social media and the consumer’s shared experience of the brands on these platforms has given rise to 

the “ethical dilemma” as data is gathered without permission from these social media sites (Wieringa et al., 2021). Analytical 

practices help organizations target a specific audience and make the product more desirable and approachable to the public. 

But these practices also raise the question of the confidentiality and privacy of social media users, customers, and also the 

stakeholders as most of the data is drawn without the consent of the user. (Lo et al., 2020)  

However, social media use can also impact the consumer that might lead to marketing discomfort. When the public is not 

comfortable with the marketers’ social media approach by using social media data, consumers may develop a negative 

perception toward the brand and the product and started feeling marketing discomfort (Herrmann, 2020). This negative 

attitude impacts the consumer’s intention to purchase, interest in the product, and intention to be vulnerable toward the 

company. It also damaged the relationship between the customer and the organization and loss of trust between them 

(Chinchanachokchai & de Gregorio, 2020). Self-Disclosure is the phenomenon through which an individual express 

themselves. It is used in many contextual categories where people give their personal information, likes, and dislikes about 

any aspect of life. Consumer self-disclosure about themselves has more benefits for companies and organizations as 

consumers tend to give feedback about the product or become product or brand advocates and opinion leaders (Luo & 

Hancock, 2020).  

Recent research unravels three painful truths about using social media and personal data; firstly, the structure of the social 

media business model largely depends on people’s data. Secondly, the researcher claims that, somehow, the public permits 

such stratifying surveillance willingly without knowing the real consequences of it, and lastly, social media is perceived to 

more effective enablers due to which people rely more on the social media pages. Therefore, it is the need of the hour to 

address the issues of the accurate and responsible usage of personal information by brands (Flyverbom et al., 2019). In the 

organizational framework, justice is associated with the organization’s ethical practices and the emphasis on fairness and 

morality. Justice theory lays a good foundation to understand the ethical evaluations of how the information is processed 

through the organization. Research also focuses on addressing the link between marketing ethics and ethical concerns on the 

consumers' marketing discomfort with the help of the communication privacy management theory. Therefore, this study aims 

to understand the potential unfavorable social media analytics practices and how they may lead to the negative perception of 

self-disclosure and market discomfort. Research questions of the study are as follows:  

1. Does perceived risk mediate the relationship between the perceived ethicality of social media analytical practices and 

self-disclosure? 
 

2. Does perceived risk mediate the relationship between the perceived ethicality of social media analytical practices and 

marketing discomfort? 
 

3. Does the perceived ethicality of social media analytical practices have a significant relationship with perceived risk? 
 

4. Does the perceived ethicality of social media analytical practices have a significant relationship with consumer self-

disclosure? 
 

5. Does the perceived ethicality of social media analytical practices have a significant relationship with consumer marketing 

discomfort?  

LITERATURE REVIEW 

Social media Marketing 

Social media has changed the perspective of how people live their lives, learn, and connect with others (Zeng & Gerritsen, 

2014). It would not be wrong to say that social media has transformed human life thoroughly. (Andrews et al., 2020). Many 

organizational and business structures have been changed with social media intervention (Gruzd et al., 2018). In this modern 

world, social media is used in end-to-end transitions such that the consumers use social media to generate their information 

and share their experiences with their loved ones. (Dimitriu & Guesalaga, 2017; Martín-Consuegra et al., 2018). (Zhang & 

Zhu, 2021) and (Li et al., 2021) found that businesses are taking social media platforms to enhance their sales and adapt to 

the new virtual strategies to engage customers. Companies widely use the social media platform to target valuable customers 

by sending personalized offers. Social media platforms have become one of the primary promotional and information hubs 

for organizations that are certainly interested in understanding what their targeted consumers want and gathering public 

response for their product (Perčić & Perić, 2021).  

Social media Analytics and Ethical Perception 

Social media analytics is concerned with developing and evaluating the information processing tools to collect, analyze, 

monitor, and summarize the data gathered from a social media platform to facilitate the organization by providing them with 

the desired data.(Choi et al., 2020; Kordzadeh & Young, 2020) Social media analytics helps organizations extract useful 
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information relevant to brand promotion and help the organization target a specific audience through social media sites. All 

of it is combined to make a social media landscape that has become an evident part of the business (Brooker et al., 2016). 

Similarly, (Minin et al., 2021) identified that online privacy had become one of the prime concerns of people using social 

media. Furthermore, social media users consider using their personal information for corporate purposes to breach their 

privacy and feel concerned about their data. Many people have also labeled such practices as unethical and unjust 

(Dehghanpouri et al., 2020). In the same way, (Ayaburi & Treku, 2020) highlighted that such action enrages the public and 

leading to retaliation of providing information on online forms, boycotting sites that ask for personal information or else 

providing false information, and registering privacy breaching complaints against the organizations to protect their data from 

being used in such actions. Consequential ethical and privacy issues are raised when the organizations use the data from 

social media and the internet more widely to generate capital out of seeking the targeted population. (White & Boatwright, 

2020) 

Since the industry is rapidly changing and the competition around the businesses is also growing fiercely, many companies 

have started to focus on the organizational factors to stay in the competition (Leeflang et al., 2014). One of the critical 

organizational factors is ethical work climate, as it is used to build long-term relationships with customers. (Wang et al., 

2020) in their study of the ethicality of the organization regarding the employee and consumer, had identified that an 

organization with a proper ethical climate tends to leave a positive mark on the consumer as well as the employee in 

comparison to the organization with lack the ethicality in them. Similarly, consumers, too, have an ethical perception 

regarding the organizational framework. 

Justice Theory and social media analytics  

Organizations' main goal is to stay in trend and competition with the corporate and business strategy. Therefore, Social 

media analytical practices are used to maintain the business's status. However, taking the data through social media is still 

considered unjust (Lopez et al., 2019). On the other hand, justice in organizations holds a significant place as it is regarded as 

a tool through which organizations function with fairness and ethicality. Hence, any organization's critical structural 

foundation must be fair and ethical in interacting with consumers (Michaelidou & Micevski, 2019). Similarly, (Wan et al., 

2021) have associated justice with ethicality by focusing on fairness and the organization's morality. The researchers have 

also highlighted that these moral practices can be exhibited in the company's informational practices and by standing their 

reputation and fairness in their public dealing.  

The Justice theory is very much relevant to the study of social media analytical practices and procedures. These practices are 

generally considered outside of the organizational-consumer interference and generally carried out in practice without the 

actual knowledge of the consumer or the social media user's concern of privacy. Therefore, it raises the issues of ethicality 

(Hajli & Lin, 2016). In the context of social media analytical practices, the justice theory serves as the necessary foundation 

of fairness within the organization's procedure through which they collect and analyze data for the business promotion and 

up-gradation of the organization. However, the linkage of the SMA practices and the organization is also achieved based on 

the trust between both parties. (Smith et al., 2012). (Michaelidou & Micevski, 2019) highlighted that SMA context's 

organizational practices raise psychological concern on the individuals who feel that their privacy concerns have been 

surpassing by the organization for their material gains. 

Communication Privacy Management (CPM)  

Communication Privacy Management (CPM) explains that how people tend to regulate the information they considered 

private. Typically, the theory aims to explain how people make up their own privacy rules and calculate the amount of the 

risk or benefits of disclosing information regarding themselves. (Petronio, 2015) Typically, the theory aims to explain how 

people make up their own privacy rules and calculate the amount of the risk or benefits of disclosing information regarding 

themselves (Petronio & Child, 2020). Privacy management is a dialectic approach to privacy concerns. People tend to 

disclose a certain amount of information to fulfill social needs; however, they tend to conceal certain information about 

themselves as well. (Baruh et al., 2017). However, CPM has been considered as a fundamental tool to investigate privacy 

management in the context of social media (Cavusoglu et al., 2016; DeGroot & Vik, 2017). 

The Privacy concern refers to the individuals' belief and it is the predictor of privacy management, including sharing the 

information online and developing privacy-protecting behaviors such as deleting the cookies and un-tagging the pictures to 

protect data (Dienlin & Trepte, 2015) Within the context of social media, online privacy management, and related behaviors 

are removing one's personal information from a commercial database, deleting cookies, refraining from self-disclosure, or 

providing false or fabricated information to hide the actual personal data (Bandara et al., 2020) Similarly, privacy 

management context allows the organization to understand how much the consumer is comfortable when his data is used 

for marketing purposes. As research has indicated, businesses often overestimate the consumer's comfort of sharing 

information and the extent to which they feel justified in exchanging their information  (Binford et al., 2021). Using the 
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privacy management dimensions, an organization can explore the tension between the user's concern for their privacy and 

the benefits associated with social media (Proudfoot et al., 2018). 

Theoretical Framework and Hypothesis  

Compared to the customer-brand relationships and the ethicality of the organization, the social media analytical practice has 

minimal space in the literature. The social media analytics role is not performed with ethical care. Furthermore, 

organizations are considered to operate with ethical care, but on the other hand, they are collecting data without consent. It 

may create a conflict of interest and ethical violations (Podhoranyi, 2021). This study aims to fill the literature gap regarding 

the ethicality of social media analytical practices and how it harms consumer self-disclosure and marketing discomfort. 

Justice theory is used to construct the fairness ground regarding the SMA’s duties in the organization and using social media 

information. 

H1: Perceived risk positively and significantly mediates the relationship between perceived ethicality of social media 

analytics and self-disclosure. 

H2: Perceived risk positively and significantly mediates the relationship between perceived ethicality of social media 

analytics and marketing discomfort. 

The Communication Privacy Management (CPM) theory was introduced to study consumers revealing and concealing 

information. The theory explores the regulation of the information that people consider private. This theory aims to describe 

how humans tend to make their own rule to calculate the perceived cost and benefit analysis to reveal or conceal confidential 

information (Schyff et al., 2020). It explains how the human tends to estimate the risk and the benefit of disclosing any 

personal information. The theory further explains that people tend to disclose some of their private information to fulfill the 

social requirement to be fitted in a while keeping the rest to themselves (Hu et al., 2020). Organizations tend to overestimate 

the consumer’s comfort to share their personal information and get overly indulged in their respective information. By 

applying the CPM theory, we will explore the consumer willingness to disclose themselves, start sharing personal 

information, and understand the consumer’s privacy concerns (Jacobson et al., 2020). 

H3: Unfavourable perceived ethicality of SMA has a significant impact on perceived risk to share personal information on 

social media networks. 

The Social Exchange Theory (SET) is generally utilized in the conceptualization of trustworthiness in exchanges, where one 

party is dependent on the other party's actions. (Carlson et al., 2018) Therefore, trustworthiness actions are considered 

reciprocal, meaning that the trust has to be returned in the same manner. Moreover, the researchers have established 

trustworthiness with the concepts of integrity, ability, and beneficence. (Fulmer & Ostroff, 2017). The present study 

investigates the impact of the SMA ethical practices on individuals' ability to self-disclose and marketing discomfort. The 

study’s findings will help the marketers provide a safe and trustworthy environment for people who share information 

publicly on social media and may assist in long-term consumer-brand relationships and provide a safe place for people to 

share their personal information on social media platforms. 

H4: Unfavourable perceived ethicality of SMA has a significant impact on consumer self-disclosure regarding sharing 

information on social media. 

H5: Unfavourable perceived ethicality of SMA has a significant impact on the marketing discomfort of the consumers. 

 

 

Figure 1: Theoretical Framework 

Source: Author’s Source 
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RESEARCH DESIGN AND DATA ANALYSIS  

Data Collection 

The approach used for the current study is the quantitative research approach. The type of study used is a descriptive study. 

The researcher’s interference was minimum and for the data collection. The present study is purely non-contrived, as the 

research is based on an online questionnaire and the natural environment without any interruption. This whole study has the 

“individual unit” of analysis as the data was based on an individual and how they consider the risk associated with social 

media analytics and how it impacts their willingness to disclose their personal information. Cross-sectional research is used 

in this study. Therefore, the data is gathered in a single time frame. The nature of the research topic also reflects that data is 

to be collected in the same time frame, and the data were collected once and not intended to be collected again. 

This study population is a group of active social media users and share their information over social media platforms such as 

Facebook, Instagram, or Twitter. This study includes individuals who have social media accounts. The present study 

carefully selected the sample to generalize the findings of the study to the whole population. The sample size selected for the 

current study was about 527. The sample was based on the population of Pakistan that having active social media accounts. 

Purposive sampling was chosen for the present study, as the respondents must have active social media users. The data was 

taken from social media users and was selected based on population and literacy rate. Since the whole country was under 

lockdown due to the pandemic (COVID 19), it is impossible to physically collect data for the study. Data is collected with 

the help of self-administrated Google forms. Self-administered questionnaires allow the participants to actually read the 

question, infer its meaning, and only ask the researcher when facing any confusion in understating the questionnaire.  

Demographics  

Demographic profile attributes and characteristics are essential components as they are referenced and explained for helping 

and facilitating the organizations to take necessary outcomes from the research and generalize the research for some bigger 

audience. Female respondents are relatively more than male respondents, i.e., 278 females (52.8%) and 249 males (48.2%). 

A large portion of the respondents was in the age range of 20 - 30 (77.4%). 36 respondents were nearly younger and fall in 

the age section of the below 20. There were 60 respondents in the third age bracket, which is 31- 40, making it a sum of 

11.4%. About 248 respondents were doing jobs, i.e., employed (47.1%). The second largest group were students, that consist 

of 174 respondents (33.0%). About 233 respondents had 4- 6 accounts on social media. The second-largest group of 

respondents had 1 - 3 accounts, i.e. 30.2% of the sample. Almost 118 respondents have 7 – 10 accounts on social media sites. 

Just 17 respondents have above 10 accounts on social media. 

Table 1: Respondents Profiles: Gender, Age, No of Social media Accounts 

  Frequency Percentage 

Gender Male 249 47.2 

 Female 278 52.8 

 Below 20 36 6.8 

 20 – 30 408 77.4 

Age (years) 31 – 40 60 11.4 

 41 – 50 13 2.5 

 Above 50 10 1.9 

  1 – 3 159 30.2 

No of Social media 

Accounts 

 4 – 6 233 44.2 

  7 – 10 118 22.4 

 Above 10 17 3.2 

  1 – 3 159 30.2 

Data Analysis 

After the demographic assessment and solving the data-related issues, SEM-PLS techniques have been selected and adopted 

in this portion for further assessment of the theoretical framework. SEM is one of the most accurate multivariate tools for 

testing relationships. It provides the most efficient estimation technique for a series of separate multiple regression equations 

estimated simultaneously. It has two basic components: (1) the measurement model and (2) the structural model (J. F. Hair et 

al., 2019).  

Measurement model Assessment  

Firstly, in the reflective measurement model, internal consistency reliability and indicator reliability are examined. Internal  
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reliability was established by examining the composite reliability. All the values of constructs are fulfilling the condition of 

the critical level of evaluation. i.e., higher than 0.8 and consist of strong internal consistency reliability. 

Table 2: Internal Consistency Reliability 

 Cronbach’s Alpha Composite Reliability 

PESMA 0.816 0.863 

PR 0.734 0.836 

SD 0.844 0.892 

MD 0.897 0.911 

Heterotrait monotrait ratio (HTMT) estimations that are less than 0.9 between the two constructs are viewed as critical about 

established discriminant validity (Hanafiah, 2020). The HTMT ratio calculation reflects that all the values range from 0.231 

to 0.734. The information that appeared in the HTMT ratio assessment represents significant outcomes as all the values are 

below 0.9, which is considered the significant level, and discriminant validity is established. Collinearity issues are measured 

by using the Variance inflation factor (VIF). The tolerance value in PLS-SEM must be above 0.20, if the value is below 0.20, 

it shows an issue of collinearity. (Munir, 2018). VIF values range from 1.004 to 2.552. So, there is no issue of collinearity. 

Table 3: Discriminant Validity – HTMT Ratio 

 
MD PESMA PR SD 

MD 
    

PESMA 0.459  
  

PR 0.557 0.734 
  

SD 0.641 0.231 0.362 
 

 Significance of Path coefficients 

According to the proposals of (J. Hair et al., 2014) for bootstrapping, the 5000 samples are incorporated. The path coefficient 

values of the perceived ethicality of social media analytics (PESMA) → Perceived risk (PR) is 0.500, while for PESMA → 

Marketing discomfort (MD) the estimation of the path coefficient is 0.103. (PESMA) → Self-disclosure (SD) has the least 

value of path coefficient, which is 0.048. The t values of the constructs are in a range of 1.015 to 13.737. The highest value 

of t statistics is of the relationship of (PESMA) → Perceived risk (PR) 13.737, t > 1.96. Whereas all the p values of each of 

the relationships are also significant, i.e. p <0.05, expect (PESMA) → Self-disclosure (SD).  

Table 4: Significance of Path Coefficients 

 
Original Sample (O) Mean (M) Standard Deviation (STDEV) T Statistics P Values 

PESMA → PR 0.500 0.502 0.036 13.737 0.000 

PESMA → SD 0.048 0.047 0.047 1.015 0.310 

PESMA → MD 0.103 0.105 0.049 2.111 0.000 

The coefficient of determination (R2) value of 0.75, 0.50, or 0.25 for the dependent variable can be depicted as strong, 

moderate, or weak, respectively. The coefficient of Determination (R2 Value) of the Perceived risk (PR) is 0.658, which is 

viewed as a substantial impact as it is above 0.5 (moderate impact) and near 0.75 (substantial impact). While self-disclosure 

(SD) has a low value of 0.250 and consider as a weak effect. Whereas marketing discomfort (MD) has a value of 0.535 and 

consider a moderate impact. After looking at the R Square Adjusted value, there is no remarkable difference, so we can say 

that model is parsimonious.  

Table 5: Coefficient of Determination (R2 Value) 
 

Endogenous Construct R Square R Square Adjusted 

MD 0.535 0.527 

SD 0.250 0.249 

PR 0.658 0.651 

Mediation Analysis  

The indirect effects of this study include the relationship of (1) PESMA → (PR) → SD and (2) PESMA → (PR) → MD. The 

path coefficient values of the first relationship (PESMA → (PR) → SD) is 0.161, and the t value is significant as of 5.723, 

i.e., more than the critical level of 1.96 (t > 1.96). Similarly, the path coefficient values of the second relationship (PESMA 

→ (PR) → MD) is 0.308, and the t value is also significant as of 9.144 that is the highest among both indirect relationships (t 

> 1.96). The p-value of both PESMA → (PR) → SD and PESMA → (PR) → MD is significant at p < 0.05. 
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Table 6: Total indirect effect 

 Original Sample (O) Mean (M) Standard Deviation (STDEV) T Statistic P-Value 

PESMA -> PR-> SD 0.161 0.163 0.028 5.723 0.000 

PESMA -> PR-> MD 0.308 0.310 0.034 9.144 0.000 

DISCUSSION  

In this study, we have studied the role of social media analytics and its adverse impact on consumer marketing discomfort 

and self-disclosure. The current study revealed that perceived risk significantly mediates the relationship between perceived 

ethicality of social media analytics and marketing discomfort and consumer self-disclosure. These outcomes are consistent 

with previous studies (Michaelidou & Micevski, 2019). Michaelidou & Micevski (2019) penned down that unfavorable 

social media analytics practices lead to an increase in the perceived risk of the consumer and eventually impact the consumer 

willingness to disclose about themselves. Similarly, (Jacobson et al., 2020) highlighted that consumers usually evaluate the 

risk and benefits of sharing information on social media. This trade-off evaluation helps them to understand the potential 

benefits and risks associated with self-disclosure. Similarly, (Hansen et al., 2018) reflected that consumers could 

compromise their privacy if they get enough benefits from self-disclosure. The researcher also highlighted that increased 

perceived risk of data usage by third parties decreased consumer propensity to share information on social media. Moreover, 

online trust is very critical for organizations as it is the source of online transactions, electronic services, and E-commerce 

growth. (Lăzăroiu et al., 2020). Similarly (Hajli & Lin, 2016) have investigated the perceived risk in sharing personal 

information on SNS and concluded that often fear leakage of information impact consumers’ willingness to share their 

information. These studies also support our results from hypothesis testing, and the mediating role of perceived risk (H1, H2, 

H3) is supported by the evidence.  

Talking about the perceived benefits, social media users somehow understand their data being gathered and analyzed by 

different organizations for their business purposes. Yet, people willingly disclose their information, searching for the 

perceived benefit from that data sharing. (Saboo et al., 2016) Moreover, consumers also see the perceived benefit from social 

media analytics practices, such as they hope that the social media analytics will use the data to cater to the needs of the 

consumers, a better quality of services (Hoadley et al., 2010). From the previous studies and results from data analysis, we 

concluded that even the level of the disclosure of personal information depends on the perceived risk analysis of sharing 

certain personal information by consumers, and the benefits have to outweigh the risk for the consumer to disclose their 

personal information, i.e., H4 is rejected. Whereas, Marketing ethics refers to the systematic study of how moral standards 

are applied to marketing decisions and behaviors. (Gonzalez-Padron, 2017) have identified that serious ethical issues are 

raised by consumers when the organizations attempt to capitalize on the non-consented data from social media. Evidence 

claim that studies are conducted to understand how marketers make ethical decisions based on their characteristics instead of 

keeping the consumers in mind. So, H5 is also supported, and we concluded that people’s ability to trust the marketers and 

the marketing discomfort that comes around due to personal data breaching by the organizations is one of the leading factors 

that consumers become dissatisfied with the marketing approaches. 

Table 7: Results of Hypotheses Testing 

Hypotheses Hypothesized path Supported Rejected 

H1 PESMA → PR→ SD    

H2 PESMA → PR→ MD    

H3 PESMA → PR    

H4 PESMA → SD    

H5 PESMA → MD    

CONCLUSION, RECOMMENDATION, AND LIMITATION  

Social Media can reduce communication costs, increase brand awareness, monitor and respond to the conversation, and 

target the product’s right environment. To gain a more competitive advantage than competitors, the organizations gather data 

of the target audience to provide better services to the consumers. Social media analytics (SMA) gathered data from the 

social media platforms such as Twitter, Instagram, and blogs, for targeted marketing. We had studied a complete framework 

to identify the major outcomes of the PESMA on the consumers' self-disclosure and marketing comfort for this problem. 

This research had deduced the lack of ethical practices by SMA’s, their impact on self-disclosure, and marketing discomfort 

and provided a framework of the ethical issues that should be taken into concern. For this purpose, data (n = 527) of 527 

active social media users were gathered with an online questionnaire. Structural equational modeling was used to determine 

the relationship between the constructs. In the first phase of data analysis, the reliability and validity of the items were 

measured. After analyzing the data, we found that unethical practices of Social media analytics lead to marketing discomfort, 

however, one of our critical outcomes is that perceived risk is facilitating these relationships. i.e., mediation is also proved. 
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However, this study is general for all social media sites, but the future recommendation is to research specifically for one 

platform like Facebook or Twitter as privacy policies for each social media site are different. We also found that the 

perceived ethicality of social media analytics and the consumer's perceived risk to share information on social media impact 

consumer self-disclosure. This study also provides direction for future research, such as managing the personal information 

of the social media users from being used by the organizations without consumer permission and developing ethical 

standards to use the consumer information for the marketing strategies. 

Efforts were made to critically review the literature regarding these variables to develop new concepts, but there is always 

some space for improvement. In the future, this study can conduct in other countries, including Asia and Europe, so that 

cross-cultural issues can be resolved. The main focus of the research was consumer perception regarding social media 

analytics. Therefore, future studies can evaluate past experiences and personal interests while sharing information on social 

media. Future studies can include the ethical judgment and engagement level on the exposure of social media. Future studies 

can study the perceived benefits of consumer self-disclosure as our study deduces that people are becoming tolerant to these 

unethical practices and even know that they have a privacy issue regarding their data. Future studies can also include actions 

that users can take against the organization or companies using unfavorable social media as these actions are subjective 

oriented and can vary from one country to another. Future studies can also reflect the advantages that the companies or 

organizations are achieving by using social media analytics as a powerful weapon. Privacy policies of each of the social 

media sites vary from one another. In future research must be specific regarding any social media site, like Facebook or 

Twitter. 

There is a certain limitation of this study that must be addressed in future research work. The one-shot or cross-sectional 

design is one of the limitations of this study as that longitudinal research design was not opted because of the time and cost 

constraints. While discussing the marketing discomfort, this study had only considered the consumer point of view of the 

marketing discomfort. This is also a limitation in a broader perspective. This study has not considered any specific social 

media app while addressing social media analytics. There are differences regarding information privacy management in all 

the apps. 
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