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1 Introduction

DCNs have gained increasing prominence in our daily lives due
to the rapid growth of modern information technologies, such as
the Internet of Things, Big Data, Cloud Computing, and Mobile
Sensing Networks [24, 23]. Therefore, DCNs are designed with
a focus on high reliability and stability, achieved through the im-
plementation of redundant links and sufficient capacity.

Thus, the motivation for achieving energy-efficient usage of
DCN:s is closely linked to the increasing digitization of daily life.
The demand for digital services is growing at a remarkable pace.
Since 2010, the number of internet users worldwide has doubled,
and global internet traffic has expanded twentyfold. For exam-
ple, according to information from Statistal [27], in 2020, data
generation and replication reached an unprecedented peak, to-
taling 64.2 zettabytes, exceeding earlier predictions. This surge
can be attributed primarily to the heightened demand resulting
from the COVID-19 pandemic, with more individuals working
and studying from home and engaging in home entertainment
activities more frequently. Looking ahead, it is projected that
global data production will exceed 180 zettabytes in the five years
leading up to 2025. The same report indicated that only a small
fraction of the newly generated data is preserved for the long
term. Specifically, just about two percent (2%) of the data pro-
duced and used in 2020 was retained into 2021. Reflecting the
substantial growth in data volume, the total storage capacity in
data centers is expected to surge, with a projected Compound An-
nual Growth Rate (CAGR) of 19.2 percent between 2020 and 2025.
By the end of 2020, the total installed storage capacity had already
reached a significant 6.7 zettabytes. However, the proliferation of

Ihttps://wuw.statista.com/statistics/871513/
worldwide-data-created
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data centers and transmission networks that support digitaliza-
tion has resulted in increased energy consumption. This has two
significant impacts (1) higher costs for both of service providers
and end-users? [6], as well as (2) environmental concerns related
to Carbon Dioxide (CO2) emissions? [1, 25]. To address the chal-
lenges of increasing energy demand and emissions, it is crucial
to prioritize improving energy usage efficiency. This is particu-
larly important in limiting the growth of energy demand from
data centers and data transmission networks. Estimates indicate
that in 2005, data centers consumed 153 TWh, and by 2010, this
consumption had increased to 273 TWh of global electricity use,
accounting for approximately 1 — 1.5% of global electricity de-
mand [16]. Furthermore, according to a research note from the
Borderstep Institute, it is projected that the energy consumption
of data centers worldwide may increase by a factor of 40 through
2030 [10].

On the other hand, a notable issue arises as network devices typi-
cally operate at full capacity 24 hours a day, resulting in substantial
energy consumption. Unfortunately, these network devices are
underutilized most of the time, leading to extremely low network
energy efficiency [20]. Consequently, this problem has captured
the attention of many researchers who are working to develop
techniques that can save energy while still maintaining network
performance, such as in [1].

Therefore, researchers, in collaboration with strong government
and industry efforts on energy efficiency and renewable energy
procurement, play a crucial role in mitigating and curbing energy
demand and emissions growth over the next decade.

2Currently, Europe’s energy grid is facing an unparalleled crisis. Since early
2021, wholesale costs of electricity and gas have increased by as much as 15 times,
which has had devastating consequences on both individuals and companies.

3Curren’cly, large-scale alternatives to fossil fuels that are secure, affordable,
and low-carbon are lacking globally. The connection between access to energy and
greenhouse gas emissions is the aspect of energy that receives the most attention



1.1 Thesis Points

In this section, we summarized the key theses derived from the
dissertation, categorized under three main areas: ILP (Integer
Linear Programming) for power usage modeling, heuristic algo-
rithms for real-time emulation, and machine learning algorithms
for mitigating the effects of consolidation techniques.

1.1.1 Thesis 1: Power Usage Modeling in DCNs Us-
ing a Consolidation ILP Model

1. Problem Statement: The escalating power usage in DCNs
is a critical concern. Traditional network structures face sig-
nificant limitations in optimizing power consumption, ne-
cessitating advanced methodologies.

2. Approach: This thesis focuses on solving the power opti-
mization problem in DCNs using ILP formulations.

3. Key Findings: The ILP model was implemented and solved
using various ILP solvers, including LinGo, GUROBI, CP-
SAT, SCIP, and CBC. Comprehensive experiments were
conducted on different traffic patterns (near, long, and ran-
dom) using the tool NEO-DCN. The results showed that for
the near traffic pattern, GUROBI and CP-SAT outperformed
other solvers in terms of runtime. The long traffic pat-
tern highlighted the challenges posed by increasing traffic
volumes, with CP-SAT maintaining stability even in high-
demand scenarios. The random traffic matrix experiment
further emphasized the superior performance of GUROBI
in terms of both runtime and memory consumption across
a diverse range of traffic instances. Overall, the findings
suggest that GUROBI is a robust and efficient solver for the
power optimization problem in DCNs, providing valuable
insights for future research and practical implementations.



1.1.2 Thesis 2: Real-time Emulation to Efficient
Power Usage in SDN Environment

1. Problem Statement: Efficient power usage in SDN environ-
ments requires real-time solutions that can adapt to varying
traffic conditions while maintaining performance.

2. Approach: This thesis explores the emulation setup and im-
plementation of the Fill Preferred Link First (FPLF) algo-
rithm in software-defined data center networks.

3. Key Findings: The FPLF algorithm was tested on a fat-
tree topology using Mininet and the POX controller. Ex-
periments demonstrated that in high-traffic scenarios, the
FPLF algorithm achieved up to 10% energy savings, while
in low-traffic situations, the algorithm realized an impres-
sive 63.3% energy savings compared to the existing ECMP
routing algorithm. These results underscore the algorithm’s
adaptability and significant energy savings in various traf-
fic scenarios. However, the FPLF algorithm does have lim-
itations, particularly in its ability to estimate flows accu-
rately and equitably distribute them. Additionally, it does
not prioritize specific types of traffic, such as VoIP, video
streaming, and Real-Time Protocol Applications (RTPA),
which can suffer from increased delays when mixed with
other traffic types. This limitation highlights the need for
further enhancements in flow estimation models and the
development of mechanisms to ensure equitable flow dis-
tribution and priority handling of real-time traffic.

1.1.3 Thesis 3: Mitigation of the Effects of Consol-
idation Technique on the Quality of the RTPA
Classes

1. Problem Statement: FPLF can blindly balance traffic flows
between the core switches under high traffic conditions
without considering the specific services of the flow classes.
However, certain classes, such as VoIP, video streaming,



and Real-Time Protocol Applications (RTPA), can suffer
from increased delays when mixed with other types of
traffic. Consequently, such an algorithm could potentially
impact the performance of real-time protocol applications.
This realization prompted us to prioritize services for these
specific classes, necessitating the development of a robust
monitoring system capable of effectively identifying and
rerouting such traffic to paths that meet their requirements.
The central component of this monitoring system is the traf-
fic classifier, which plays a pivotal role in enhancing the
performance of SD-DCNSs. Therefore, this thesis proposes
learning algorithms to classify a wide range of traffic in
SDN environments.

. Approach: This thesis leverages machine learning models
for traffic classification within SDN to enable distributed
flow according to class type.

. Key Findings: Three machine learning models were imple-
mented: Logistic Regression, Support Vector Machine, and
Neural Network. These models were trained and assessed
using both synthetic and real traffic datasets. The Neural
Network model emerged as a standout performer, exhibit-
ing high accuracy in classifying diverse traffic types, up
to 89%. Further integration of the Neural Network model
into an SDN environment for real-time online testing indi-
cated commendable accuracy across various traffic classes,
though challenges were noted in classifying specific types
such as games and telnet. The findings suggest that the pro-
posed machine learning approach shows promising poten-
tial for optimizing power consumption within SD-DCNs.



2 Thesis 1: Power Usage
Modeling in DCNs
Using a Consolidation
ILP Model

Flow Consolidation techniques aggregates data flows into a
smaller set of links and switches that are sufficient to support ex-
isting data traffic demands, subject to a tolerance to a certain level
of delay, packets loss, etc. To achieve minimum power consump-
tion for a specific traffic matrix, switches and ports that are being
used unnecessarily are put into sleep or shutdown mode. The
flows could share one link fairly based on the Transmission Con-
trol Protocol (TCP) sharing scheme. The disadvantage of these
techniques is that using only a subset of the switches and links,
a sub-topology, may result in performance degradation, which
is typically characterized by a QoS measure. This QoS measure
may indicate the significance of increases in delay time (i.e., due
to computational complexity of the output solutions), or the ex-
tent to which links with higher utilization become overloaded
and more susceptible to unplanned failures [15]. Balancing be-
tween the level of energy consumption and routing techniques
that meet a desired QoS is of great importance. Next, we intro-
duce and discuss the concept of proposed model.



2.1 Problem Modeling

Power consumption of DCN routing mechanisms depends on the
mode of operation of the set of switches that forward the flows
between sources and destinations. Power consumption of DCN
switches can be measured in two ways: dynamic, which measures
the power consumption of active links, and static, which mea-
sures the sum of power consumed by components such as chas-
sis, fans, and switching fabric. We adopt the following notation
conventions, all the notations are summarized in Table 2.1. A di-
rected weighted graph, G = (5, E), models the network topology.
The vertex-set is denoted by S = {s1, sy, ..., sn }, and the edge-set
is denoted by E C {¢;; | 5;,5; € S}. The i-th switch is denoted
as s; and represents an OpenFlow switch. The primary function
of each switch is to facilitate the routing of information through
the path determined by the network controller. In the graph, G,
every edge represents a link, and the link connecting the i-th and
j-th switches is identified by e;;. Network links can exist in either
an active (ON) or inactive (OFF) state. We use binary variables,
denoted by L;;, to indicate the current state of network links. The
variable L;; is 1 if the link connecting switches i and j is active.
This means that it can transmit packets between two ports. Con-
versely, L;; is 0 if the link is inactive. In practice, each link con-
sists of two ports, a sending port and a receiving port. There-
fore, when designing power-efficient routing the working ports
of each link should be considered. Similarly, the variable, ¢;, is
set to 1 if the switch is active and 0 if the switch is inactive. The
Network Power Consumption (NPC) is given in (2.1).

NPC=S,) ¢+D, Y, Li. 2.1)

5;€5 e,-]-E]E

Equation (2.1) relates the NPC to ¢; and L;;, which denote the
state of a corresponding switch, s;, and link, ejj, i.e., whether they
are turned on or off. The variables D, and S, denote whether
the power consumption is dynamic or static, respectively, they
are represented as non-negative real numbers, including zero,



Dy, Sp € Rxp. In order to capture the flows traversing the topol-
ogy, the variable FR (f,i,]) takes the value 1, which means that
the flow f traverses the edge ¢;;. If ¢;; is not traversed by the flow
f, FR(f,i,j) it set to 0. The link utilization U;; represents the ra-
tio of the size of the flows passing through the edge ¢;; and the
link bandwidth, BW;;. When this ratio is scaled by 100, the util-
ity of a link ranges from 0 to 100%. A link utilization matrix,
U, is constructed by considering the utilization of each edge, ¢;;.
The traffic of the DCN is represented by the set of flows IF, where

each f € Fis defined as f = <f.5,f.D,/\f>. A flow represents a

group of packets which have the same source and destination ad-
dress, that travel along the same route to reach their destination.
The source and destination switches are denoted by f.S and f.D,
respectively. Finally, the packet rate of flow f is denoted Ay and
is measured in bits per second.

2.1.1 Optimization Model

In this model, we consider the links as the main energy-saving
components in the network. To accommodate the provided traf-
fic, the model uses the set of active links which has the smallest
cardinality, P € IP. The optimization model considers the follow-
ing problem characteristics:

1. The optimization model’s parameters refer to a snapshot of
the network state for the sake of simplicity. This means that
the model considers the network state at a specific moment
of time.

2. The model starts with a standard multi-commodity flow
problem. The constraints include flow conservation, link
capacity, demand satisfaction, and the total number of ac-
tive links.

3. Splitting a single flow into packets across multiple links in
the topology could save energy by increasing overall link



Table 2.1: Conventional names of parameters used in problem
formulation.

Parameters Definitions
S Set of nodes (switches) in the DCN topology, 5 =
{S1,...,5:}
E Set of edges where ¢;; € E represents the connection
between two switches S; and S;.
f.s Source switch.
f.D Destination switch.
F Set of flows, where a flow f = (f.S,f.D,Af) e Fis

represented by source f.S € S, destination f.D € S,
and bit rate Ay € N.

P Set of energy-efficient shortest paths, where a path,
P = {s|,...,s;} € PP is represented by a set of
switches between the servers of DCNs, where Vs! €

S.
) Utilization matrix where U;; represents the utiliza-
tion of the link e;;.
Constant Definitions
BW;; Adjacency matrix scaled by the bandwidth of the
edges [E equal to 1 Gbps.
T e N Positive-valued variable representing the traffic vol-

ume over ¢;; before including the new flow (previ-
ous load state).

Decision Variable Definitions

.. 1, if flow f € F passes through link e;j €E
ER(f,i.]) { 0, otherwise
{ 1, iflinke;; € E is active

Lij .
: 0, otherwise

]
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utilization. However, the reordered packets at the desti-
nation, due to varied path delays, can degrade the perfor-
mance. As a result, we incorporate restrictions into our for-
mulation based on the entire flow.

We assume that all the links have the same energy consumption
at the beginning. The objective function is defined as

minimize (Zn: Zn: Ll-j> . (2.2)

i=1j=1

The objective function in Equation (2.2) minimizes the number of
active links, which reduces the energy consumption in turn. We
set L;j = 0, when there is no physically connection between §;
and S;. When a physical link does exist, the value of the link is
either 0 or 1 depending on the traffic demand. The model also
takes into account the correlation between the links and traffic
volume. The above objective function works against the follow-
ing constrains:

1. Links and Traffic Correlation Constraint: This constraint
considers the correlation between the traffic volume and the
links. Therefore, the constraint defines the relationship be-
tween the traffic volume Tj; and the link state L;; to increase
the utility of the link as much as possible, as shown in (2.3).

T::

ij
BWi]‘ < Lijr Vel-]- e E, (2.3)

Expressing that the traffic volume must not exceed the
bandwidth of a link.

2. Links and Flows Correlation Constraint: This constraint
represents the correlation between links and flows, such
that a link should be active if and only if a flow passes
through it, as shown in (2.4).

FR (f, l,]) < Li]', Vf € F, \V/el’]' €E, (2.4)
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Meaning that flows should pass only through active links.

. Utility Constraint: This constraint computes the utility of
all the topology’s links, and limits the link utility to less
than or equal to the link’s bandwidth BWj;, thus this con-
straint acts to limit the value of U;; (the left-hand side of
the constraint), by considering the active flows f;; and their
packet rate values A, as shown in (2.5).

Y FR(f,i,j)-Af < BW;;—Tj;, Vej €E, (2.5)
feF

Where a flow’s packet rate is counted according to the di-
rected nature of the network graph.

. Path Conservation Constraint: This constraint installs the
path from the source f.S to the destination f.D for each flow
f, as shown in (2.6).

n

Y FR(f.f.S,i)=1, fPR(f,i,f.D):l, Vf eF.
i=1 i=1
(2.6)

. Flow Conservation Constraint: This constraint guarantees
for any flow f that the number of the incoming and outgo-
ing flows of the intermediate switches between the source
f.S and the destination f.D should be equal, in order to
avoid packet loss, as shown in (2.7).

n

Y FR(f,ij) = iPR(f,f,o,

i=1 (2.7)
VfeF, VjeS, j#fS,j#fD

. Network Loop Avoidance Constraint: In order to enhance

the computational performance for finding the minimum

number of links between the source switch, f.S, and des-

tination switch f.S, we introduce the following constraint.

This constraint aims to prevent nodes from revisiting their
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immediate predecessors in the path, as shown in (2.8).

ER(f,i,j)+ FR(f,j,i) <1, VfeF, ijeS  (28)

2.2 Problem Solving

We evaluated the proposed model using various solvers includ-
ing: LinGo, which is a high-level language for optimization mod-
eling; GUROBI [9], which provides one of the most powerful
commercial solvers for a wide range of optimization problems,
including integer programming (IntP) problems, and is free to
use for academics and students; CP-SAT?, which is a constraint
programming solver that uses SAT methods and is part of the
OR-TOOLS package; SCIP [4], one of the fastest non-commercial
solvers for mixed integer programming (MIntP) and an open-
source framework for constraint integer programming; and CBC
(Coin-or Branch and Cut), an open-source MIntP solver [8].

We run GUROBI, CP-5AT, SCIP, and CBC from Python code in-
side our portfolio solver NEO-DCN?, which is publicly available
at https://github.com/kovasz/ne0-DCN, while LinGo is used
as a standalone platform on Windows.

NEO-DCN runs the mentioned solvers in versatile combinations
on our IntP model to find the optimal solution. The source
code and benchmarks are publicly available?, fostering further re-
search in energy-efficient networking. This chapter reports on ex-
periments under three communication patterns (near, long, and
random), measuring runtime and memory consumption to eval-
uate the performance of different IntP solvers.

2.3 Experiment Setup

In our experiments, we are dealing with the real-world DCN
topology, fat-tree [22]. The topology containing 20 switches and

Ihttps://developers. google.com/optimization/cp/cp_solver
Znttps://github. com/kovasz/ned-DCN
Shttps://github.com/kovasz/ne0-DCN


https://github.com/kovasz/neO-DCN
https://developers.google.com/optimization/cp/cp_solver
https://github.com/kovasz/neO-DCN
https://github.com/kovasz/neO-DCN

13

16 hosts, and numerous links between those nodes. The band-
width of each link is uniformly set to 1 Gbps.

The IntP solvers were run on the benchmark instances with a
wall clock time limit of 1200 seconds. LinGo was run as a Win-
dows desktop application, while the other IntP solvers as part
of NEO-DCN on Linux. During the experiments, we measured
the runtime of the solvers and, also, monitored the memory con-
sumption of solvers by using the memory profiler mprof. While
applying mprof to NEO-DCN was successful, we were not able
to apply it to LinGo. This is why we will not provide memory
consumption data for LinGo.

2.4 Result Discussion

The comparative experiments have been conducted on a wide
range of traffic benchmarks for three different communication
patterns: (1) the near traffic pattern results show that GUROBI
and CP-SAT outperform the other solvers regarding runtime for
most traffic instances; (2) the long traffic pattern results show that
above a traffic volume of 2.7 Gbps all the solvers dramatically
loose efficiency, except for CP-SAT, which keeps a good perfor-
mance and roughly constant memory consumption; (3) the ran-
dom traffic results show that, for most of the traffic instances,
GUROBI outperforms the other solvers regarding both runtime
and memory. We can conclude that, for most of the benchmark
instances, most of the solvers outperform LinGo regarding run-
time. Consequently, it was definitely worth experimenting with
those solvers, with GUROBI and CP-SAT in particular, as part of
our new contribution in [13]. Figure 2.1 shows the results for the
long traffic pattern case.
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Figure 2.1: The upper plot shows the runtimes of ILP solvers for
the long traffic pattern (note that time out was set to 1200 sec-
onds), while the lower plot displays the memory consumption of
ILP solvers for the same pattern.
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3 Thesis 2: Real-time

Emulation to Efficient
Power Usage in SDN

Environment

Building upon the findings in Section 2, the real-time implemen-
tation and emulation of our idea have become crucial for its prac-
tical application in an industrial context. In this chapter, we intro-
duce a novel framework designed to minimize power consump-
tion in software-defined DCNSs. Central to this framework is the
Fill Preferred Link First (FPLF) algorithm, a heuristic link utility-
based approach that seeks to strive a balance between energy ef-
ficiency and performance.

FPLEF is specifically designed to maintain QoS and optimize the
energy consumption of DCNs. This is accomplished through
continuous monitoring of DCN traffic conditions, utilizing the
OpenFlow protocol [18] to acquire real-time topology state and
data traffic information. The algorithm selects the most energy-
efficient path below a pre-defined threshold, ensuring effective
flow quality and power-aware routing.

We demonstrate the effectiveness of FPLF in maintaining satis-
factory QoS while reducing power consumption in DCN, as ev-
idenced by the count of dropped packets, and latency. There-
fore, we evaluate our proposed framework using an experimental
platform comprising the POX controller and the Mininet network
emulator.
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Finally, we benchmark our proposed algorithm against the state-
of-the-art approach, the Equal Cost Multi-Path (ECMP) algo-
rithm, to provide a comprehensive comparison and assessment.
It is worth noting that a substantial portion of the content in this
chapter draws upon the insights presented in the work of [21].
All the notations used in the chapter are presented in Table 3.1.

Table 3.1: Conventional names of parameters used in problem
formulation.

Parameters Definitions

S Set of nodes (switches) in the DCN topology, S =
{S1,...,Sa}.

E Set of edges where ¢;; € E represents the connection
between two switches S; and S;.

f A flow f = (f.S, f.D, )\f) € T represented by
source, destination and packet rate.

P Set of energy-efficient shortest paths, where a path,

P = {s},...,5.} € TP is represented by a set of
switches between the servers of DCNs, where st S

S.

U Utilization matrix where Uj; represents the utiliza-
tion of the link e;;.

C Link-cost matrix where C;; denotes the cost of the
link €i]'.

A Aggregated traffic matrix.

T Traffic matrix where T;; denotes input traffic of ¢;;.

BW;; Adjacency matrix scaled by the bandwidth of the

edges E.
Number of the pods in the fat-tree topology.

Sy Source switch.

ds Destination switch.
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3.1 Proposed Method

Similar to the proposed IntP Objective Function discussed in Sec-
tion 2.1.1, our FPLF algorithm aims to minimize the energy con-
sumption of the DCN. This objective is achieved by maximizing
the link utilization, as expressed in (3.1), which is designed to ag-
gregate traffic as efficiently as possible across a minimum number

of links:
Y cg T
max (Zi\ihl] , Ve (3.1)

The FPLF algorithm ensures that all switches utilize the specified
link as long as its bandwidth is underutilized. However, if the
link exceeds the threshold value of 90% of the bandwidth, the
FPLF algorithm redirects flows to the shortest alternative path
using a Dijkstra algorithm.

Before the FPLF algorithm starts, it is essential to have compre-
hensive statistics on traffic within the DCN. To address this re-
quirement, we developed a robust monitoring model.

3.1.1 Monitoring Model

To ensure the effective functioning of FPLF, we have developed
a monitoring model as a prerequisite. This model is designed to
collect real-time statistics, specifically the traffic from each node,
utilizing the OpenFlow protocol 1.0. The OpenFlow protocol fa-
cilitates the exchange of extensive statistics, such as flow, port,
and group table statistics, through messages between the SDN
controller and OpenFlow switches. These statistics provide the
controller with a comprehensive global view of the DCN.

In our scenario, where each link consists of two ports, we col-
lect port statistics by periodically sending OpenFlow "port stats
request” messages to all switches. Upon receiving the response
messages, the monitoring model extracts the bytes and packets
cumulative values.

All counters in OpenFlow switches, including Port Counters,
Flow Counters, Group Counters, and others, typically maintain
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cumulative values. These values represent the total count or
amount of a specific metric since the counter was last reset or ini-
tialized. Consequently, the collection matrix at any given point
in time serves as an aggregated traffic matrix. In our case, the
aggregated traffic matrix, A, is generated during the monitoring
phase. Figure 3.1 illustrates how this matrix is generated.

At time t, the controller issues a polling statistics message, and
the aggregated traffic represented by A(t) is temporarily stored
until the subsequent time frame ¢ 4+ 1, when a new traffic ag-
gregated traffic matrix, A(t + 1), is constructed. The controller
then accurately calculates the traffic matrix, T, for a specific time
frame, as shown in (3.2):

A(t) —A(t—1)
At
Where At is the polling period, which is always one second in

our case. Hence, we use T to calculate the link utilization matrix,
U(t), for each period.

T= (3.2)

Pooling

Port State request
9]
L
Flag=1 2o Flag=0
sleep (1s) sleep (1)
s

No C V]

Traffic matrix
T

onraw Saving|

Figure 3.1: Procedure of Traffic Matrix generation.
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3.1.2 FPLF-Adaptive Algorithm Components

FPLF incorporates three components. We begin by describing the
Link-Utility (LU) calculation component. This component is re-
sponsible for calculating the utilization matrix U, which stores
the utility, U;;, for all the links. We continue by describing the
Link-Cost (LC) component, which returns the link-cost matrix C.
This matrix includes the costs Cj; of all the links. Finally, the Fill-
Shortest Path (FSP) component forces the forwarding elements to
utilize the specified links as long as the bandwidth BW;; bound
is satisfied. The pseudo code of LU component is outlined in Al-
gorithm 1. The input parameters are the traffic demand set, F,
and the underlay network graph, G, i.e., a Fat-Tree in our case.
When a traffic flow f = (f.S, f.D, /\f) passes through a link, eij,

. . .1 .. A
its corresponding utility Uj; is increased by BT)\;”

Algorithm 1: Link-Utility.
Input : Fat-Tree topology G , traffic demand IF
Output: utilization matrix U of all links
U=0
foreach edge e;; € G do
foreach (f.S, f.D, As) € F passing through e;; do
ij ij T BW;
end
end

The LU component returns the utilization matrix U which de-
scribes the links as being overloaded, idle, or under-utilized.
The pseudo code of LC is illustrated in Algorithm 2. This algo-
rithm computes the cost value for each link ¢;;. The input param-
eters are the utilization matrix U and the graph G. According to
the utility values Uj;, the LC algorithm classifies the links to be ei-
ther overloaded, idle or under-utilized and it sets a different cost
Cij for each link as a result of this classification.
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Algorithm 2: Link-Cost.

Input : utilization matrix U, Fat-Tree topology
Output: link-cost matrix C
V Cjj < cost.default() > idle U;;
foreach edge e;; € G do
if U;; > BW'" then
| Cij + cost.high() > overload e;;
end
else
| Cij + cost.low(U;;) > underutilization e;;
end
end

The cost values that are generated by this component are used
as an input to the FSP component. The pseudo code for FSP is
illustrated in Algorithm 3. The FSP component computes the

shortest path for a given flow, ( f.S, f.D,A f). The input param-
eters are the network graph, G, the link-cost matrix, C, and the
incoming flows ( f.S,f.D,A f). The FPLF algorithm fills the pre-

ferred links by selecting paths with under-utilization links. As
the traffic volume increases, under-utilized links gradually be-
come overloaded links, and the FPLF algorithm compels the FPS
component to select idle links to meet the traffic demand. Thus,
the FPS component finds the most energy-saving path for the
flow, depending on the cost values, (overload, idle, and under-
utilization) of the links that are obtained from the LC algorithm.
It is worth mentioning that if all links become loaded, the FPLF
algorithm shares new traffic demand as overload traffic between
the links. In terms of algorithm time complexity, the FPLF al-
gorithm has order O (|S|?) complexity as it depends on Dijkstra
algorithm to pick paths based on the minimum number of hops.
As a conclusion, the FPLF algorithm utilizes three attraction com-
ponents, as depicted in Figure 3.2, to generate a network topology
subset that satisfies the current traffic demand. Simultaneously,
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Algorithm 3: Fill-Shortest Path.

Input :edge set E, flow ( f.S,f.D,, A f) , link-cost matrix C

Output: energy-saving path ESP
foreach new request do
Run Dijkstra’s algorithm [7] to find the shortest path with
minimum link costs (C;;)
end

it places all other nodes in the DCN in an OFF state for power
saving.

Statistics

Link-Cost — Fillshortest Path | —>

Figure 3.2: The FPLF algorithm’s components are interconnected,
with the output of each component serving as the input to the
subsequent one. The culmination of this process yields the
Energy-Efficient Shortest Path as the final output.

3.2 Proposed Framework

The experimental platform is constructed using the Mininet net-
work emulator [14] and the POX controller. The entire emula-
tion process was executed on a single machine (Ubuntu 20.04.2
LTS 64-bit) equipped with a 12-core Intel(R) Core(TM) i7-9750H
CPU running at 2.6 GHz and 16 GB of DDR4 RAM. The network
topology is imported from the Fast Network Simulation Setup
(FNSS) [26], and the FPLF algorithm is implemented using the
POX controller as POX modules. To generate network traffic from
servers within a DCN, the D-ITG [5] platform is employed. The
overall architecture is illustrated in Figure 3.3.

To demonstrate the adaptive primary function of the FPLF algo-
rithm in proportion to traffic demand, we conducted experiments
with various scenarios of traffic demand, Low and high Traffic.
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southbound interface, and POX Python APIs were employed on
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3.3 Experiment Result

The result reported that the FPLF algorithm is suitable for deploy-
ment in DCNs that serve various traffic patterns, accommodating
both low and high traffic loads. For instance, during periods of
low traffic, such as night times, the FPLF algorithm demonstrates
the potential to save up to 65.625% of the total energy consumed,
leading to reduced network operating costs. On the other hand,
during periods of high usage, such as rush hours, the FPLF algo-
rithm efficiently distributes traffic load among switches with low
latency, ensuring smooth transitions between traffic patterns and
maintaining network performance.

3.3.1 QoS Criteria

This study considered two critical QoS criteria: (1) the algorithm
response time, i.e., latency and (2) the number of dropped pack-
ets.

The FPLF algorithm exhibits a rapid response (i.e., low latency) to
unexpected changes in traffic over time compare to ECMP (Equal
Cost Multiple Plath), as shown in Figure 3.4, and 3.5. This at-
tribute can be attributed to the robust monitoring system, reflect-
ing the instantaneous network state, which enables the FPLF al-
gorithm to take prompt actions that align with the traffic demand
at specific moments.

On the other hand, because FPLF addresses power consumption
by consolidating flows in a single link, this may affect the rate
of packet arrivals at the destination. Therefore, a crucial metric
describing the FPLF performance in high traffic scenarios is the
number of dropped packets.

During the power consumption level testing, DITG decoder logs
were used to record the results. The result showed that the FPLF
outperformed the state-of-the-art algorithm in most cases.
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Relation between Traffic Size and Number of Active Links Over Emulation Time
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4 Thesis 3: Mitigation of

the Effects of
Consolidation

Technique on the
Quality of the RTAP
Classes

In the preceding chapter, we introduced a novel routing strategy
designed to enhance power efficiency in SD-DCNSs. This strategy
can blindly balance traffic flows between the core switches un-
der high traffic conditions, without considering the specific ser-
vices of the flow classes. However, certain classes, such as VoIP,
video streaming, and Real-Time Protocol Applications (RTPA),
can suffer from increased delays when mixed with other types
of traffic. Consequently, we infer that such an algorithm could
potentially impact the performance of real-time protocol applica-
tions. This realization prompted us to prioritize services for these
specific classes (e.g., find an alternative path that meets their re-
quirements), necessitating the development of a robust monitor-
ing system capable of effectively identifying and rerouting such
traffic to paths that meet their requirements. The central compo-
nent of this monitoring system is the traffic classifier. Such a clas-
sifier plays a pivotal role in enhancing the performance of SD-
DCNs. Therefore, this chapter proposes learning algorithms to
classify a wide range of traffic in SDN environments. This work
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represents a preliminary step towards optimizing QoS for flow
classes within the framework of SD-DCNs.

This is accomplished by creating a dataset that encompasses
various types of network traffic, including Video, Voice over IP
(VoIP), Gaming, and Internet Control Message Protocol (ICMP).
We evaluated the performance of several Machine Learning tech-
niques, such as Linear Regression, Support Vector Machine, and
Neural Network, and the results were presented in [19]. More-
over, we discussed the integration of classification into the power
consumption model, aiming for further advancements in this re-
search area.

It is worth noting that a substantial portion of the content in this
chapter draws upon the insights presented in the work of [19].

4.1 D-ITG Dataset

To evaluate the proposed classification methods, we meticulously
constructed a dataset using a synthetic traffic generator. Initially,
we set up a small-scale network topology with the Mininet emu-
lator [14], which included two hosts, one switch, and one cen-
tral controller. Each host in the network was connected to an
OpenFlow switch [18], and the OpenFlow switch was securely
connected to a Ryu controller through an OpenFlow channel. As
visualized in the Figure 4.1.

In the application layer, we developed two crucial models: (1) a
monitoring model!, designed to capture instantaneous flows,
and (2) a collecting model, tasked with archiving traces for sub-
sequent division into training and testing datasets.

The traffic flows were generated by the D-ITG generator tool [5].
D-ITG replicated the statistical properties of six traffic applica-
tions, including DNS, Telnet, Ping, Gaming, Quake-3, and VoIP.
Additionally, we simulated video traffic using VLC to establish

IWe utilized the same model discussed in Section 3.1.1. The distinction lies
in solely collecting the aggregation matrix, A, without incorporating additional
functions.
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real-time video streaming between a VLC? server and client. As
the traffic passed through the network switch, the monitoring
model sent data to the collecting model, which extracted and
archived the statistics of the arrival flows.

The primary function of the collecting model is to derive new fea-
tures from the raw data received every second from the monitor-
ing model, represented by aggregation traffic, A. This raw data
encompasses the aggregation matrix of packets/bytes in both the
forward and backward directions between the source and desti-
nation.

These raw data are then used to construct a flow object with the
following features: Forward Packets, Forward Bytes, Delta for-
ward Packets: the cumulative number of packets observed since
the last forward flow was seen, Delta forward bytes: the cu-
mulative number of bytes observed since the last forward flow
was seen, Forward Instantaneous Packets per Second, Forward
Instantaneous Bytes per Second, Forward Average Packets per
Second, Forward Average Bytes per second, Reverse Packets, Re-
verse Bytes, Delta Reverse Packets, Delta Reverse Bytes, Reverse
Instantaneous Packets per Second, Reverse Instantaneous Bytes
per Second, Reverse Average Packets per second, and Reverse
Average Bytes per second.

We ran each traffic application individually for approximately
150 minutes, resulting in up to 17,000 observations and 16 fea-
tures for each experimental flow.

4.2 Classification Models

This section presents the implementation of three ML models,
namely logistic regression, SVM, and NN with different types of
solvers. We used Python 3.8 and Windows 10 with a 12-core In-
tel(R) Core(TM) i7-9750H CPU running at 2.6 GHz and 16 GB of
DDR4 RAM to implement these models.

2VLC is a free and open source cross-platform multimedia player and frame-
work that plays most multimedia files, and various streaming protocols.
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The test of the models is performed on a portion of the dataset
(i.e., test data). It is worth mentioning here that we dropped the
features of “Forward Byte," “Forward Packets," “Reverse Byte,"
and “Reverse Packet." This is due to the cumulative nature of
those features. They may have significantly different values from
those that occur in the training phase. For instance, while those
features start counting from zero in the training phase, they may
start from another initial value in real traffic, which depends on
the dynamic behavior of the network. Therefore, ML models
might be negatively affected by the misleading information of
such features. We aim to ensure the model’s robustness and gen-
eralizability to real-world scenarios.

4.2.1 Logistic Regression model

To construct a Logistic Regression model, the input is the dot
product between a weight vector § € IR" and an input vector
x (i.e., input training data x; € IR") plus a bias b;. And the output
is the probability 7, € RR to select the class k that maximizes (4.1),
see [12]:

exp (0 - x + by)
N
ijl exp (9] - X+ b])

where, N is the number of classes.

For the purposes of regularization, feature selection, and pro-
viding better long-term predictions, we use Ridge Regression
(i.e., ¢, Regularization) and Lasso Regression (i.e., {1 Regulariza-
tion) [3, 17]. The inverse of regularization strength (C) set default
value is 1.0.

After training, we observed that models with the Stochastic Av-
erage Gradient Descent (SAGA) solver achieved accuracy up to
75%.

pye=1|x) = (4.1)

4.2.2 SVM Model

Like in LR model, we train the SVM model with input training
data x; € R" and output label data y;, € R with (N = 7) classes
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to construct the Support Vector Classifier (SVC) in the form [11]:

N
y(x) =sign | Y apytp (x, x¢) + by (4.2)
=1

where «y is a positive real constant, § (x, xi ) represents the kernel,
and by is the bias.

We trained the model with different types of kernels. The most
noteworthy result from the data is that the Radial Basis Function
(RBF) kernel achieved higher accuracy in less time compared to
the other kernels. This finding highlights the efficiency of the RBF
kernel in achieving superior accuracy up to 85% within a shorter
time frame.

4.2.3 Neural Network model

In order to construct a NN model for the classification task, we
stack 7 sequential layers as shown in Table 4.1.

Table 4.1: Description of the NN model.

Layer type Output Shape Param #

Normalization (None, 12) 25
Dense (None, 24) 312
Dense (None, 48) 1200

Dropout (None, 48) 0
Dense (None, 28) 1372
Dense (None, 14) 406
Dense (None, 7) 105

Total params: 3420
Trainable params: 3395
Non-trainable params: 25

The model consists of the following layers:

(1) Layer normalization [2] to scale and shift input values with
zero mean and unit variance. The layer normalization
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statistics are computed over all the input values xy, ..., xy
as follows:

=

1 1
p=o) % v n 1(xz )

(2-3) Densely connected layers of size 24 and 48, respectively,
using the Rectifier Linear Unit (ReLU) activation function
f(x) = max(0, x).

(4) A dropout layer with 50% dropping rate, for the sake of
regularization and to avoid overfitting.

(5-6) Densely connected layers of size 28 and 14, respectively, us-
ing ReLU.

(7) A densely connected layer of size 7, followed by a softmax
activation (4.3), which outputs one of the N = 7 class labels.

o(x)i = — 2P 43)
L, exp(x))

During training, we use the sparse categorical cross entropy
loss function to cope with this multi-class classification problem
where labels are provided as integers.

As an optimization technique for gradient descent, we ran exper-
iments using both the Stochastic Gradient Descent (SGD) method
and the Adaptive Moment Estimation (Adam) algorithm, achiev-
ing accuracies of up to 80% and 89%, respectively.

4.3 Online Testing

In this section, we delve into the evaluation of the NN model
for predicting the labels of newly arriving flows in a real-time
network scenario. To accomplish this, we seamlessly integrated
the NN model with the SDN controller, alongside monitoring
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and topology discovery, as depicted in the online workflow illus-
trated in Figure 4.2. Subsequently, we simulated each traffic type
for approximately 10 minutes, initiating a burst of 1000 flows for
each traffic type.

The testbed was configured using a Linux 20.04 LTS machine
with 8 GB RAM and a Core i7 processor. We established the net-
work topology using the Mininet emulator, with Ryu serving as
the adopted network controller.

Workflow of Real-Time Implementation

5 Discovery Model
Discover Messages
Topology Discovery and Parser

/ OF Statistics ¢

Monitoring Model Feature extraction
g g @—) SDN-Controller-switch messages Features Calculation
(Port state request)

DCN Topology ¢

Classifier

Flow Class Neural Network Model
with accuracy 89%

Figure 4.2: Workflow of the real-time implementation of the Neu-
ral Network classifier in an SDN environment.

Figure 5.1 illustrates the accuracy percentages for each traffic
class. Notably, the classification model achieves 100% accuracy
in predicting quake-3 traffic. Similarly, it excels in predicting
DNS, video, and ping traffic classes, with accuracies reaching up
to 99%, 97%, and 93%, respectively.

However, challenges arise in the classification of VoIP traffic,
where the model fails to classify up to 14% of the injected traf-
fic. Likewise, the model struggles with telnet traffic, misclassify-
ing up to 35% of generated telnet traffic. The lowest performance
is reported in predicting game traffic, with an accuracy of up to
13%.
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5 Conclusion

In conclusion, our proposed suggestion model effectively reduces
power consumption by selecting active subsets of the topology,
with the next challenge being its real-world application. To ad-
dress this, we introduce a heuristic algorithm aimed at minimiz-
ing active links in DCNs, enhancing efficiency through optimal
path selection. Additionally, the FPLF algorithm balances power
savings and performance in SDN-based DCNs using SDN con-
trollers and the OpenFlow protocol. Lastly, to mitigate the im-
pact of consolidation techniques in real-time applications, we ex-
plored machine learning models for traffic classification in SDNs,
incorporating the NN model into an SDN implementation with
promising accuracy. Future plans include enhancing FPLF’s flow
estimation model to improve performance, energy savings, and
scalability, and combining the ML classification model with FPLF
to optimize power consumption in data centers.

quake-3 | 100
DNS |99.1
video |97.6
ping ‘ 93.4
voice | 86.1

telnet 64.1
game [ 136

0 10 20 30 40 50 60 70 80 90 100

Figure 5.1: Result of SDN testing
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